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Abstract

This deliverable presents an overview of the activities carried out by the work package WP3 during
the third year of the project. These activities include mainly the design and analysis of fault tolerant
encoder and decoder architectures.

In order to protect the different parts of the chips from transient defects, the storage and com-
putation units have to be redundant and incorporate a powerful error-correction technique. In this
workpackage, we focus on the class of LDPC codes, decoded with iterative message passing decoders,
and our goal is the design of LDPC codes with fault-tolerant encoder and decoder architectures. Our
contributions during this third year of the project have been to design to analyze LDPC decoders on
faulty hardware under more realistic error models and to design fault-tolerant LDPC encoders. Error
correcting codes with fault tolerant encoder and decoder architectures constitute a building block of
our approach to fault tolerant chip design.
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Introduction

The i-RISC project addresses the problem of reliable computing with unreliable components, which is
a crucial issue for the long-term development of computing technology. The novelty of the proposed
research comes from the synergistic utilization of information theory and coding techniques, tradition-
ally utilized to improve the reliability of communication systems, and circuit and system theory and
design techniques in order to create reliable/predictable hardware.

Within i-RISC, the Work-Package 3 (Fault Tolerant Algorithms for Error-Correction) is aimed at
understanding error-correcting codes in the context of unreliable computing systems. This is a new
paradigm in coding theory, since faulty hardware can potentially induce errors during the encoding and
the decoding process. It is then critical to properly evaluate the robustness of the existing encoders
and decoders in the presence of an additional source of noise at the circuit level. The main goal of
WP3 is to propose encoding and decoding algorithms that can effectively deal with the probabilistic
behavior of the circuit.

We focus on the family of Low-Density Parity Check (LDPC) codes and several candidates for
LDPC decoding will be considered during the project: Min-Sum (MS) based decoders, Finite-Alphabet
Iterative Decoders (FAIDs), Stochastic decoders, Bit-Flipping (BF) decoders. Error correcting codes
with fault tolerant decoder architectures constitute a building block of our approach to fault toler-
ant chip design. This building block will be used to address the problem of reliable memories and
interconnections (WP4), and will be integrated into the fault-tolerant implementations of the logical
functionality of the circuit (WP5).

An overview of the activities carried out during the third year of the project is presented in the
next section.
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Executive Summary

In the period Month 22 to Month 30 (M22-M30), Work Package 3 (WP3) activities addressed the

achievement of the following objectives:
- Objective 3.1: Design of fault-tolerant LDPC encoders,
- Objective 3.2: Design of faulty-tolerant LDPC decoders under more realistic error models,
- Objective 3.3: Design of low-complexity fault-tolerant bit-flipping LDPC decoders.

In this line of reasoning, the main contributions of WP3 are aimed at analyzing and designing fault-
tolerant LDPC encoders and decoders. Figure 1 presents the WP3 Gantt diagram. In indicates that
the tasks addressed during the period M22-M30 are Task 3.1 — MS/FAID decoders under faulty gates,
Task 3.4 — Practical fault tolerant encoding, and Task 3.5 — Randomized bit-flipping decoders for fault
tolerance.

The main technical contributions related to these tasks and presented in this deliverable are sum-
marized below, first for fault-tolerant LDPC decoders, and then for fault-tolerant LDPC encoders.

Concerning the fault tolerant LDPC decoders, during the first two years of the project, we only
considered memoryless, data independent, symmetric error models, which have permitted to develop
Density Evolution (DE) tools for the asymptotical analysis of faulty decoders. During the last year of
the project, we incorporated more realistic noise models, and we investigated the performance of Gal-
lager B and Finite Alphabet Iterative Decoders (FAIDs) under these models. The main contributions
can be summarized as:

- Faulty Gallager B Decoder under Timing Errors (Task 3.1). We characterized the per-
formance of the Gallager B decoder under timing errors (Chapter 1). We showed that the timing
error model makes the decoder dependent on a transmitted codeword, thus rendering inapplica-
ble the traditional DE analysis. By using Monte Carlo simulations, we identified two operating
regions - one in which hardware unreliability leads to significant performance degradation, and
one in which the performance loss is negligible. Based on these results, we proposed a simple
modification of the decoder that ensures its fault-tolerance under timing errors.

- Faulty Finite Alphabet Iterative Decoders under Error Models with Memory (Task
3.2). We characterized the performance of FAIDs under error models with memory (Chapter 2).
The memory makes it very difficult to perform a DE analysis of the decoders under these
models. We reused the FAIDs we designed during the first two years of the project for robustness
under the simple memoryless error models. Through Monte-Carlo simulations, we measured the
performance of these FAIDs under error models with memory. We observed that the FAIDs
designed for robustness in the memoryless case are still robust under error models with memory.

- Hardware Efficient Implementation of Probabilistic Gradient Descent Bit-Flipping
(Task 3.5). During the second year of the project, we proposed a new BF decoding algorithm
called Probabilistic Gradient Descent Bit-Flipping (PGDBF) which introduces randomness in
the bit-flipping rules. We observed that the PGDBF algorithm had better performance than
standard BF algorithms. During the third year of the project, we introduced a new method
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called Intrinsic-Valued Random Generator (IVRG) for the random generation of bits in the
PGDBF. The introduced IVRG avoids generating the random bits required by the PGDBF
algorithm but uses sequences of bits from the existing decoder memory. It provides a highly
efficient hardware implementation compared to other conventional methods while preserving the
outstanding decoding performance of PGDBF. We provided a statistical analysis of the behavior
of the PGDBF and identified the important features of the random generators that permit to
obtain large coding gains compared to the deterministic GDBF. The statistical analysis showed
that the proposed implementation only induces a very small extra complexity, without any loss
in performance for the PGDBF decoder.

Concerning the fault tolerant LDPC encoders, the main contribution can be summarized as:

- Reliable LDPC Encoders built from Unreliable Gates (Task 3.4). During the second
year of the project, we showed that most of the standard LDPC encoding techniques are non-
robust to hardware noise. During the third year, we proposed an LDPC encoding technique
robust to hardware errors (Chapter 4). The robust LDPC encoding technique we proposed is
based on the Codeword Prediction Approach (CPE) introduced in WP5. It consists of computing
an augmented codeword that contains both the codeword to be transmitted on the channel and
extra parity bits. Before transmission on the channel, an LDPC decoder is applied to the
augmented codeword in order to eliminate the hardware errors from the channel codeword.
From Monte Carlo simulations, we showed the robustness of the proposed encoding solution for
various codes and decoders.

13



Chapter 1

Faulty (Gallager B Decoder under
Timing Errors

Abstract: In this chapter we characterize the effect of data-dependent gate failures on the perfor-
mance of the Gallager B decoder of low density parity check codes. We show that this type of failures
makes the decoder dependent on a transmitted codeword, thus rendering inapplicable the traditional
analysis tools such as density evolution and trapping sets. By using Monte Carlo simulations, we
identify two operating regions - one in which hardware unreliability leads to significant performance
degradation, and one in which the performance loss is negligible. Based on these results, we propose
a simple modification of the decoder that ensures its fault-tolerance.

Work presented in this Chapter has been published in S. Brkic, O. Al Rasheed, P. Ivanis, and B.
Vasic, “On Fault-Tolerance of the Gallager B Decoder under Data-Dependent Gate Failures”, IEFE
Communications Letters, n0.99, pp.1,1, June 2015 [P2]

1.1 Introduction

Increasingly stringent requirements for semiconductor device energy-efficiency has lead to a point
where computation performed by using these devices is no longer reliable [2]. The need to ensure
fault-tolerance on inherently unreliable hardware has resulted in an increased interest in the analysis
and design of novel and powerful error control schemes. The main direction of recent research in this
area includes investigation of low-density parity-check (LDPC) codes and their decoders implemented
on unreliable hardware, which relies on a theoretical framework developed by Vasic and Chilappagari
[3]. The large body of knowledge on the analysis of codes on graphs and iterative decoding, has
enabled further progress in the analysis of fault-tolerant schemes based on LDPC codes (see [4-8] and
references therein).

The majority of the results on decoding by circuits made of unreliable hardware relies on modelling
the logic gate unreliability as transient, independent failures - a model proposed by von Neumann [9] in
the fifties. In the von Neumann failure model, in each clock cycle, components of a (clocked) Boolean
network fail with some known probability. Additionally, failures of a given component are independent
of those in previous clock cycles and independent of failures of other components. The simplicity of
this model makes it amenable to theoretical analysis, but at same time limits its applicability. In new
energy-efficient CMOS technologies, the logic gate failures are highly data-dependent and correlated
in time [10]. The main source of incorrect gate outputs in these technologies is timing violations, or
timing errors. They depend on logic gate inputs, but they are most damaging when the gate output
changes its value [10,11].

In order to characterize the hardware unreliability phenomenon accurately, Brkic et al. in [§]
used a Markov chain timing error model, which has enabled them to analyze the behavior of one-step
majority logic decoders. Timing errors in the context of the stochastic decoders have been considered
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recently by Perez-Andrade et al. [12] who have shown an inherent tolerance to timing errors of these
type of decoders. While the error injection at transistor level was thoroughly analyzed, the decoder
data-dependence was not considered.

In this chapter we investigate the effects of timing errors to the performance of the Gallager B
decoder, a simple hard decision decoder with a good trade off between the complexity and the error-
correcting capability. Based on the Markov model proposed in [8], we evaluate the frame error rate
(FER) for several classes of LDPC codes. We first demonstrate the inadequacy of von Neuman error
model, and then show that the decoder performance is highly dependent on the sequence of codewords
that is being decoded. Finally, we propose a simple modification of the decoder that increases the
robustness to timing errors. Due to the lack of analytic techniques suitable to this failure model, we
use Monte Carlo simulations.

1.2 Preliminaries

1.2.1 LDPC codes and Decoding Algorithm

Let (N, K) be an LDPC code, with code length N and code rate K/N, represented by a bipartite
graph G = (V UC, E), where V is the a of N variable nodes, C'is a set of check nodes, and E is a set
of edges. An edge is an unordered pair (v, ¢) which connects two nodes v € V' and ¢ € C. The parity
check matrix H is a bi-adjacency matrix of G. Nodes v and c are called neighbors iff H., = 1, i.e.
there is an edge between them. Let N, (MN;) be a set of neighbors of a variable node v (check node
¢). In this chapter we consider (v, p)-regular binary LDPC codes which means that |[N,| =, Vv € V
and [N.| = p, Ve € C, where | - | denotes cardinality.

Let x = (z1,22,...,2y) denote a codeword of an LDPC code that is transmitted over a Binary
Symmetric Channel (BSC) with crossover probability «, where z,, € {1} is the polar representation
of a bit value associated with a variable node v and let a vector received by the Gallager B decoder
from the BSC be y = {y1,¥2,...,yn}. Let z/ffg (V((;Q) be messages passed on an edge (v, c¢) from(to)
variable node to(from) check node during the ¢-th decoding iteration, respectively. We next summarize
the Gallager B decoder.

e Variable to check node update: For each variable node v € V. At iteration £ = 0: 1/1(}?0 = Yo,
Ye € N,. At iteration £ > 0:
: / (€-1)
V(Z) _ —yp if HC € Nv \ CiVuy = _yv}| > L’V/ZJa (1'1)
ve Yo otherwise.
e Check to variable node update. For each check node ¢ € C and Vv € N,, at iteration £ > 0:
=T . (1.2)

v eENA\{v}

The decoding is terminated when all parity-check equations are satisfied or the maximum number of
iterations is reached.

The decoder comprises of the processing units that correspond to the nodes in the bipartite graph
representation of the decoder. Each check node (CN) unit is composed of p XOR gates, each with
p — 1 inputs, needed for calculation of the check to variable node messages. A variable node (VN)
processing unit calculates the variable to check node messages, and employs v majority logic (MAJ)
gates, each with v — 1 inputs [3]. The decoder also requires additional logic gates for the final bit
estimations and parity-checks calculation. If we allow these gates to be unreliable, the performance of
the decoder would be determined by the failure probabilities of these gates, not by the error control
scheme. Thus, it is reasonable to assume that these gates are perfect, and that only gates used to
calculate messages that are passed on edges of the bipartite graph are faulty. Such reliable gates in

15



the final decision circuitry can be realized by using larger transistors, slowing down the clock or using
higher voltage supply. Similar assumption was also used in other relevant literature [3, 8].

Note that we considered that the threshold in the variable-to-check-node update operations is fixed,
opposed to the original solution proposed by Gallager. Although the threshold adaptation increases the
performance, it requires the additional logic which makes it more complex than described algorithm.
The use of a fixed threshold value represents a good trade-off between performance and efficiency,
especially if the targeted error rates are low.

1.2.2 The Failure Model

The recent work in the area of low-powered combinatorial circuits has identified the increased signal
propagation delay as the main cause of the circuits unreliability [11,13]. Timing violations happen
when the propagation delay is longer than what can be tolerated by the circuit design, which results
in propagating an outdated output value to the rest of the circuit.

Let f : {£1}™ — {£1}, m > 1, be an m-argument Boolean function, which at time instant ¢
produces the result z() = f (ygg), yég), e ,y%)), where ygz),yy), . ,y,(,? are input arguments at time
¢. Due to unreliability of the logic gates used to calculate f, the result is not 29 but ,u(z) = 200
where e(®) € {#1} is the error at time £. In the von Neumann failure model e(® is a Bernoulli random
variable, and does not depend on the gate input arguments [9].

In the timing failure model e® is data-dependent, and the probability that the logic gate fails

to switch is Pr{e® = —1]z(0 # ("1} = ¢ where ¢ > 0. On the other hand, when the gate
output is unchanged during two consecutive time instants, the function f is always correctly computed
as assumed in [10] and [11], i.e. Pr{e® = —1|z() = 2(*"1D1} = 0. This corresponds to the gate

switching probabilistic model [11], that was shown to have reduced complexity with minor degradation
of accuracy when compared to more complex models that take into account that different input
patterns can cause gate failures with different probabilities [10,11].

The value € depends on the technology parameters and can be obtained experimentally or by the
circuit-level simulations. It typically differs from a gate type to a gate type. We denote by 4, and
emay the failure rates of XOR and MAJ gates, respectively. The gate output at time instant ¢, (9,
is obtained by the mapping Y : {#1}3 — {1} as follows

p® =120, D Oy = L0 (0= —==1)/2 (1.3)

where Pr{e() = —1} = £. Note that the failure model is being redefined to take advantage of the fact
that e(® = 1 with probability 1, when 28 = z(¢=1),

1.3 Failures of the Gallager B Decoding Algorithm

The gate failure model introduced in Section 1.2-B acts as a binary channel with memory. We next
explain how that memory makes the performance of the faulty Gallager B decoder dependent on
the transmitted codewords. Consider the received vector y = x - n, where “” denotes pointwise
multiplication of the codeword vector x and the noise vector n. Let Vz(fcl) and 1/5,_1) be output values
of the update functions sent between variable node v and check node ¢ in the time instant prior to the
initial decoding iteration of a current codeword. These are the messages sent in the last iteration of
decoding the previous received word. The following theorem defines the conditions under which the

probability of successful decoding is independent of the transmitted codeword.

Theorem 1.1 The frame error rate of the Gallager B decoder in the presence of timing errors is
independent of the transmitted codeword x iff 1/1(};1) = 1,A, and l/éfl) = x,B,, Yv € V and Vc € C,
where Ay, B, € {£1}.

Proof: Let ugﬁ)}(y) and ,uq(fl(y) be, respectively, the messages passed from a check node ¢ to a
variable node v and from a variable node v to a check node ¢, at iteration ¢, given the received y.
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They are obtained from Eq. (1.3) based on the correctly computed messages uéﬁ? (y) and VqSQ (y) and

. J4 J4
the corresponding error values e((;ﬂ)) and 61(;7)0.

Let us assume l/v;l) = 2,4, and Véfl) = z,B,, for some A,, B, € {£1}. We use mathematical
induction to prove the theorem statement. From the variable node symmetry condition at iteration
¢ =0, we have 1/1()?6) (y) = 1/75?2 (x-n) = xvuq(,?c) (n) [4]. As these values are received from the channel (not

calculated using the combinatorial circuit), they are passed without errors to the neighboring check
nodes. From the check node symmetry follows Véf? (y) = mvué?v)(n) [4], and we have

9(n), By, %) = 2,4 (n). (1.4)

Similarly, we conclude MS}Q (y) = va(yé}g (n), Ay, 65)12) =z uq(,lg(n)
Let us assume ul(fi(y) = :):vugfl(n), Vv e V,Vee C and £ > 1. From the fact that Hw\/(c) Ty =1

and from the check node symmetry defined in [4], it follows that VEQ (y) = mvugg (n). Then, similarly as
in Eq. (1.4), we have ugq),(y) = T(a:vugg (n), xvygv_l)(n), egz),) = xyugq))(n). Furthermore, by invoking
again the variable node symmetry condition and applying it to Eq. (1.3), we obtain ugfi? 1)(y) =
xv,ugfil)(n). As all messages passed between a node v and its neighbors are equal to the product of
Z, and the corresponding message when n is received, the decoder performance is independent of the
transmitted codeword.

On the other hand, if the theorem conditions were not satisfied, i.e. if Vz();;l) # x,A, or I/é;l) #*
T, By, then it would follow that MS}Q (y) # xvuﬁg(n). As messages ,u&(); continue to further propagate
in the subsequent iterations, the error correction, and thus FER, depends on x. |

The conditions required for FER independence of x are highly unrealistic. They can be satisfied only
by adjusting the initial logic gate states to a transmitted codeword, which is unknown to the decoder.
Thus, in the case of timing errors the decoder error-correction capability is conditional on x.

On the other hand, we have shown that the main reason for such decoder behavior is related to
failing to satisfy the check and the variable node symmetry conditions in the first decoding iteration. If
the first iteration were free of logic gate failures, the symmetry conditions would be satisfied. The fault-
free iteration can be achieved by forcing all transistors in the decoding circuitry to reach a stationary
state. Practically, this can be done by slowing down the clock in the first iteration and letting the
signal level stabilize. Since the clock is slower, there are no timing errors and the computations are
reliable. The decoder in which the first iteration is reliable in the rest of the chapter is called the
modified Gallager B decoder.

1.4 Numerical Results

The past work related to the faulty Gallager B decoder was mostly dedicated to the infinite code length
analysis under independent identically distributed (i.i.d.) failures (von Neumann failure model) [5-7].
Due to the decoder asymmetry, the density evolution technique cannot be applied to the timing error
model, when failures are present in the first iteration. Although, the modified decoder satisfy the
symmetry conditions, the presence of memory in the VN and CN operations cause the complexity of
density evolution computation to grow at least exponentially with the number of iterations [14]. For
that reason in this chapter we focus on the finite length simulation analysis, where the maximal number
of decoding iterations is limited to 100. We analyze LDPC codes free of small trapping sets. Such
codes can be constructed, for example, from Latin Squares (LS) [15], or based on Progressive Edge
Growth (PEG) technique [16]. In order to capture the effects of data-dependence three simulation
modes are used:

e mode Mjy: only the all-zero codewords are transmitted;
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Figure 1.1: The comparison of i.i.d. and timing error models for the LS(155,64) code («=0.01).

e mode Mp: the two codewords with large Hamming distance are transmitted alternately in a
consecutive transmissions;

e mode Mp: randomly chosen codewords are transmitted.

In Fig. 1.1 we illustrate the decoder performance for the case of LS(155,64) code [15] evaluated
under two failure models, when the most realistic setup Mg is used. It is a (3,5)-regular code with
|[V| = 155 and |C| = 93. We consider two different scenarios: (i) when CN processing is reliable and
only MAJ gates are faulty, and (ii) when VN processing is reliable and only XOR gates are faulty.
Note that no performance degradation is observed for logic gate failure rates below 1072 regardless
of the failure model. When logic gates failures become more frequent, a threshold is reached, and the
FER rapidly increases. The threshold depends on the logic gate type and has lower values when the
MAJ gates are faulty.

The timing error model reduces to the von Neumann model when a gate is constantly in a “bad
state”, i.e. changes its output value in every clock cycle. In that sense, the von Neumann model can
be seen as pessimistic and misleading, which is especially pronounced in a case of highly unreliable
XOR logic gates. The use of the timing error model reveals robustness of the Gallager B decoder to
XOR gate failures. For example, even for the large bad state failure probability eg = 0.1 the decoder
retains low FER value. On the other hand, according to the von Neumann model, the faulty decoder
is in average outperformed by an uncoded system.

For low and moderate channel error rates, in most of the cases only a few of 155 code bits are
received incorrectly and the most of Vg?c) messages represent the correct bit estimates. If during the
first iteration the number of gate failures is also low, most of the variable to check node messages
will remain unchanged. However, if the number of gate failures is not negligible, after the first
iteration, the number of incorrect bit estimates can be significantly increased. The effect of gate
failures in the first iteration is illustrated in Fig. 1.2. It can be noticed that these failures have
dominant influence on the decoder performance. When the same word is transmitted (mode M)
there is no performance degradation even for high bad state failure rate (eq = epr47 = 0.05). On
the other hand, mode My reveals that the worst case FER degradation can be of several orders of
magnitude. Significant degradation is also notable in the more realistic scenario, which corresponds
to the successive transmission of randomly chosen codewords.
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Figure 1.2: The performance dependence on codeword decoding order for LS(155,64) LDPC code.

In Fig. 1.3 we illustrate the improvement achieved by using the modified Gallager B decoder in
which the first iteration is fault-free, for several v = 3 codes. It can be seen that the modified Gallager
B decoder, although built from unreliable components, performs approximately the same as perfectly
reliable decoder. On the other hand, the FER of the Gallager B decoder without modification is
several magnitude higher. For example, the code LS(2388,1793) is non-operational for wide range of
channel error probabilities.

1.5 Conclusion

We have shown that the performance degradation of the Gallager B decoder caused by the timing
violations depends of the sequence of transmitted codewords. In addition, we proposed the modifi-
cation that ensures the decoder robustness to hardware unreliability. This result raises a number of
open questions in analysis of faulty decoders. It is known that the capacity of LDPC codes under
the von Neumann error model can not be achieved [4,5]. However, the finite code length analysis
presented in this chapter suggests more promising results for the timing error model. Additionally, in
our future work we will apply the presented framework to investigation and design of fault-tolerant
LDPC code-based memories.
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Chapter 2

Faulty Finite Alphabet Iterative
Decoders under Error Models with
Memory

Abstract: In our previous works, we considered LDPC decoders on faulty hardware under very
simple memoryless error models. Based on a theoretical Density Evolution (DE) analysis of the
performance of faulty decoders, we proposed a method for the design of Finite Alphabet Iterative
Decoders (FAIDs) robust ot hardware errors under the memoryless model. In this chapter, we con-
sider two more realistic error models that take into account temporal and spatial dependencies in
hardware errors, and we investigate the robustness of FAIDs under the two models. The memory in
the introduced models makes it very difficult to analyze theoretically the performance of the decoders
under these models. Hence we analyze the performance of the decoders through Monte-Carlo simula-
tions only. We reuse the FAIDs we designed for robustness under simple memoryless error models.
Through Monte-Carlo simulations, we measure the performance of these FAIDs under error models
with memory. We observe that the memory in error models degrades the performance of noisy FAIDs
compared to the memoryless case. We also observe that the FAIDs designed for robustness in the
memoryless case are still robust under error models with memory.

2.1 Introduction

The asymptotic performance of LDPC decoders under faulty hardware has been widely investigated,
based on the noisy Density Evolution (DE) framework introduced in [4]. Hard decoders such as noisy
Gallager-A [4] and Gallager-E [17] decoders were considered. Gallager-B decoders were analyzed for
binary [3,6,7] and non-binary [5] alphabets. In our previous works, we also analyzed stronger soft
decoders such as Min-Sum (MS) [18] and Finite Alphabet Iterative Decoders (FAIDs) [19]. Based on
the noisy-DE analysis for FAIDs, we proposed a method for the design of LDPC decoders naturally
robust to hardware noise [19]. Finite-length simulations confirmed that the FAIDs we obtained from
our design method were more robust compared to FAIDs optimized for ideal noise-free decoders.

As a first step of the analysis, most of the above works [3-5,7, 18, 19] considered very simple
transient memoryless models to represent the errors introduced by the hardware. More realistic error
models were considered only in a few works. The performance of the Gallager B decoder under
timing errors was analyzed in Chapter 1 through Monte-Carlo simulations. The authors in [6] also
considered permanent errors in the Gallager B decoder, and did a noisy-DE analysis under simplifying
memoryless assumptions. LDPC decoders under more realistic error models can be very difficult to
analyze theoretically. In particular, noisy-DE becomes intractable for error models with memory, as
shown in [14].

In this Chapter, we introduce two errors models that take into account the memory in hardware
errors. The first model takes into account temporal dependencies, while the second one deals with
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spatial dependencies. We reuse the FAIDs we designed for robustness under simple memoryless error
models. Through Monte-Carlo simulations, we measure the performance of these FAIDs under error
models with memory. We show that the FAIDs designed for robustness in the memoryless case are
still robust under error models with memory.

The outline of the Chapter is as follows. Section 2.2 introduces our notations for LDPC codes
and FAIDs. Section 2.3 defines the two error models with memory we consider for the performance
evaluation of FAIDs. Section 2.4 presents the performance evaluation of decoders under the two
models with memory.

2.2 Notations and Decoder Definitions

In the following, we assume that the transmission channel is a Binary Symmetric Channel (BSC) with
parameter «. We first define FAIDs and introduce our notations for LDPC codes. We then present
the decoders we designed for robustness under simple memoryless models.

2.2.1 Definition and Notations

An Ni-level FAID is defined as a 4-tuple given by D = (M, ), o), <I>(C)). The message alphabet
is finite and can be defined as M = {—Ls,...,—L1,0,L1,...,Ls}, where L, € R" and L; > L;
for any ¢ > j. It thus consists of Ny = 2s + 1 levels to which the message values belong. For the
BSC, the set ), which denotes the set of possible channel values, is defined as J = {£B}, where
Be{—Ls,...,Ls}. For the n-th symbol of the codeword, the channel value y,, € J corresponding to
node v, is determined based on its received value. Here, we use the mapping 0 - B and 1 — —B. In
the following, p1, ..., t4,—1 denote the extrinsic incoming messages to a Check Node (CN) of degree
d. and let 1y, ...,n4,—1 be the extrinsic incoming messages to a Variable Node (VN) of degree d,.
At each iteration of the iterative decoding process, the following operations defined in [1] are
performed on the messages. The Check Node Update (CNU) function ®(© : M%~1 — M used
for the update at a Check Node (CN) of degree d, is given by ®()(u1,. .., td.—1) and corresponds
to the CNU of the standard min-sum decoding. The Variable Node Update (VNU) function ®() :
M®B=1 x ) — M used for the update at a Variable Node (VN) v,, n = 0...N — 1 of degree d,, is
given by o) (M, yMd,—1,Yn). The properties that @) must verify are given in [1]. To finish, at
the end of the decoding process, the A Posteriori (APP) computation produces messages 7 calculated
from the function ®@ : M% x y — M, where M = {—Ly,..., Ly} and s’ = 25 + 1. The function

(@) is expressed as
d?)

O (1, Ny Yn) = Y 1+ Yn - (2.1)
j=1

It is computed on a bigger alphabet M in order to limit the influence of saturation effects when
calculating the sum. The hard-decision bit corresponding to each variable node v, is given by the sign
of the APP computation. If the output of ®(@ is 0, then the hard-decision bit is selected at random
and takes value 0 with probability 1/2.

The VNU &) can also be represented as a Look-Up Table (LUT) that is defined for a specific
channel value. Table 2.1 shows an example of LUT for a 7-level FAID and column-weight three codes
when the chan)nel value is —B. The corresponding LUT for the value +B can be deduced by symmetry.

The VNU <I>§f;t given in Table 2.1 has been optimized in the noise-free case for low error floor. VNUs
can also be optimized for robustness to hardware noise, as we now describe.

2.2.2 Robust FAIDs under Memoryless Models

The VNU formulation defines a large collection of mappings with common characteristics but po-
tentially different abilities to be robust to noise in the decoder. In [19], we proposed an asymptotic
noisy-DE analysis of the performance of noisy FAIDs, under very simple memoryless under models.
From the theoretical analysis, we designed VNUs for robustness to hardware noise. Table 2.2 gives
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the VNU q)f}jgust of the FAID optimized for robustness to hardware noise, while Table 2.3 gives the
VNU @Eﬁ},_robm of a FAID that is non-robust to hardware noise, under the memoryless model. The

two VNUs @E:gust and q)fl’;?],mbust were obtained under the Sign-Preserving (SP) transient memoryless
error model defined in [19].

In [19], we also verified through finite length simulations that the FAID defined by @EU) was indeed

obust

more robust under the memoryless SP-model compared to o) and <I>£§2 Here, we introduce

non-robust

two new error models that take into account temporal and spatial dependencies in hardware errors.
Under these two models with memory, we compare the Monte-Carlo performance of oY) with the

robust

performance of <I>ff;2 and @ﬁﬁ)n_mbust in order to determine whether the VNU optimized under the simple

memoryless model is still robust under more realistic models with memory.

Table 2.1: LUT <1>E,jj,3 reported in [1] optimized for the error floor

‘ my/ma H —Ls ‘ —L, ‘ —L; ‘ 0 ‘ +L1 ‘ +L> ‘ +Ls ‘
—Ls —Ls | =Ly | =Ly | —=L3 | —L3 | =Lz | —Ls
—Ly || —Ls | =L | =Ly | =Ly | =Ly | =L, | I,
—Lq —Ls | =L3 | —Lo | —Lo | =Ly | =Ly Ly

0 —L3 | =Lz | =Lz | =14 0 0 L
I, Ly | <Lo | =Ly | 0 | 0 | L | L
Lo —Ls | =L | =14 0 Ly Ly L3
Ls L1 | Ly Ly Ly Ly Ls Ls

2.3 Error Models

In this section, we define the two error models with memory we will consider in our Monte-Carlo
simulations. Both models are based on the SP-Model defined in [19] and assume that the APP is error
free.

2.3.1 Error Model with Temporal Dependencies

In order to take into account temporal dependencies in hardware errors, we introduce a global noise
status variable Z which can take only two values 0 and 1. The noise status is initialized as Z = 0 and
it is updated each time a VNU or a CNU computation is performed, just before the computation. The
update of Z is done according to the following probability distribution. Denote Zgq the previous noise
status and Zpew the current one. The probability mass function that models the transitions between
Zoqa and Zyew is represented by two parameters pg; and pig defined as

Po1 = P(Znew = 1|1Zo1a = 0), p10 = P(Znew = 0|Zg1q = 1). (2.2)

Then, if Z = 1, an error is introduced during the considered computation. The error is introduced
according to the Sign-Preserving (SP) error model defined in [19]. Here, we assume that the final APP
computation is error free.

Note that setting p1p = 1 and pg; = 0 defines a memoryless error model, while choosing parameters
0 < pio <1and 0 < pg; <1 enables to deal with temporal dependencies in hardware errors. We now
proceed to describe the error model that takes into account spatial dependencies.

2.3.2 Error Model with Spatial Dependencies

Spatial dependencies are represented by local noise status variables Zi(f;-) and Zi(f;-) which can take only

two values 0 and 1. The noise status Zi(f;-) is associated to the VNU computation from VN ¢ to CN j,
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. (v)
Table 2.2: FAID rule &, .. robust to the faulty Table 2.3: FAID rule @

Hardware (SP-Model). p; and po are the input faulty Hardware (SP—Modr:ln)_mbuSt
values of the VNU. e
(pi/p2 || =Ls | —La | —Li| 0 [+Li | +Ls| +Ls | [pa/pe [ —Ls [ —La [ —-Li [ ©

not robust to

+L; ‘ +Lo ‘ +L3 ‘

-y “Ls | —Ls | —Ls | L3 | -L3 | —L- 0
—Ls || - L3 | —Ls | —L3 | -L3| L3 | -Ly | © 3 3 3 3 3 3 3
—Ls | L3 | -L3 | —Ls | L3 | —Ls| © Ly
—Ly —L3 | —L3 | —Lg | —L3g | =Ly | =Ly | L
L1 || L3 | -Ls | —La | —Is| —L: | © Ly
—Li || - L3 | = L3 | -L3 | -Ls | - L1 | -L1 | L,
0 “I3 | —Ls | —Lz | -L; | O L1 | Ls
0 “Is | —L3 | =Ls | =L1 | =L, | © I
FL; || -Lz | =L | —-L | © 0 L1 | L
+L1 || —L3 | —Ls | - L1 | -L1 | © L1 | Ls
+Lo —L3 0 0 Ly Ly Ly L3
YLy || —Lo | —Is | —L; | © I Ly | Lo I 5 7 7 7 T 7 7
+Ls 0 I L1 | L1 | L Ly Ls 8 2 2 3 3 3 3

while Zi(j-) is associated to the CNU computation from CN j to VN i. The noise status are initialized
e (v) (c)

Vi,j, Z;7 =0and Z;7 = 0. (2.3)
The noise status variable ZZ-(Z.) (respectively Zl(j)) is updated at each VNU (respectively CNU) com-
putation from VN ¢ to CN j (respectively from CN j to VN 1¢), just before the computation. The
(v)

transition probability mass function for Zl’ j is represented by two parameters pg; and p1g defined as

por = P(Z%),e, = 112")

z,],new %,7,0l

0 =0) p10= P2y =012 14 =1) (2.4)

9,J,new

where Z ) old is the previous noise status and 2", () is the current one. For simplicity, we also assume

i,J,new
that po1 and p1o define the probability transitions for Z (e ) Then, if Z (w ) = 1, an error is introduced
during the considered VNU computation from VN i to CN j. As before the APP computation is
assumed th be error free.

We now proceed to compare the finite-length performance of decoders @fggust with the performance
of ) and o)

opt non robust

(obtained in the memoryless case) under the two defined error models with
memory.

2.4 Simulation Results

In this section, we evaluate the performance at finite length of the three decoders defined by ¢£:12115t,

<I>(U) <I>(U) The two decoders CID(U) ‘ID(U)

non robust? opt * robust non robust

were obtained for robustness according to the
memoryless SP model defined in [19]. The decoder <I>(v2 was optimized for low error floor in a noise-free
setup. Here, we evaluate the performance of @Sogm, <I>fjj31 obusts <I>§];Z according to the two introduced
error models with memory. For the performance evaluation, we consider two different codes. The first
code is the Tanner_dv3 code, with regular degrees d, = 3 and d. = 5 and length n = 155. The second
so called Mat_35 code is also a regular code with d, = 3 and d. = 5, with length n = 1035 and girth

12.

2.4.1 Error Model with Temporal Dependencies

We first consider the Tanner_dv3 code. Figure 2.1 (a) represents the Bit Error Rate (BER) with

respect to « for the three decoders @EOQM, @r(f;z] robust s @S,;’Z The performance of the three decoder is

evaluated under the noise-free setup, and also under the error model with temporal dependencies. For
the noisy case, we set pg1 = 0.05 and p19 = 0.95. In the noiseless case, we see that, as expected, c1>£§2
gives the lowest BER performance. In the noisy case, we see that, as under the memoryless model,
@fogm performs better than <I>£§2 We also observe that <I>r(]03] obust Shows poor BER performance.

We now consider the Mat_35 code. Figure 2.1 (b) represents the BER for the same three decoders
under two different error models. The BER performance of the decoders is evaluated under the

memoryless SP-model, setting pp; = 0.05 and p;g = 1. The BER performance of the decoders is
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Figure 2.1: BER with respect to a, (a) Tanner_dv3 code, noiseless decoders and noisy decoders under
error model with temporal dependencies pg; = 0.05 and p19 = 0.95, (b) Mat_35 code, noisy decoders
under memoryless (mless) error model, pg; = 0.05, p1g = 1, and under error model with temporal
dependencies (mem), pp; = 0.026 and pig = 0.5

also evaluated under the error model with temporal dependencies. For the error model with temporal
dependencies, we set pg; = 0.026 and p1g = 0.5, which corresponds to the same stationary probability
P(Z =0) =0.05 as in the memoryless case, but with an important memory. For both models, cprfﬂust
performs better than <I>§f,2 and @EZ)H obust- We also observe that the performance of the decoders under
the model with memory is degraded compared to the memoryless model, which is expected.

The results of Figure 2.1 (a) and Figure 2.1 (b) thus suggest that it is sufficient to optimize the
VNU for the simple memoryless error model. The optimized FAID will still be robust under the error
model with temporal dependencies.

2.4.2 Error Model with Spatial Dependencies

We perform the same set of experiments under the error model with spatial dependencies.

We first consider the Tanner_dv3 code. Figure 2.2 (a) represents the Bit Error Rate (BER) with
respect to « for the three decoders, in noiseless and in noisy setups under the error model with spatial
dependencies, with pg; = 0.05 and p1p = 0.95. With this model as well, the robust decoder <I>f§2ust
performs better than <I>£§2 and <I>ff;31 robust -

We then consider the Mat_35 code. Figure 2.2 (b) represents the BER performance of noisy
decoders, under the memoryless model with pg; = 0.05, p1g = 1, and under the model with memory
and pp; = 0.026 and p1g = 0.5. In both cases, we see that @Efgust performs better than CIJ((f;z, and that
@5,22, obust Shows poor performance. For @E:gust and q>§f;2, we see that the memory in the error model
degrades the performance. For @5]21)] obust, the memory improves the performance, but @fﬁi robusts Which
may be explained by the fact that CDI(f,I)] obuse 1S anyway a bad decoder.

At the end, the performance evaluation under the two error models with memory show that FAIDs
designed for robustness under the memoryless error model are still robust under error models with
memory. This result suggests that it may be sufficient to optimize the VNU for the simple memoryless
error model and to apply it for error models with temporal and spatial dependencies.
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Figure 2.2: BER with respect to o, (a) Tanner_dv3 code, noiseless decoders and noisy decoders
under error model with spatial dependencies pg; = 0.05 and p1g = 0.95 , (b) Mat_35 code, noisy
decoders under memoryless (mless) error model, pp; = 0.05, p1g = 1, and under error model with
spatial dependencies (mem), pp; = 0.026 and pip = 0.5

2.5 Conclusion

In this chapter, we considered FAID decoders and introduced two error models with memory to
represent more accurately the hardware errors. The first error model takes into account temporal
dependencies while the second one considers spatial dependencies. Through Monte-Carlo simulations,
we showed that the decoders that were optimized for robustness to noise under the memoryless model
are still robust under the two introduced error models with memory.
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Chapter 3

Hardware Efficient Implementation of
Probabilistic Gradient Descent
Bit-Flipping

Abstract: In this chapter, we introduce a new and original method for the random generation of bits
in the probabilistic gradient-descent bit-flipping (PGDBF) decoder, which provides an highly efficient
hardware implementation compared to other conventional methods while preserving the outstanding
decoding performance of PGDBF'. This new random generator method called Intrinsic-valued random
generator avoids generating the required random bits but uses sequences of bits from the existing
decoder memory which is the source of the simplicity and hardware efficiency. Moreover, we analyze
through a statistical analysis the behavior of the PGDBF and identify the important features of the
random generators, which are important to obtain large coding gains compared to the deterministic
GDBF. Our results show that the good PGDBF performance can be obtained with a very small extra
complexity, without any performance loss.

3.1 Introduction

Low-Density Parity-Check (LDPC) codes have attracted much attention in the past several years due
to their excellent performance under iterative decoding, which is defined as an iterative exchange of
information between the nodes of the Tanner graph representation of the LDPC code [20]. These
studies focus either on further improving the error correction capacity of the LDPC codes or on
reducing the implementation complexity of the decoders for practical applications. Soft decision
iterative decoding, such as Belief Propagation (BP) or Min-Sum (MS) based decoders offer the best
error correction performance, close to the theoretical coding bounds, but comes along with an intensive
computation cost [21]. On the contrary, the class of hard-decision iterative decoders is often seen as
a very low-complexity solution to efficiency decode LDPC codes, with an associated error-correction
performance loss. Of special interest is the class of APP-based hard decision decoders, such as Bit-
Flipping (BF) or Majority-Logic decoding where, contrary to message-passing decoders, both the
extrinsic and the intrinsic information are exchanged between the nodes of the Tanner graph [22,23].

The BF algorithms significantly reduce the required implementation hardware resource due to
their simple computation units, but lead to a non-negligible performance loss compared to BP or MS
algorithms. In order to improve the performance while keeping the low complexity, many modifications
of BF decoders have been introduced, such as Weighted BF (WBF) [24], Improved WBF [22], Gradient
Descent Bit Flipping (GDBF) [25].

All the BF decoders share the same concept of passing only one bit of information between the
variable nodes (VNs) and check nodes (CNs) of the LDPC Tanner graph. The difference between BF
variants lies on the mechanism proposed to select the bits to be flipped, based on the computation of
the so-called inversion function. Another difference lies in the number of bits that are flipped during
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one decoding iteration: the serial BF decoder flips only one single bit at a time, while the parallel or
semi-parallel BF flips many bits at the same time. For weighted BF decoders [24,26,27], the inversion
function is specifically designed for the AWGN channel through a combination of the CN values and
the channel measurement. All these BF variants achieve different level of error correction and different
convergence speed, impacting on the performance/throughput trade-off of the LDPC decoder.

More recently, the GDBF algorithm has been introduced by Wadayama et al. in [25]. This GDBF
algorithm is derived from a gradient descent formulation and its principle consists in finding the most
suitable bits to be flipped in order to maximize a pre-defined objective function. The GDBF algorithm
showed an error correction capability superior to most known BF algorithms while still keeping the
hardware implementation simplicity. A very promising generalization of the GDBF has been proposed
by Rasheed et al. in [28]. The authors proposed to incorporate a probabilistic feature in the flipping
step, inspired from the Probabilistic BF algorithms of [22]. In the Probabilistic GDBF (PGDBF)
decoder, all the bits that satisfy the gradient descent condition are not systematically flipped, but
instead, only a randomly chosen fraction pg of them are flipped. Interestingly, this small modification
of the GDBF algorithm led to a large performance improvement, with error correction capability
approaching the soft-decision message passing decoders [28].

In this chapter, we propose to conduct a statistical analysis of the PGDBF in order to have a
precise characterization of its key parameters, and we also propose a modification of the algorithm
that avoids the use of a random generators, in order to reduce the hardware complexity of the PGDBF
implementation.

In [28], the authors have optimized the parameters of the PGDBF, and especially the value pgy of
the Bernoulli random generator (RG) probability, for some test codes. The first objective of our work
is to provide a more precise and more general characterization of the PGDBF features, through a
Monte Carlo statistical analysis of both the waterfall and the error floor performance of the decoder.
A conclusion of this analysis is that an optimized value of the RG probability py is not crucial to
get the performance improvement, since a wide range of values for pg can be used to achieve the
gain. Based on this observation, we also propose to avoid the RGs in the decoder implementation to
reduce the hardware overhead of the PGDBF. Indeed, the advantages of PGDBF come along with
the implementation cost of random generators [29]. With a conventional realization of the RGs using
Linear Feedback Shift Register (LFSR), the hardware overhead that implements the random steps is
greatly increased. In this chapter, we propose a new method to obtain a random binary sequence
from the existing decoder memory, called Intrinsic-valued Random Generator (IVRG). This approach
to generate a random sequence is based on the CN values at the beginning of the decoding process,
and provides an efficient implementation of the PGDBF while keeping the same performance gains
compared to the use of LFSR random generators (LSFR-RG).

The rest of the chapter is organized as follows. In section 3.2, the general notations for LDPC
codes and BF decoders are recalled and the advantages of PGDBF are presented. Section 3.3 presents
the PGDBF’s statistical analysis which indicates the requirements for the random binary sequence
to obtain good error correction performance. Then, our new algorithm IVRG-PGDBF is presented
in section 3.4.1 and the hardware implementation results and performance comparison are made in
section3.4.4.

3.2 Advantages of the PGDBF and Implementation Issues

3.2.1 Notations and PGDBF algorithm

An LDPC code is defined by a sparse parity-check matrix H with size (M, N), where N > M.
A codeword is a vector x = (w1,29,...2y5) € {0,1}" which satisfies H.z” = 0. We denote by
y = {y1,92,...,yn} € {0,1}" the output of a binary symmetric channel (BSC), in which the bits
of the transmitted codeword x have been flipped with crossover probability a. The decoders pre-
sented in this chapter are dedicated to the BSC channel. The classical graphical representation of
an LDPC code is a bipartite graph called Tanner graph composed of 2 types of nodes, the VNs v(i),
i=1...N and the CNs ¢(j), 7 =1... M. In the Tanner graph, a VN (i) is connected to a CN ¢(j)
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if H(j,i) = 1. Let us also denote N (v(7)) the set of CNs connected to the VN (i), with connection
degree dy(;) = [N (v(i))], and denote N(c(7)) the set of VNs connected to the CN ¢(j), with connection
degree d.(;y = [N (c(4))].

A BF decoder is defined as a iterative update of the variable node values over the decoding
iterations. We denote in this chapter by v(¥)(i) the value of the variable node at the k-th iteration.
We correspondingly denote by ¢(¥) (j) the binary value of the parity checks at iteration k, which
represent the fact that the j — th parity-check equation is satisfied or not. The BF decoding process is
terminated when all CNs values are satisfied or a maximum number of iteration is reached. The CN
calculation in BF algorithms can be written as ¢¥)(j) = XORU(i)GN(C(j))U(k_l)(i), with XOR is the
bit-wise Exclusive-OR operation.

For the ¢ —th VN calculation, the update rule uses the information on satisfiability of the neighbor-
ing check-nodes A (v(i)) to keep or flip the value of v(¥)(4). In the case of GDBF algorithms, a function
called inversion function is defined for each VN, and used to evaluate whether the value v(¥) (i) should
be flipped or not. The original GDBF has been proposed for the Additive White Gaussian Noise
(AWGN) channel [25] and the inversion function was defined as in (3.1) where ~; is the log-likelihood
ratio (LLR) received from AWGN channel.

AR =1 =200)®)y+ Y (A —2e()®) (3.1)
c(F)EN (v(4))

For the GDBF on the AWGN channel, the inversion function is real valued, and has a unique
minimum, corresponding to the bit with lowest reliability. In [25], two modes for the bit-flipping rule
at iteration k are proposed: either only the bit having smallest inversion function is flipped (single flip),
or a group of bits having inversion function lower than a predefined threshold are flipped (multiple
flips).

For the BSC channel, the inversion function can be modified with following equation (3.2).

ES) =v@)MXORy:+ > (i) (3.2)
e()EN (w(i)

In this case, the inversion function is an integer and varies from 0 to d,,;) + 1, and the bits which have

the maximum value of Eél(?) are flipped. Due to the integer representation of inversion function, many

bits are likely to have the same maximum inversion function, leading to the multiple flips mode. The
fact that the number of bits to be flipped cannot be precisely controlled induces a negative impact to
the convergence of the algorithm, as the analysis of [28] shows. To avoid this effect, the PGDBF has
been proposed with the following strategy: instead of flipping all the bits with maximum inversion

function value, only a random fraction of those bits are flipped. The random fraction is fixed to a
(k)

i

restrict ourself in keeping p

, which could be different for each VN and each iteration. In this work, we
(k)

i

pre-defined probability p
constant for all iterations and all VNs, denoted pg € [0, 1] hereafter.

The PGDBEF is implemented as follows: a sequence of N random bits is generated with a Bernoulli
RG, and triggered to the N VNs at each iteration. We denote this random sequence at the k — th
iteration R, with p(ng) =0) = pg,i = 1...N. The difference in flipping decision between GDBF
and PGDBEF is described in figure 3.1. In the GDBF algorithm, a VN vgk) at iteration k is flipped (is
XOR-ed by '1’) when its inversion function is a maximum (the variable I = 1) while in PGDBF, a VN

vi(k) is flipped if and only if the two conditions I = 1 and ng) = 0, are both satisfied. The PGDBF
algorithm is presented in Algorithm 1.

3.2.2 Importance of the Random Part in PGDBF

Several works showed that the decoding performance of PGDBEF is superior to all known BF algorithms
[29][28] as illustrated in figure 3.2 for a rate R = 1/2 quasi-cyclic LDPC code of length N = 512 bits.

29



(k)

K R
| Vil Ri ®
vk | Vi
vikD

GDBF: PGDBF:
1= 1if Eyy®= Ena® else 1= 0 1= 1if Eyy®= Ena else 1= 0
Ri®= 0 with probability of p,< 1

Figure 3.1: The difference between GDBF and PGDBF

Algorithm 1 Probabilistic Gradient Descent Bit-Flipping
(nit) o yi=1...N, k=1.

i
syndrome = H.(v(mit))T mod 2
while syndrome 20 and k < kpqr do

Initialization v

Vi € [1, N]

k) _ (k) (k)
Ev(z) = XORy; + ZCjGN(U(i)) XORvueN(c(j))Uu ,
Eﬁf}m = maw(Eil(?)),i =1...N.
if 2% = B then

(i)
if R*) =0 then
ot = NOT(); {p(R] = 0) = p{" = po}
end if
end if
syndrome = H.(v(k))T mod 2
k=k+1
end while

Outputs : v

Note that the difference between GDBF and PGDBF comes from the presence of the random generator
described in figure 3.4 which underlines the importance of randomness for PGDBF performance.

A different illustration of this performance gain is shown in figure 3.3. In the GDBF algorithm,
most errors come from oscillations in the decoder state space, and prevents the decoder to successfully
correct the errors, while only a small number of bits in error remain. The introduction of the random
part in PGDBF contributes to breaking these oscillations. In the left part of figure 3.3, the types of
oscillations for the GDBF (corresponding to the curves of figure 3.2) have been recorded for several
channel crossover probabilities. These error patterns that cannot be corrected by a deterministic
GDBF are then re-decoded by the PGDBF, and the statistics are shown on the right part of figure
figure 3.3. It can be seen that most of the frame error types of GDBF are corrected by the PGDBF.

3.2.3 Issue of Hardware Implementation Cost for the Random Generators

The random feature of PGDBF plays an important role in improving the decoder’s performance as
presented in the previous section. However an hardware overhead is unavoidable due to the fact that
a binary random generator is required on top of the original GDBF structure described in figure 3.4.
This random generator produces a binary sequence of N bits at each decoding iteration k with a
probability po, p(REk) =0) = po.

To emphasize the PGDBF’s hardware overhead over the non-probabilistic GDBF, we have imple-
mented the PGDBF for the Tanner code (155,93) [29] on FPGA with a naive implementation of the
binary random generator blocks using LFSR. The generic architecture for this LFSR-RG is described
in figure 3.5 and is briefly described thereafter.

We make use of LFSR with the maximum length feedback polynomial to generate an integer
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Figure 3.2: Comparison in decoding performance between PGDBF and known BF algorithms
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Figure 3.3: A. GDBEF’s frame error types of the Tanner code (155,93), d,, = 3 with maximum iteration:
100. B. The remain after re-decoding all errors in A by using PGDBF

number. This generated number is compared with a threshold to decide whether the new bit generated
should be 0 (larger than threshold) or 1 (smaller than threshold). With such a variable threshold binary
random generator, the granularity and the period are sufficiently large to ensure that the generated
random sequence will appear random to decoding process. The hardware resource usage on the FPGA
for both the GDBF and the LSFR-PGDBF are summarized on table 3.1. The LSFR-PGDBF requires
8 times more registers and 1.65 times more slide LUTs (slice Look-up tables) compared to GDBF.
Such expensive cost in the hardware implementation can be seen as a major drawback of the PGDBF

and motivates us to propose new methods to generate the sequences Rl(k),i =1...N, not based on
classical RGs.

Before presenting our new algorithm, we conduct in the next section a statistical analysis of the
PGDBEF in order to fully understand what features are especially important in the random sequences
ng),i =1...N, in order to improve the performance.

3.3 Statistical Analysis of PGDBF

3.3.1 Waterfall Analysis

In order to better understand the impact of the randomness of PGDBF on the Frame Error Rate
(FER), we have conducted a deep statistical analysis of PGDBF using Monte Carlo simulations. Our
objective is to identify which features of the probability density function of the binary random sequence
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Figure 3.5: The Linear Feedback Shift Register random generator

K3
In the remaining of this section, we will focus on the ratio between the number of O’s and 1’s in

the sequence R*), rather than using the Bernoulli probability pg. We denote the number of 1’s in the
binary random sequence R¥) as L. In our analysis, we have randomly allocated a given number of 1’s
in the sequence and computed the FER as a function of L, F'(L) for some values of decoding iteration
k. The results presented in figure 3.6 are for the Tanner code (N = 155, M = 93) which is a regular
quasi-cyclic LDPC code with (d, = 3,d. = 5).

From this figure, two interesting conclusions can be drawn:

Rk = {R(k),i =1...N } are the most critical for the performance improvements.

1. Conclusion 1: In the first decoding iterations (k < 10), using randomness does not help. On the
contrary, it degrades the decoding performance since The FER of PGDBF is worse than that of
GDBEF at all values of L (note that GDBF is PGDBF at L = 0). This comes from the fact that
the random part of the PGDBF slows down the convergence speed, since fewer bits are flipped
than what the inversion function indicates. As a consequence, large weights error patterns are
decoded with more iterations with the PGDBF than with the GDBF.

2. Conclusion 2: After a subsequent number of iterations, the performance gain flattens for a wide
range of L. This means in particular that choosing an optimized value for the RG probability pg
is not that important to get the performance gain, contrary to what was indicated in [28]. This
analysis also indicates that with a fixed number of 1’s in R*®) | but randomly located, the PGDBF
can achieve similar coding gains as with a sequence generated from the Bernoulli distribution.
Finally, the number of 1’s needs to be sufficiently large L > 20 to get the best performance
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Table 3.1: Hardware estimation for LFSR-PGDBF with with comparison to GDBF
Number of 1-bit Register || Number of Slice LUTs

Non-Probabilistic GDBF 946 2151
PGDBF with LFSR 9161 3545

Waterfall region,Tanner Code, N155M93,ltermax100
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Number of bit 1 (L) in the binary random sequence R

Figure 3.6: Frame Error Rate versus the number of "1’ of R*) in the waterfall region (o = 0.01).
Tanner code (d, = 3,d. =5), N = 155.

results.

We have confirmed those conclusions for several regular LDPC codes with different length and
VN degrees d,. Figure 3.7 show the same statistics, for a longer regular LDPC code, with the same
conclusions.

3.3.2 Error Floor Analysis

In the error floor region, the dominant uncorrectable error configurations are concentrated on Trapping
Sets [21]. The smallest trapping set for the Tanner code is composed of 5 bits formed from three cycles
of length 8, and denoted TS(5,3) (see figure 3.8).

The minimim number of bits that cannot be corrected by the deterministic GDBF is three, and
are located in the TS(5,3) of the LDPC code as indicated in figure 3.8. Note that (v1,vs,v3) and
(v1,v4,v3) are also 3-error patterns which cannot be corrected by the GDBF. The probabilistic part
of the PGDBF can potentially help to correct these low weight error patterns, resulting in a coding
gain in the error floor region.

In order to analyze the PGDBF in the error floor, we fix the channel errors on one of the con-
figurations indicated by figure 3.8, and evaluate the effect the random sequence R with weight L
bits, with Monte Carlo simulations. In practice, we change the seed of the RG for each Monte Carlo
experiment, in order to generate constructively different random sequences. Results are shown in
figure 3.9.

The conclusion 1 from the waterfall analysis does not hold in the error floor, because the conver-
gence speed matters less for very low weight error patterns. However, an important confirmation is
that conclusion 2 still holds, as the FER curve flattens also for a wide range of L values, similarly to
what was observed in the waterfall region.

We further conducted this analysis with weight 4-error patterns. It can be shown that 4 errors
located inside a T'S(5, 3) are actually corrected by the GDBF algorithm (provided loose conditions on
the connexion neighborhood of the TS). On the other hand, 4 errors located as indicated in figure 3.8
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Figure 3.8: Error configurations with 3 and 4 erroneous bits used to analyse in error floor decoding
region

cannot be corrected by the GDBF, but could be corrected with the probabilistic version. The same
analysis was performed than for the 3-error patterns, and the results are shown in figure 3.10. For
4-error patterns, the performance gain is less impressive, and flattens at FER= 510~!. This means
that in 50% of the cases, the random sequences R*) can correct a given 4-error pattern. Figure 3.10
confirms the conclusions drawn for the 3-error patterns.

The statistics of figure 3.10 give rise also to the idea of re-initialization of the decoder. Indeed, those
results imply that, PGDBF’s performance depends on the random sequence realizations which may
either lead the decoder to converge or completely diverge (the same FER for iterations 20 < k& < 100).
Instead of using the PGDBF with many iterations, one could think of stopping the decoder after a
small number of iterations and re-run it with the same received codeword from the channel, but with a
different random seed for the RG. For weight 4-error patterns, this technique would provably improve
the performance to FER = (1)F with P being the number of re-initializations of the decoder. Such
a decoder with re-initialization could then provably correct all 4-error patterns. This effect is less
obvious for the waterfall region or the 3-error patterns, since the PGDBF performance continue to
improve after 20 iterations. We will explore this direction of research in future works.

As a conclusion of this section, our statistical analysis reveals that the random generator does not
need to be exactly implemented, and especially the probability density function of the number of 1’s
in R*) does not seem to matter a lot to get good performance results. In particular, instead of a
Bernoulli RG with optimized py as advised in [28], a sequence R™) with a sufficient number of 1’s
(e.g. in Tanner code, 5 < L < 110), with different random localizations at each iteration, would suffice
to improve the performance of the GDBF. This motivated the proposition of a simplified hardware
realization for the generation of sequence R*), which we called Intrinsic-valued Random Generator
(IVRG), described in section 3.4.
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Figure 3.9: Frame Error Rate versus the number of 1’ of R in the error floor region with 3 erroneous
bits
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Figure 3.10: Frame Error Rate versus the number of '1’ of R in the error floor region with 4
erroneous bits

3.3.3 Partial PGDBF with Truncated Random Sequences

The previous results show that the number of 1’s present in the random sequence R*¥) does not need
to be fixed accurately. In order to push forward this analysis, we have repeated the same procedure,
but applying only a truncated version of R*). Our objective is to identify if the random perturbation
of the PGDBF needs to be applied on all the bits of the codeword, or if the coding gains can still be
achieved if only a subset of the codeword bits are perturbed by the RGs.

In figures 3.11 and 3.12, we have applied the random bits of R*) to only N’ = % x N of the
codeword. Both curves have been produced for the Tanner code, in the waterfall region (o = 0.01).
Figure 3.11 corresponds to a fixed allocation of the N’ bits, while figure 3.11 corresponds to a random
allocation of the N’ bits, different at each iteration. One can see that although the statistics are
slightly different, Conclusion 1 and Conclusion 2 from the previous sections still hold. We will use
this property to reduce the complexity of the PGDBF algorithm implementation.
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Figure 3.11: Frame Error Rate versus the number of 1’s in R(*®) in the case that only N fixed VNs of
the LPDC use randomness and the rest (N-N’) still use the non-probabilistic GDBF (dashed lines).
The solid lines represent the full allocation on N bits.
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Figure 3.12: Frame Error Rate versus the number of 1’s in R*) in the case that only N’ random VNs
of the LPDC use randomness and the rest (N-N’) still use the non-probabilistic GDBF (dashed lines).
The solid lines represent the full allocation on N bits.

3.4 PGDBF with the Intrinsic-Valued Random Generator

3.4.1 Intrinsic-Valued Random Generator (IVRG)

An alternative solution to the Random Generator of PGDBF is presented in this section, which reduces
the implementation cost of generating the random binary sequences R(*).

Our approach is based on using the CN values which are already stored inside the decoder to
generate the R¥) sequence, and we named this approach intrinsic-valued random generator (IVRG).
In an BF iterative decoder, the values of the CNs are computed at each iteration, and depend on the
BSC crossover probability of «, the degree of check nodes d., the iteration number k and the structure
of the Tanner graph C of the LDPC code (such as cycle, trapping sets, ...). Typically, the number
of CN which are unsatisfied (value '1’) is large during the first iterations, while it becomes smaller as
the iteration number increases. We denote by p(c*) = 1) = F(a, k, d,,C) the probability that a CN ¢
is unsatisfied at iteration k, as a function of the above mentioned parameters.

In the proposed IVRG, we will use only the CN values produced at the first iteration £ = 1
in order to generate the sequences of random bits R*). Before going into the details of the asso-
ciated hardware implementation, we present the main statistical properties of the sequence C1) =
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{e()V,j=1...M}.

At the first iteration, and without any a priori information about the Tanner graph C, the function
F(a, k,dc) can be approximated by F(a,1,d:) = 3 — (1 — 2a)%. With this approximation, the
expected number of 1’s in sequence C'M) corresponds to the expected number of unsatisfied CN,
equal to L' = M x (3 — 3(1 — 2a)%). For large values of o (waterfall region), F(e, 1, d.) approaches
1/2 and the expected number of 1’s approaches L' = M /2. This value is sufficiently large so that the
structure of the Tanner graph does not impact a lot on L’. Additionally, L' = M/2 always falls in the
interesting range of L, i.e. offering the good performance of PGDBF over GDBF, as we analyzed in
the previous section.

However, for small values of « (error floor region), the value of F(«, k,d.) and the corresponding
number of 1’s could be very small, and the structure of the graph could impact greatly on L’. In the
rest of this section, we show that the bias in L', for small values of «, is actually in favor of the desired
properties of the sequence R(¥).

We will take into account the graphical structures, such as the cycles or the Trapping Sets (TSs).
Trapping Sets T'S(a,b) were introduced by Richardson in [30], defined as a small set of a VNs for
which the induced subgraph composed of the neighboring CNs, contains exactly b odd degree CNs. It
is implied that in the induced subgraph of T'S(a,b), there are 2 types of CNs which are even and odd
degree. A cycle of length 2a is a particular trapping set TS(a, a * (dv — 1))., and a weight-a codeword
of the LDPC code is a particular trapping set T'S(a,0). Based on these notations, we can bound the
number L' of 1’s in C(!) with the following theorem.

Theorem 3.1 Given an LDPC code having only Trapping Set T'S(a,b) in its Tanner graph. If there
are a erroneous bits in the whole codeword then L' is bounded as

b< L' <D (dyw)

Proof Let a be the number of binary errors introduced by the BSC channel. One particular case
is when these erroneous bits are located on one of the Trapping Set TS(a,b) of the LDPC code.
Therefore, in this case, only the odd degree CNs of the TS are unsatisfied, and the corresponding
value for L’ is b. This case represents clearly the smallest value for L'.

The other extreme case corresponds to when the a erroneous bits do not share any common CN with

the other incorrect bits. In this case, d,(;y CNs connected to the VN v(i) are unsatisfied, where d,;

is defined as the degree of the variable node. Therefore, there are Ly, = > (dy)) 1's in C (M), In the

%

general case, we finally have b < L' <3 (dy))-

Theorem 3.1 is not that helpful in this form, because since minimum codewords TS(d;in,0) are
always present in the Tanner graph, it reduces to the trivial lower bound L’ > 0. However, knowing
the TS distribution of a particular LDPC code can provide more interesting results. Let us take the
example of the Tanner Code, for which the distribution of the smallest TS is known, and reported in
[31]. The TS distribution of the Tanner Code is indicated in table 3.2.

The following lemma gives more precise results on the minimum value of L’ in the error floor region
of the Tanner code.

Lemma 3.2 If there are E, < 8 erroneous bits in a received codeword the Tanner code, then L] . = 3.

Proof The proof of lemma 3.2 is trivial and follows from theorem 3.1 and the distribution of T'Ss
indicated in table 3.2.
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Table 3.2: Trapping Sets of Tanner Code (155,93)

Type of TS || Number of T'S
TS(5,3) 155
TS(6,4) 930
TS(7,3) 930
TS(7,5) 13950

Crossbar block (M inputs to 2xN outputs)

R

Figure 3.13: A proposed structure (called IVRG-F) of random generator that generates N binary
values from M with gain factor g = 2.

The CNs values at iteration k = 1 generate the sequence CM), which in turn will be transformed
into the sequences R*) (see next section). We have proved in this section that under mild conditions
on the Tanner graph of the code, the minimum number of 1’s in sequence CM) is bounded away from
0. This is an interesting property since we have found in our analysis of section 3.3 that the PGDBF
shows improvements compared to GDBF only if there is a sufficient number of 1’s in the sequence
R®) (see figures 3.7 and 3.9). Using the IVRG to generate the sequences R®) will then constructively
follow this constraint and contribute to improve the PGDBF performance.

3.4.2 Full IVRG-PGDBEF for general LDPC codes

In this section, we present a simple hardware solution to transform the sequence CV) of size M bits
into the sequences R*) of size N bits.

In order to increase the number of 1’s in R*%) of IVRG and guarantee L to fall in the useful range
of values, we propose to use the logic gates properties as follows by designing a function G (C’(l), k) of
the CN values at iteration 1 and a crossbar block changing from one iteration to the next one. The
function G(C'™, k), outputs N binary values from M inputs, and is designed to control the output
probability of 1’s in R(®). We briefly describe the function G in the following.

Let ¢j1 and cj2 be two binary random variables with p(cj1 = 1) = p(cjo = 1) = p, it can be proven
that p(cj1ORcjs = 1) = 2p +p? ~ 2p > p and p(cjjANDcjp = 1) = p? < p. More specifically,
plcii=1)=p(cjp=1)=p= % — %(1 — 2pg)de, p(cjiXORej2 =1) = % — %(1 — 2pg)?de. Using these
transformations of probability, and the function G(c"), k) implemented as described in figure 3.13, we
can transform the CN output sequence into a longer binary pseudo-random sequence with L falling
into the desired range.

The CNs values at first iteration are stored in the chain of Flip-Flops and are cyclically shifted
at each iteration and assigned to be the inputs of the OR gates through an interconnection network
in order to ensure randomness of the output sequence. Using this implementation, the number of
I’s in R®) ig approximately doubled compared to the number of 1’s in C' (1), The PGDBF using this
implementation to produce the R*) sequences will be called IVRG-F (F: Full) in the following. The
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algorithmic description of the RG part only in F-IVRG-PGDBF is described in algorithm 2.

Algorithm 2 The IVRG part of the IVRG-F

if £k =1 then
Ri=c(j)M,j=1...M
end if

R®) = Gp(RYk), |Gp(R' k)| =N;

3.4.3 Partial IVRG-PGDBF for QC-LDPC codes

In this section, we will further reduce the complexity of the PGDBF implementation by using the
partial random sequence allocation that was presented in section 3.3.3. This method of using only N’
out of the N random bits of R(*¥) is expecially interesting for Quasi-cyclic LDPC codes, and finds its
real advantage in terms of hardware implementation when N’ = M, since it would avoid the use of
the function G (C(l), k) presented in the previous section.

Quasi-Cyclic LDPC codes have a structured parity-check matrix H generated with a M x IV, base
matrix expansion. The expansion is performed by replacing each 1 in the base matrix by a Z x Z
circulant matrix (circularly shifted identity matrix), leading to a (M = MyZ, N = N,Z) parity check
matrix.

We propose here to restrict the use of PGDBF to only M out of the N codeword bits, and use the
deterministic GDBF for the rest of the bits. The essential feature of this method lies on avoiding the
use of the function G (C’(l), k) which may increase the decoder complexity. This idea is motivated by
the statistical analysis results shown in figure 3.12 which predicts that the PGDBF performance in
this partial case perfectly match with of full random case. The M bits will be directly taken out of
the sequence CM), and allocated to M, blocks of Z consecutive columns of the parity check matrix.
We call this modified algorithm partial IVRG-PGDBF (P-IVRG-PGDBF). The allocation of the M,

blocks is randomly chosen at each iteration.

Algorithm 3 The IVRG part of the IVRG-P

if £ =1 then
Ri=c(j)M,j=1...M
end if

r=arg indexje[l’mr%(v(k))

RY = Gp(R, k), |Gp(R',k)| = M;
(k) _

R[I,N]\r =0

// where rZ (v®)) returns all VNs of (M/Z) random blocks out of (N/Z) of v*) in QC-LDPC, |r| = M.

As described in algorithm 3, we randomly choose M, = M /Z blocks of VNs (M VNs) and assign
their random inputs to the M bits generated by the IVRG output C1). The non-selected VNs still
use a non-probabilistic GDBF. From the hardware complexity point of view, the P-IVRG-PGDBF
has very low complexity, close to the GDBF implementation. The details on the hardware synthesis
results will be reported in future works.

3.4.4 IVRG-PGDBF Performance

The PGDBF decoders with all the RGs proposed in this chapter outperform the GDBF as shown in
figure 3.14 for the Tanner code. The performance of the same decoders for a longer quasi-cyclic LDPC
code, with parameters (d, = 4,d. = 8) and N = 1296, are shown on figure 3.15. In all algorithms,
a maximum os 100 iterations have been used. As we can see on these curves, the use of the RGs

improves significantly the error correction performance of the decoder, as was already reported in [28]
and [29]. The simplified implementations of the PGDBF proposed in this chapter, F-IVRG-PGDBF
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Figure 3.14: Comparison of decoders performance on the Tanner code. PGDBF, F-IVRG-PGDBF
and P-IVRG-PGDBF significantly improve decoding performance compared to GDBF.
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Figure 3.15: Comparison of decoders performance on a quasi-cyclic (d, = 4,d. = 8) LDPC code, with
codeword length N = 1296.

and P-IVRG-PGDBEF are very efficient as they do not loose any performance compared to PGDBF,
while their computational complexity is greatly reduced. There is still a gap between the Min-Sum
decoders and the PGDBF decoders, that is mainly due to the fact that PGDBF converges more slowly
than the Min-Sum. Future comparison and improvements of the PGDBF will focus on reducing this
performance gap.

3.5 Conclusion

In this chapter, we introduced a new and original method of random generation in PGDBF de-
coders which provides an highly efficient hardware implementation compared to other conventional
method while preserving the outstanding decoding performance of PGDBF. This new random gener-
ator method called Intrinsic-valued random generator avoids generating the required random bits but
use from the existing decoder memory which is the source of the simplicity and hardware efficiency.
Moreover, the generated random sequence of this new method was proven to constructively satisfy the
requirements for a good decoding performance of PGDBF, which were characterized by a thorough
statistical analysis.
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Chapter 4

Reliable LDPC Encoders built from
Unreliable Gates

Abstract: LDPC codes on faulty hardware have been widely investigated recently. While, as a main
result, it was shown that LDPC' decoders are naturally robust to hardware noise, we also know that
most of the standard LDPC' encoding techniques completely fail under hardware noise. In this work,
we address the problem of constructing LDPC' encoders robust to faulty hardware. The encoding
solution we propose consists of computing an augmented codeword that contains both the codeword
to be transmitted on the channel and extra parity bits. Before transmission on the channel, an
LDPC decoder is applied to the augmented codeword in order to eliminate the hardware errors from
the channel codeword. The augmented codeword is obtained from a split-extended construction that
guarantees good decoding performance both for the codeword transmitted on the channel and for
the augmented codeword. From Monte Carlo simulations, we show the robustness of the proposed
encoding solution for various codes and decoders.

4.1 Introduction

Over the past few years, reliability has become a major issue in the design of electronic devices. A
huge increase in the integration factors coupled with important chip size reduction will make the next
generations of electronic devices much more sensitive to noise [13]. As a consequence, in the future
systems of communication and storage, errors may not only come from the transmission channels,
but also from the faulty hardware. In this context, there is a need to evaluate the robustness of Low
Density Parity Check (LDPC) encoders and decoders running on faulty hardware.

The robustness of LDPC decoders was widely investigated for a large range of decoders. The
performance of hard decoders under faulty hardware was analyzed in [4] (Gallager A) and [6] (Gallager
B), while soft decoders were considered in [4] (Belief Propagation), and [18] (quantized Min-Sum). As
a result, we know that if the decoder parameters (number of quantization levels, etc.) are carefully
chosen, most of the above LDPC decoders are naturally robust to hardware noise, with no need for
aditional circuitry. Following this idea, [19] proposed to design Finite Alphabet Iterative Decoders
(FAIDs) strongly robust to hardware noise.

On the other hand, the problem of LDPC encoding has been considered only very recently. In [32],
Hachem et al. evaluated from an information theoretic perspective the level of hardware noise that can
be tolerated in the encoder. However, the results of [32] do not indicate how to construct a practical
encoder robust to hardware noise. From a practical point of view, [33] shows that most of the standard
encoding solutions (Systematic, lower triangular, encoding for Zig-Zag and Quasy-Cyclic codes, etc.)
completely fail when some errors are introduced by the faulty hardware.

The objective of this chapter is to propose a practical LDPC encoding solution robust to faulty
hardware. A robust LDPC encoding solution was proposed in [34] that consists of embedding several
LDPC decoders inside the encoder, in order to correct gradually the hardware errors. In [35], the
same authors also proposed to compute additional parity bits in order to better protect the encoder.
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However, the solutions proposed in [34,35] are very computationally expensive, due to multiple decod-
ings. Furthermore, only theoretical analysis of the proposed encoding solutions are performed, and no
practical implementation or code construction is considered.

The encoding solution we propose consists, as in [35], of computing extra parity bits that will be
used in order to correct the hardware errors. We will then rely on the inherent robustness capabilities
of LDPC decoders to correct the hardware errors from the parity bits. In this chapter, we use only
one LDPC decoder at the end of the encoding stage, and we construct the extra parity bits from
split-extended LDPC codes introduced in [36]. We then present experimental results that evaluate
the complexity of the proposed encoder and show its robustness to hardware noise.

The outline of the chapter is as follows. Section 4.2 introduces our notations for LDPC codes
and the error model we consider to represent the faulty hardware effect on the encoder. Section 4.3
presents the robust LDPC encoding solution. Section 4.4 shows the experimental results.

4.2 LDPC codes and Error Models

In this section, we first introduce our notations for LDPC codes. We then describe the XOR gate
error model that represents the faulty hardware effect on the encoder.

4.2.1 LDPC Codes

Denote by H a binary parity check matrix of size n x m. An LDPC code is defined as the null-space
of the parity check matrix H. A binary vector x of length n is a codeword if and only if it verifies

HT'x=o0. (4.1)

With LDPC codes, the parity check matrix H is sparse and has to be designed in order to obtain
good decoding performance, see [37] for instance. Once H is fixed, the corresponding encoder has to
be constructed.

Denote by u the information sequence of length k = n — m. The encoding operation we denote

x = &(u) (4.2)

has to transform the information sequence u into a codeword x that satisfies (4.1). Here, we will
consider systematic encoding, for which the codeword x = [u, p|T contains both the information
sequence u and m parity bits given by p.

A first solution to perform the encoding is to construct a generator matrix G of size (n x k) that
verifies HT'G = 0. The generator matrix G' can be obtained from H by Gaussian elimination, as
described in [37]. The encoding operation is then given by

x = Gu. (4.3)

The matrix G is not sparse in general, and the operation (4.3) can be very complex. Several other
encoding solutions were proposed in order to reduce the encoding complexity. These solutions are
either general, in the sense that they apply to any parity check matrix H [37], or specific to particular
code constructions, such as Zig-Zag [38], Quasy-Cyclic (QC) [39], or Low Density Generator Matrix
(LDGM) codes [40]. Before discussing the robustness of the encoding solutions [37-40] to hardware
errors, we first present the error model we consider to represent the faulty hardware effect on the
encoder.

4.2.2 XOR Gate Error Model

The existing encoding solutions [37-40] can be realized from XOR gates only. Consequently, we assume
that hardware errors are introduced at the XOR gate level. Denote by pxor the error probability of a
2-inputs XOR gate. The faulty 2-inputs XOR operator & is defined as

aéb:{ a®b with prob. 1 — pyor,

1®(a®b) with prob. peor, (44
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Figure 4.1: Encoding error probability P, with respect to gate error probability p,. In the legend, the
(3, x)-code represents the code with d, =3 and d. = =
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Figure 4.2: First encoding solution

where @ and b are binary digits and a @ b is the (perfect) XOR sum of a and b. The error model
described in (4.4) is memoryless and data-independent. It is considered here as a first step of the
analysis, and more accurate models will be considered in future works. At the end, the noisy encoding
operation realized from faulty XOR gates is denoted

% = &(u) (4.5)

where X is the vector resulting from noisy encoding. Note that due to encoding errors, X is not
necessarily a codeword.

Under the XOR gate error model, it was shown in [33] that almost all the existing encoding
solutions [37-40] completely fail under hardware errors. Only encoding for LDGM codes is robust,
but LDGM codes have poor decoding performance compared to LDPC codes. Therefore, in the
following, we propose an LDPC encoding solution robust to faulty hardware.

4.3 Reliable LDPC encoder

Consider the systematic encoding operation described by (4.3). Fig. 4.1 represents the encoding error
probability P, with respect to the gate error probability p, for various LDPC codes, with k& = 1000,
dy =3 and d. = 4,5, 6,8, respectively. We observe that the encoding error probability does not depend
much on the coding rate. We also see that the encoding error probability is dramatically increased
with respect to the gate error probability p,. For example, a gate error probability p, = 10~ will give
an encoding error probability P, = 1072, which represents an increase by a factor 100. Furthermore,
the encoding error probability is going to combine with the channel noise, and at the end, the decoder
will not be able to recover the original information sequence u from the channel output. Hence there
is a need to drastically reduce the encoding error probability before transmission on the channel.
For this, a first solution consists of applying a decoder to X before channel transmission, as we now
describe.
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Figure 4.3: The CPE approach

4.3.1 Decoder at the Encoder

As described in Fig. 4.2, a first solution for reliable encoding consists of passing the noisy codeword X
through an LDPC decoder D before channel transmission, in order to eliminate the encoding errors.
As the decoder D runs on the same hardware as the encoder &, is is assumed noisy as well. As the
noise model in a decoder usually depends on the type of decoder, we will specify the decoder error
model when we need it in the experimental results.

The LDPC decoder D will be efficient only if the gate error probability pg leads to an encoding
error probability lower than the correction capability of the LDPC code. For example, from [41], if
P, > 0.084, a strong Belief Propagation (BP) decoder will not be able to correct the hardware errors
for a (3,6)-code. An error probability P, > 0.084 happens for a value of p, approximately lower than
103, Here, in order to be able to deal with higher values of pg, we would like to go further than
the correction capability of the LDPC code, and we thus propose the following Codeword Prediction
Encoder (CPE) approach.

4.3.2 The CPE Approach

As described in Fig 4.3, in addition to the parity bits p contained in x, we now compute m, extra
parity bits e from u, as
e = Py(u), (4.6)

where P, is noisy according to the XOR gate error model. The vector x, = [x,e]T is called the
augmented codeword. Before channel transmission, the noisy X, is passed through a noisy LDPC
decoder D in order to eliminate the encoding errors. The extra parity bits e serve only to help
eliminate the encoding errors, and, after decoding, only x is transmitted through the channel. Thus,
both the LDPC code that produces x and the one that produces x, have to lead to good decoding
performance.

The LDPC decoder used at the encoding side makes use of both the original parity bits p and of
the extra parity bits e to eliminate the encoding errors. If the LDPC codes are constructed carefully,
this strategy will result in increased correction capabilities for the augmented codeword x, compared
to the initial codeword x. For good code construction, an important condition is that the extra parity
bits e are independent of the original parity bits p, which means that p and e are computed from
different combinations of bits from u. To guarantee the independence while insuring good decoding
performance for both x, and x, we consider Split-Extended codes introduced in [36], as we now
describe.

4.3.3 Code Construction

The basic idea of the split-extend design can be resumed as follows. Let H be the parity-check matrix
of the original LDPC code. Hence, the original codeword — constituted of both information and
parity bits — satisfies all the parity-check equations defined by the rows of H. Extra parity bits can
be computed by splitting these parity-checks, as illustrated in Figure 4.4. The parity-check in the
middle corresponds to a row of H. In the left example, a new parity bit e; is created by spitting the
original parity-check into two sub-checks. Precisely, this means that the set of bits connected to the
check-node is partitioned into two subsets, and the parity bit e; is generated as the sum of the bits
of either one of the two subsets. In the right example, two new parity bits e; and ey are created by
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spitting the original parity-check into three parity-checks. Precisely, the set of bits connected to the
check-node is partitioned into three subsets, and e; is generated as the sum of the bits in the first
subset. Subsequently, es can be generated either as the sum of e; and the bits in the second subset,
or as the sum of the bits in the third subset. The total number of extra parity bits depends on the
number of rows of H and the number of extra bits generated for each row of H (which may vary
from one row to another). The matrix Heyxs obtained by the split-extension of H (i.e. the incidence
matrix of the split-extended graph) verifies Hex[x, €]l = 0, where x denotes the original codeword
and e = [e1,ea,...]7 is the sequence of all the extra parity bits. Therefore, Hey can be used in
order to jointly decode a noisy version of the extended codeword Xey = [x,e]’. More details on the
split-extended construction can be found in [36].

split split
B B el
extend extend

Figure 4.4: Split-Extension examples

The split-extended construction has been applied to the i-RISC QC-LDPC codes with d, = 3 and
d, = 4, and coding rates r = 1/2 and r = 2/3. Each row of the original base matrix has been split into
two rows (see Figure 4.4, left example), such that the number of extra parity bits generated by the
split-extend construction is equal to the number of original parity bits. Splitting has been performed
by a dedicated algorithm that searches for short cycles in the parity check matrix, then splits rows
such that to break as many short cycles as possible. The base matrix of the i-RISC QC-LDPC code
with (d, = 3,r = 1/2) and the corresponding split-extended base matrix are shown in Figure 4.5 (—1’s
entries of the base matrix are represented by a dash sign).

Split-extended matrices can be used to address the fault-tolerant encoding issue as follows: at the
transmitter side, both the original codeword x and the sequence of extra parity-bits e are computed,
using error-prone encoding circuitry. A (possibly error-prone) LDPC decoder, is used to decode the
computation errors on the extended codeword Xexy = [X, e]T, and then the original codeword x is sent
over the channel. The use of the extra parity bits E allows increasing the error correction capacity,
making the overall encoder design more robust to hardware faults. At the receiver end, only the
original parity check matrix H is needed, in order to decode the received signal.

The performance of the proposed CPE approach will depend on the encoding technique we consider
to construct the functions £ and P,. If the considered encoding technique is iterative, the errors
introduced by the hardware will propagate, which will result in very high error probability [33] at the
output of £ and P,. Some particular XOR gates of € or P, may be critical, in the sense that injecting
only one error at the output of such gates may result in a very large number of errors at the output of
the circuit. In order to overcome this issue, one can choose to identify and protect the critical XOR
gates used in the encoder, as described in the following.

4.3.4 Individual Gate Protection

A XOR gate is critical when the output of the gate is propagated to a large number of outputs of the
circuit. Such error event is characterized by a very high number of errors on the output of the circuit
and causes decoding failures with very high probability. The critical gates can be identified as follows.

The criticality degree of a gate G, denoted by cdeg(G), is defined as the number of outputs to
which G is connected by at least one path. Thus, injecting an error in node G, may produce at most
cdeg(@) errors on the output. In order to protect the critical XOR gates, we fix a criticality threshold
CT. Gates G with cdeg(G) > CT are considered to be “protected” (e.g. by increasing area), so as to
make then reliable. By convention, setting CT = —1, means that all gates are unreliable.
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Figure 4.5: Base matrix of the i-RISC QC-LDPC code with d, = 3 and r = 1/2 (top), and corre-
sponding split-extended base matrix (bottom)

At the end, the performance of the CPE approach will depend on the choice of the code (rate,
degrees, etc.) and of the considered LDPC decoder. In the following, we present the simulations
results we obtained for different codes and decoders.

4.4 Experimental Results

In this section we evaluate the reliablity of encoding from CPE for the four iRisc codes iRISC_dv3_r_12,
iRISC_dv3_r_34, iRISC_dv4_r_12, iRISC_dv4_r_34. The extra parity bits are obtained from the Split-
Extended construction and were consider three different faulty decoders that are Gallager B, Min-Sum,
and Self-Corrected Min-Sum. For faulty decoders, we assume that the output of every variable and
check node function computation is flipped with a probability p = 1072 . For non-binary message
alphabets, flipping the output value means that a value different from the correct one is selected
uniformly at random from the alphabet.

In the following, we evaluate the performance of the CPE approach in terms of complexity and of
error probability.

4.4.1 Complexity Analysis

Consider the encoding operation from the generator matrix (4.3) The generator matrices of the codes
can be constructed from the parity check matrices Hey, by Gaussian Elimination [37]. In order to
reduce the complexity of the encoding operation, we apply a circuit design tool to each generator
matrix, which outputs the factorized encoding functions £ and P, we use in the simulations.

Table 4.1 shows the number of XOR gates needed by the encoders for the four iRisc codes. It
compares the number of XOR gates for encoding from the generator matrix and for encoding from
the factorized functions. We see that the factorized functions have much lower complexity.
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Table 4.1: Number of XOR gates for generator matrices and for factorized functions

Code Generator matrix | Factorized function
dv3-rl12 296734 44399
dv3-r34 170362 28182
dv4-r12 300205 45175
dv4-r34 303163 27167

Table 4.2: Critical Gate count for different encoding schemes

Encoder | Gepr Node Count | CT=10 | CT=20 | CT=50
dv3-rl12 44399 3373 1844 833
dv3-r34 28182 2288 1240 537
dv4-rl12 45175 3424 1851 824
dv4-r34 27167 2112 1183 488

Unfortunately, factorization will also result in error propagation and the critical gates have to be
protected. Table 4.2 represents the number of gates to be protected with respect to criticality degree.
We see that in each of the considered cases, the number of gates to protect is very small compared to
the total number of gates in the circuit. Figure 4.6 also shows the Bit Error Performance (BER) with
respect to pg for the iRISC_dv3_r_34 code with a noisy min-sum decoder, for various CT values. As
expected, a reduced value of CT improves the reliability. For the following error probability evaluation
of the CPE, we set CT=10.

4.4.2 Error Probability Analysis

For the BER performance evaluation of the CPE approach, we consider the iRISC_dv4_r_12 and the
three different noisy decoders. Figure 4.7 represents the BER performance with respect to p, for the
three decoders. We see that there is a significant gain at considering CPE compared to the unprotected
case, in particular for the two Min-Sum decoders. In particular, with the Min-Sum decoders, the CPE
approach gives a very robust encoder for p, values up to 1073, Increasing the value of CT may also
enable to get a robust encoder for higher values of CT.

4.5 Conclusion

In this chapter, we proposed an LDPC encoding solution robust to hardware noise. The proposed CPE
encoding solution consists of computing extra parity bits and of applying an LDPC decoder before
transmitting the codeword on the channel. The extra parity bits used in CPE were obtained from a
split-extended code construction. Simulation results show that the proposed CPE approach gives a
very robust encoding, with a BER reduced by a factor 100 compared to encoding without CPE.
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Figure 4.7: CPE error free scenario employing faulty decoder
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General Conclusions of WP3

As a general conclusion of the activities in WP3, we have made considerable progress with respect to
the initial objectives of the project and to the state-of-the-art related to the design and analysis of
faulty iterative decoders. The initial objectives of WP3 were

- Objective 1: Analysis of asymptotical performance of LDPC decoders under faulty hardware,
- Objective 2: Design of fault-tolerant iterative decoders,
- Objective 3: Design of fault-tolerant LDPC encoders.
The initial objective “Design of fault-tolerant Reed-Muller and Polar codes” was replaced by
- Objective 4: Design of low-complexity fault-tolerant LDPC decoders.

Regarding these objectives, we have achieved the following.

Concerning Objective 1, we have analyzed the asymptotical performance under faulty hardware
of two families of soft decoders with finite alphabets, that are Min-Sum (MS) and Finite Alphabet
Iterative Decoders (FAIDs). As a first step, we have performed the asymptotical analysis under
very simple memoryless, data-independent, symmetric error models. As a tool for the asymptotical
analysis, we have introduced the functional threshold to characterize the asymptotic behavior of noisy
decoders. The detailed conclusions of the analysis are as follows.

- MS and FAIDs are implemented with messages in finite precision, while the state of the art
usually considers either hard decision decoders (bit-flipping and Gallager-B decoders), or non-
realistic infinite precision Belief Propagation. Although we have considered very limited error
models, which are far from being realistic, our models are broader and more general than what
is usually proposed in the litterature.

- We have progressed toward a deep understanding of the dynamics of faulty decoders, with in
particular the new concept of functional threshold, to replace the existing useful region and the
Target-BER threshold. We have shown that under restricted noise conditions, the functional
threshold predicts the asymptotic behavior of noisy decoders. We have also provided evidence of
the compliance between the asymptotical noisy DE analysis and the finite length performance of
noisy decoders, so that the noisy DE analysis can be used to predict the finite-length performance
of faulty decoders.

- We have identified that the noise can help iterative decoder to avoid unwanted fixed points. This
was the case for example for the DE fixed points of the noisy MS decoder.

Concerning Objective 2, we first designed fault-tolerant MS, FAIDs, and Stochastic decoders un-
der very simple memoryless, data-independent, symmetric error models, as described in the following.

- Through Monte-Carlo simulations, we have shown first evidence that using memory in faulty
decoders can greatly improve their fault-tolerance. In particular, the Self-Corrected MS has
been shown to tolerate much more hardware noise compared to the original MS decoder.
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- We have shown through Monte-Carlo simulations that the Stochastic decoder is naturally ro-
bust to hardware errors. We have also shown that the stochastic decoders presents increased
robustness to hardware noise compared to the MS decoder.

- While most of the current State of the Art only settle for the performance analysis of existing
LDPC decoders under faulty hardware, we went further and proposed a method for the design of
strongly robust decoders. The design method we proposed is based on the asymptotical analysis
of FAIDs and in particular on the functional threshold definition we introduced. Monte-Carlo
simulations have validated the proposed design methodology, showing that the designed decoders
are indeed more robust to hardware errors compared to non-optimized decoders.

In order to validate the above approaches for more realistic error models, we have also analyzed the
performance of Gallager B decoders under timming errors, and of FAIDs under error models with
memory.

- We characterized the effect of timing errors on the performance of the Gallager B decoder. By
using Monte Carlo simulations, we identified two operating regions - one in which hardware
unreliability leads to significant performance degradation, and one in which the performance
loss is negligible. Based on these results, we proposed a simple modification of the decoder that
ensures its fault-tolerance under timing error models.

- We characterized the performance of FAIDs under error models with memory. We reused the
FAIDs we previously designed for robustness under simple memoryless error models. Through
Monte-Carlo simulations, we measured the performance of these FAIDs under error models
with memory. We observed that the FAIDs designed for robustness in the memoryless case are
still robust under error models with memory, which validated the approach we developed with
memoryless models.

At the end, the contributions realized within Objectives 1 and 2 fully complete Task 3.1 — MS/FAID
decoders under faulty gates and Task 3.2 — Stochastic decoder under faulty gates.

Concerning Objective 3, while only a few works in the literature consider LDPC encoders on
faulty hardware, we have analyzed the performance of existing LDPC encoding solutions under hard-
ware errors, and proposed an LDPC encoding solution robust to hardware errors.

- We have reviewed several encoding solutions and analyzed their robustness to hardware errors.
We have observed that most of them are non-robust to hardware errors.

- We have introduced an LDPC encoding technique robust to hardware errors. The LDPC encod-
ing technique we proposed is based on the Codeword Prediction Approach (CPE) introduced
in WP5. From Monte Carlo simulations, we showed the robustness of the proposed encoding
solution for various codes and decoders.

The contributions proposed with respect to Objective 3 fully complete Task 3.4 — Practical fault-
tolerant encoding.

Concerning Objective 4,

- We have proposed a new bit-flipping algorithm called PGDBF, which introduces randomness in
the bit-flipping decision. We have seen that the PGDBF algorithm has better performance in the
noiseless case than other existing bit-flipping algorithms. We have also observed that PGDBF
is robust to hardware errors and, more surprisingly, that hardware errors can even improve the
decoders performance.

- We have proposed two implementations of the PGDBF algorithm and have shown that both im-
plementations improve greatly the error correction performance compared to the non-probabilistic
version.

50



- We introduced a new and original method for the random bit generation in PGDBF decoders.
The introduced Intrinsic-valued random generator (IVRG) provides a highly efficient hardware
implementation compared to other conventional method while preserving the outstanding decod-
ing performance of PGDBF. IVRG avoids generating the required random bits but use from the
existing decoder memory which is the source of the simplicity and hardware efficiency. We pro-
vided a statistical analysis of the behavior of the PGDBF and identified the important features
of the random generators that permit to obtain large coding gains compared to the deterministic
GDBF. The statistical analysis showed that the proposed implementation only induces a very
small extra complexity, without any loss in performance for the PGDBF decoder.

The contributions proposed with respect to Objective 4 fully complete Task 3.5 — Randomized
Bit-Flipping decoders.
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