7-RISC

SEVENTH FRAMEWORK nnovative cflyo désign
PROGRAMME

FP7-ICT / FET-OPEN 309129 / +RISC
D3.2

Fault tolerant LDPC encoding and decoding

Editor: E. Dupraz (ENSEA)

Deliverable nature: Public

Due date: October 31, 2014

Delivery date: November 14, 2014

Version: 2.0

Date of current version: April 15, 2016

Total number of pages: 71 pages

Reviewed by: i-RISC members

Keywords: LDPC codes, noisy density evolution, FAID decoders, stochastic
decoders, bit-flipping decoders, fault-tolerant encoding and decod-
ing, decoder design.

Abstract

This deliverable presents the overview of the main activities carried out within the Work-Package 3
(WP3) framework, during the period Month 13 to Month 21 (M13-M21) of the project. The main
contributions included in this deliverable are related to the design and analysis of fault tolerant encoder
and decoder architectures.

Concerning the fault tolerant LDPC decoders, in this deliverable we build on the results of the
first year in order to design Finite Alphabet Iterative Decoders robust to hardware errors. We further
investigate the robustness of the Stochastic decoder under faulty hardware, and propose a new Prob-
abilistic Gradient Descent Bit-Flipping decoder, which is shown to provide increased error correction
performance compared to standard bit-flipping algorithms, and to be robust to hardware errors.

Concerning the fault tolerant LDPC encoders, we evaluate the robustness of several encoding solu-
tions and particular code constructions proposed in the literature to reduce the encoding complexity.
As most of these solutions prove not to be robust to hardware errors, we further propose two new
encoding solutions, which present increased robustness to hardware errors.
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Introduction

The i-RISC project addresses the problem of reliable computing with unreliable components, which is
a crucial issue for the long-term development of computing technology. The novelty of the proposed
research comes from the synergistic utilization of information theory and coding techniques, tradition-
ally utilized to improve the reliability of communication systems, and circuit and system theory and
design techniques in order to create reliable/predictable hardware.

Within i-RISC, the Work-Package 3 (WP3 — Fault Tolerant Algorithms for Error-Correction) is
aimed at investigating error-correcting codes in the context of unreliable hardware. This represents a
new paradigm in coding theory, since faulty hardware can potentially induce errors during both the
encoding and decoding processes. It is then critical to properly evaluate the robustness of existing
encoders and decoders in the presence of an additional source of noise at the circuit level. The
main goal of WP3 is to propose encoding and decoding algorithms that can effectively deal with the
probabilistic behavior of the circuit.

We focus on the family of Low-Density Parity Check (LDPC) codes and several candidates for
LDPC decoding will be considered during the project: Min-Sum (MS) based decoders, Finite-Alphabet
Iterative Decoders (FAIDs), Stochastic decoders, Bit-Flipping (BF) decoders. Error correcting codes
with fault tolerant decoder architectures constitute a building block of our approach to fault toler-
ant chip design. This building block will be used to address the problem of reliable memories and
interconnections (WP4), and will be integrated into the fault-tolerant implementations of the logical
functionality of the circuit (WP5).

An overview of the activities carried out during the period Month 13 to Month 21 (M13-M21) of
the project is presented in the next section.
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Executive Summary

In the period Month 13 to Month 21 (M13-M21), Work Package 3 (WP3) activities addressed the

achievement of the following objectives!:

— Objective 3.1: Design of fault-tolerant LDPC encoders,
— Objective 3.2 — Design iterative LDPC decoders which are tolerant to gate errors,

— Objective 3.3 — Analysis of the asymptotical performance of LDPC decoders, as well as their
performance in the low frame error rate region for finite block-lengths.

In this line of reasoning, the main contributions of WP3 are aimed at analyzing and designing
fault-tolerant LDPC encoders and decoders. Figure 1 presents the WP3 Gantt diagram, updated
according to the recommendations from the First Technical Review Report of the project. It indicates
that the tasks addressed during the period M13-M21 are Task 3.1 — MS/FAID decoders under faulty
gates, Task 3.2 — Stochastic decoder under faulty gates, Task 3.4 — Practical fault tolerant encoding,
and Task 3.5 — Randomized bit-flipping decoders for fault tolerance. The contributions of the first two
years prepare the continuation of the work toward Task 3.3 — Quasi-error free protection or long-term
protection under faulty hardware setting.

WP3: FAULT TOLERANT ERROR CORRECTION = ;;EAR{:& T {?ZEAR;S T | al ;;ETR; o
Deliverables m m
T3.1: MS/FAID decoders under faulty gates ‘m | , im
F T3.2: Stochastic decoder under faulty gates I Cim
Z |T3.3: Long-term protection under faulty HW L
= T3.4: Practical fault tolerant encoding . .
T3.5: Randomized Bit-Flipping Decoders ) : : = , ——

Figure 1: Gantt chart of WP3, updated according to the recommendations from the First Technical
Review Report

Note that Task 3.5 was originally planned to cover the fault-tolerant iterative decoding of Reed-
Muller and Polar-codes (according to the initial work-plan from the Description of Work document).
However, according to the following recommendation from the First Technical Review Report of the
project, we decided to refocus efforts on the fault tolerant decoding of LDPC codes, by considering a
class of very low-complexity, but possible more robust decoders, namely bit-flipping decoders.
[Recommendation from the First Technical Review Report:] “This objective?, while interesting, would
divert too much effort in this WP away from its core work and may cause the project not to exploit the
successful results already obtained on fault tolerant LDPC' codes. It is the reviewers’ opinion that this
objective should be removed from the project and the project participants agreed with this view during
the review meeting”

'Please note that WP3 has been slightly reorganized at the end of the first reporting period, as Objective 3.3 has
been partially achieved — in advance — during the first year of the project, while Objective 3.1 has been postponed for
the second deliverable.

2Editor’s node: Objective 3.4 — Design of fault-tolerant Reed-Muller decoders for the case of very short block-lengths,
and application to Polar-codes.

13



Related to these tasks the main technical contributions presented in this deliverable are summarized
below, first for fault-tolerant LDPC decoders, and then for fault-tolerant LDPC encoders.

Concerning the fault tolerant LDPC decoders, we built on the results of the first year in order
to design Finite Alphabet Iterative Decoders (FAIDs) robust to hardware errors, and we further
investigated the Stochastic decoder and the Bit-Flipping (BF) decoder under faulty hardware settings.
The main contributions can be summarized as:

— Analysis and Design of Finite Alphabet Iterative Decoders Robust to Faulty Hard-
ware (Task 3.1). As a direct continuation of the work of the first year, we have first provided a
more precise analysis of FAIDs running on faulty hardware (Chapter 1). In order to characterize
the asymptotic behavior of faulty FAIDs, we have introduced a new threshold definition referred
to as the functional threshold. Although the functional threshold has its limitations when the
hardware noise level is too high, it enables to predict which decoders are robust to hardware
errors. Based on the functional threshold, we have proposed a rigorous method for the design of
FAIDs robust to hardware errors. Monte-Carlo simulations have validated at finite-length the
robustness of the decoders obtained from the proposed design method.

— Faulty Stochastic Decoder (Task 3.2). The results of the first year have shown that for both
Min-Sum (MS) and FAID decoders, the reliability of the sign bit of the exchanged messages is a
critical point in designing robust decoders. In order to deal with this issue, we have investigated
stochastic decoders on faulty hardware (Chapter 2). For stochastic decoders, probability beliefs
are converted into streams of random bits, referred to as stochastic streams, and complex arith-
metic operations are performed by simple bit-wise operations on the streams. Noisy (faulty)
operations within the stochastic decoder may only flip a few bits of the stochastic streams,
which is expected to have a limited impact on the decoder performance. We have confirmed by
Monte-Carlo simulations that stochastic decoders are naturally robust to errors introduced by
faulty hardware. We have further highlighted the increased robustness of the stochastic decoder
to hardware errors, compared to the MS decoder.

— Fault-Tolerant Probabilistic Gradient-Descent Bit Flipping Decoder (Task 3.5). We
have proposed a new BF decoding algorithm called Probabilistic Gradient Descent Bit-Flipping
(PGDBF) (Chapter 3), which introduces randomness in the bit-flipping rules. In the PGDBF
algorithm, code bits with a number of unsatisfied parity checks larger than a fixed threshold
are flipped with a given probability. Monte-Carlo simulations have shown that the PGDBF
algorithm has better performance than standard BF algorithms, even when no errors are intro-
duced in the decoder. The simulations have also shown that the PGDBF algorithm is robust to
hardware errors and, more surprisingly, that hardware errors can sometimes improve the decoder
performance. A similar result had already been observed for the MS decoder during the first year
of the project. To finish, we have proposed an efficient implementation of the PGDBF decoder
(Chapter 4). We have shown that the proposed implementation improves the error-correction
performance of the algorithm and constitutes a promising solution for hardware implementation.

Concerning the fault tolerant LDPC encoders, the main contribution can be summarized as:

— Faulty Encoding of Low Density Parity Check Codes (Task 3.4). We first investigated
several encoding solutions (Lower Triangular, Approximate Lower Triangular encoding) and
particular code constructions (Zig-Zag, IRA codes, LDGM codes) proposed in the literature to
reduce the encoding complexity. Unfortunately, most of these solutions proved not to be robust to
hardware errors. We have then proposed two new encoding solutions, with increased robustness
to hardware errors. The first solution performs systematic encoding, followed by a decoder
that recovers the correct codeword prior to transmission over the channel. The second solution
consists of the use of Low Density Generator Matrix (LDGM) codes. However, the first solution
has high encoding complexity, while the second one shows degraded decoding performance.

14



Chapter 1

Analysis and Design of Finite Alphabet
Iterative Decoders Robust to Faulty
Hardware

Abstract: This chapter addresses the problem of designing LDPC decoders robust to transient errors
introduced by a faulty hardware. We assume that the faulty hardware introduces errors during the
message passing updates and we propose a general framework for the definition of the message update
faulty functions. Within this framework, we define symmetry conditions for the faulty functions, and
derive two simple error models used in the analysis. With this analysis, we introduce a new Density
Evolution threshold definition referred to as the functional threshold. We analyze the behavior of
the functional threshold and show its limitations in case of highly unreliable hardware. However, we
show that under restricted decoder noise conditions, the functional threshold can be used to predict
the convergence behavior of FAIDs under faulty hardware. In particular, we reveal the existence
of robust and non-robust FAIDs and propose a framework for the design of robust decoders. We
finally illustrate robust and non-robust decoders behaviors of finite length codes using Monte Carlo
stmulations.

Part of the work presented in this Chapter has been published or submitted for publication in:

e E. Dupraz, D. Declercq, B. Vasic, and V. Savin, “Finite Alphabet Iterative Decoders Robust
to Faulty Hardware: Analysis and Selection”, International Symposium on Turbo Codes and
Iterative Information Processing (STIC), Bremen, Germany, August 2014 [P2]

e E. Dupraz, D. Declercq, B. Vasic, and V. Savin, “Analysis and Design of Finite Alphabet Iterative
Decoders Robust to Faulty Hardware”, IEEE Transactions on Communications (submitted) [P7]

1.1 Introduction

Reliability is becoming a major issue in the design of modern electronic devices. The huge increase
in integration factors coupled with the important reduction of the chip sizes makes the devices much
more sensitive to noise and may induce transient errors. Furthermore, the fabrication process makes
hardware components more prone to defects and may also cause permanent computation errors. As a
consequence, in the context of communication and storage, errors may not only come from transmission
channels, but also from the faulty hardware used in transmitters and receivers.

The general problem of reliable function computation using faulty gates was first addressed by von
Neumann in [2] and the notion of redundancy was later considered in [3-5]. Hardware redundancy
is defined as the number of noisy gates required for reliable function computation divided by the
number of noiseless gates needed for the same function computation. Gacs and G4l [3] and Dobrushin
and Ortyukov [4], respectively, provided lower and upper bounds on the hardware redundancy for
reliable Boolean function computation from faulty gates. Pippenger [5] showed that finite asymptotic
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redundancy can be achieved when using Low Density Parity Check (LDPC) codes for the reliable
computation of linear Boolean functions. Taylor [6] and Kuznetsov [7] considered memories as a
particular instance of this problem and provided an analysis of a memory architecture based on LDPC
decoders made of faulty components. More recently, an equivalence between the architecture proposed
by Taylor and a noisy Gallager-B decoder was identified by Vasic et al. [8], while Chilappagari et al. [9]
analyzed a memory architecture based on one-step majority logic decoders.

As a consequence, there is a need to address the problem of constructing reliable LDPC decoders
made of faulty components not only for error correction on faulty hardware, but also as a first step
in the context of reliable function computation and storage. Formulating a general method for con-
struction of robust decoders requires understanding whether a particular decoder is inherently robust
to errors introduced by the faulty hardware. There is also a need for a rigorous analysis to determine
which characteristics of decoders make them robust.

To answer to the first point, Varshney [10] introduced a framework referred to as noisy Density
Evolution (noisy-DE) for the performance analysis of noisy LDPC decoders in terms of asymptotic
error probability. Based on this framework, the asymptotic performance of a variety of noisy LDPC
decoders was analyzed. In [10], infinite precision BP decoders were investigated, which is not useful for
actual implementation on faulty hardware. On the contrary, noisy practically important hard-decision
decoders, such as noisy Gallager-A [10] and Gallager-E [11] decoders were considered. Gallager-
B decoders were analyzed for binary [8,12,13] and non-binary [14] alphabets under transient error
models, and [13] also considered permanent error models. From the same noisy-DE framework, [15,16]
proposed an asymptotic analysis of the behavior of stronger discrete Min-Sum (MS) decoders, for which
the exchanged messages are no longer binary but are quantized soft information represented by a finite
(and typically small) number of bits.

Recently, a new class of LDPC decoders referred to as Finite Alphabet Iterative Decoders (FAIDs)
has been introduced [1]. In these decoders, the messages take their values in small alphabets and the
variable node update is derived through a predefined Boolean function. The FAID framework offers the
possibility to define a large collection of these functions, each corresponding to a particular decoding
algorithm. The FAIDs were originally introduced to address the error floor problem, and designed
to correct error events located on specific small topologies of error events referred to as trapping sets
that usual decoders (MS, BP-based) cannot correct. When operating on faulty hardware, the FAIDs
may potentially exhibit very different properties in terms of tolerance to transient errors and we are
interested in identifying the robust ones among the large diversity of decoders.

In this chapter, we propose a rigorous method for the analysis and the design of decoding rules
robust to transient errors introduced by the hardware. We assume that the faulty hardware introduces
transient errors during function computation and propose a general description of faulty functions.
We introduce new symmetry conditions for faulty functions that are more general than those in [10].
We discuss possible simplifications of the general description and present two particular error models
to represent the faulty hardware effect. The design procedure we propose is based on an asymptotic
performance analysis of noisy-FAIDs using noisy-DE. In order to characterize the asymptotic behavior
of the FAIDs from the noisy-DE equations, we introduce a new noisy-DE threshold definition referred
to as the functional threshold. We analyze the behavior of the functional threshold and we observe
that if the decoder noise level is too high, the functional threshold fails at predicting the convergence
behavior of the faulty decoder. However, under the restricted decoder noise conditions, we show that
the functional threshold can be used to predict the behavior of noisy-FAIDs and gives a criterion
for the comparison of the asymptotic performance of the decoders. Based on this criterion, we then
propose a noisy-DE based framework for the design of decoders inherently robust to errors introduced
by the hardware. Finite-length simulations illustrate the gain in performance at considering robust
FAIDs on faulty hardware.

The outline of the chapter is as follows. Section 1.2 gives the notations and basic decoder definition.
Section 1.3 introduces a general description of faulty functions and presents particular error models.
Section 1.4 gives the noisy-DE analysis for particular decoder noise models. Section 1.5 restates the
definition of the functional threshold and presents the analysis of its behavior. Section 1.6 presents

16



the method for the design of robust decoders. Section 1.7 gives the finite-length simulation results.

1.2 Notations and Decoders Definition

This section introduces notations and basic definitions of FAIDs introduced in [1]. In the following,
we assume that the transmission channel is a Binary Symmetric Channel (BSC) with parameter a.
We consider a BSC because on the hardware all the operations are performed at a binary level.

An N,-level FAID is defined as a 5-tuple given by D = (M,),®®) &) &)  The message
alphabet is finite and can be defined as M = {—Ls,...,—L1,0,Lq,..., L}, where L; € Rt and
L; > Lj for any 7« > j. It thus consists of Ny = 25 4 1 levels to which the message values belong.
For the BSC, the set ), which denotes the set of possible channel values, is defined as Y = {£+B}.
The channel value y € ) corresponding to Variable Node (VN) v is determined based on its received

value. Here, we use the mapping 0 — +B and 1 — —B. In the following, pu1,..., tq.—1 denote the
values of incoming messages to a Check Node (CN) of degree d. and let ny,...,n4,-1 be the values
of incoming messages to a VN of degree d,. Denote p = [u1,...,14,~1] and n = [n1,..., M4, 1]

the vector representations of the incoming messages to a CN and to a VN, respectively. FAIDs are
iterative decoders and as a consequence, messages p and 17 are computed at each iteration. However,
for simplicity, the current iteration is not specified in the notations of the messages.

At each iteration of the iterative decoding process, the following operations are performed on the
messages. The Check Node Update (CNU) function ®(©) : Mde=1 — M is used for the message
update at a CN of degree d.. The corresponding outgoing message is computed as

nd, = 21 (). (1.1)

In [1], ®© corresponds to the CNU of the standard MS decoder. The Variable Node Update (VNU)
function ®*) : M%»~1 x Y — M is used for the update at a VN of degree d,. The corresponding
outgoing message is computed as

pa, = 2V (m,y). (1.2)

The properties that ®, must satisfy are given in [1]. At the end of each decoding iteration, the A
Posteriori Probability (APP) computation produces messages 7 calculated from the function Pla) .
M* xy — M, where M = {—Ly, ..., Ly} is a discrete alphabet of Ny = 25’ +1 levels. Denote n* =
[M1,...,ma4,] the vector representation of all the messages incoming to a VN. The APP computation
produces

v = o (n*,y). (1.3)

The APP is usually computed on a larger alphabet M in order to limit the impact of saturation effects
when calculating the APP. The mapping ®@ is given by

Wit y) =D ity (1.4)

The hard-decision bit corresponding to each variable node v, is given by the sign of the APP. If
(@) (f7* y) = 0, then the hard-decision bit is selected at random and takes value 0 with probability
1/2.

Alternatively, ®*) can be represented as a Look-Up Table (LUT). For instance, Table 1.1 shows
an example of LUT for a 7-level FAID and column-weight three codes when the channel value is —B.
The corresponding LUT for the value +B can be deduced by symmetry. Classical decoders such as the
standard MS and the offset MS can also be seen as instances of FAIDs. It indeed suffices to derive the
specific LUT from the VNU functions of these decoders. Table 1.2 gives the VNU of the 7-level offset
MS decoder. Therefore, the VNU formulation enables to define a large collection of decoders with
common characteristics but potentially different robustness to noise. In the following, after introducing
error models for the faulty hardware, we describe a method for analyzing the asymptotic behavior of
noisy-FAIDs. This method enables us to compare decoder robustness for different mappings ®*) and
thus to design decoders robust to faulty hardware.
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Table 1.1: LUT & reported in [1] optimized Table 1.2: VNU of a 3-bit offset MS represented

opt
for the error floor as a FAID
[mi/mea | —Ls | —L2| —L1 ][ 0 [+Li[+Lz | +Ls| [ma/my | —Ls [ —Lz [ —Li| 0 [+Li[+Ly ] +Ls]
—L3 —L3 —L3 —L3 —L3 —L3 —L3 —I4 —Ls —L3 —L; —L3 —L; —L3 —Ls —L
—Lo —Ls —L3 —L3 —L3 —Lo —IL4 Ly —L2 _L3 _L3 _LS _LS —Lo —L 0
—L, —Ls —Ls3 —Lo —Lo -1 -1 Ly —L —Ls —L3 —L3 —Lo —L 0 0
0 —Ls | =Lz | —Ly | —L; 0 0 L 0 —Ls | —Ls | =Ly | —Ly 0 0 0
L —Ls | =Ly | =L1 | 0 0 Ly Ly L, —L3 | —Ly | -Li | O 0 0 Ly
Lo —L3 —L —L 0 Ly Ly L3 L, —Ly —L 0 0 0 Ly Lo
Lj —1q Ly Ly Ly Lo L3 L3 L3 —Ly 0 0 0 Ly Lo LS

1.3 Error Models for Faulty Hardware

Here, we assume that the faulty hardware introduces transient errors only during function computa-
tion. For the performance analysis of faulty decoders, specific error models have been considered in
previous works. In [11,13,15], transient errors are assumed to appear at a binary level on message
wires between VNs and CNs. In [10,16], the noise effect is represented by a random variable indepen-
dent of the function inputs and applies only through a deterministic error injection function. Here we
propose a more general error model which includes the above cases.

For the noisy-DE analysis, the considered faulty functions have to be symmetric, which implies
that the error probability of the decoder does not change when flipping a codeword symbol. As
a consequence, the error probability of the decoder does not depend on the transmitted codeword,
which greatly simplifies the analysis. Here, we introduce new symmetry conditions for the general error
models. We then discuss possible simplifications of the general model and introduce two particular
simple error models which allow the asymptotic analysis of the faulty iterative decoding.

1.3.1 General Faulty Functions and Symmetry Conditions

To describe general faulty functions, we replace the deterministic functions ®(©, ®®) @ introduced
in Section 1.2 by the following conditional Probability Mass Functions (PMF). Denote fig4,, 74, and 7

the noisy versions of yg4,, 4., 7, and denote fx = [fi1, ..., fd,—1], 7 = [T, -, Tdy—1], 7° = [Ty -, T, ]
their vector representations. Then a faulty VNU is defined as the conditional PMF

PO (fig, |7, y), (1.5)
a faulty CNU is defined as
P (ijq, |i2), (1.6)
and a faulty APP is defined as
P (37%,y). (1.7)

The described model is memoryless and takes only into account transient errors in the decoder, but
it ignores permanent errors and possible dependencies with previous or future function arguments.
However it is general enough to represent any type of memoryless mapping and error model.

For the noisy-DE analysis, the considered faulty functions have to be symmetric. The definitions
of symmetry given in [10] only consider the particular case of error injection functions and are not
sufficient to characterize the symmetry of the above faulty functions. In the following, we introduce
more general definitions of symmetry.

Definition 1. A faulty VNU is said to be symmetric if
PO (fig, |7, y) = PV (~fia,| = 7, —y). (1.8)
2. A faulty CNU is said to be symmetric if

PO (g, o) = P (([]a) fa.l2) (1.9)
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Figure 1.1: Function decomposition for the CNU

where a = [a1,...,aq4,-1], a; € {—1,1}, a.fx is the component by component product of a and
[, and [] a is the product of all components in vector a.

3. A faulty APP is said to be symmetric if
P (g, [77*, y) = P (~fia, | = 7", —y)- (1.10)

Note that our definitions of symmetry are the same as the ones originally introduced in [17] for
deterministic decoders, except that ours apply on conditional PMF's instead of deterministic mappings.

1.3.2 Faulty Function Decomposition

A possible simplification of the general models described in the previous section is to consider that the
noise appears only at the output of a function computation. More precisely, we assume that the noisy
function can be decomposed as a noiseless function followed by the noise effect, as in Fig. 1.1 for the
case of the CNU. In this simplified error model, 74, ptq,, and -, represent the messages at the output
of the noiseless CNU, VNU, and APP computation respectively, and their noisy versions are denoted
Nd,, fd,, Y- The noisy output is assumed to be independent of the inputs conditionally to the noiseless
output, i.e., for the case of faulty CNU, this gives P (7ig_|na., it) = P9 (i4.|n4,). Furthermore, as the
noiseless output is obtained from a deterministic function of the inputs, we get

P (7q.| 1) = P (77a,| 9 (1)) (1.11)
The same conditions hold for the faulty VNU and APP.
The noise effects at the output of ®© and ®®) are represented by probability transition matrices
™) and 11(© respectively, with
19 = Pr(iiy, = mlna, = k), 1Y = Pr(jig, = mlug, = k), Vk,me M (1.12)

km — km —

wherein the matrix entries are indexed by the values in M. This indexing is used for all the vectors
and matrices introduced in the remaining of the chapter. The noise effect on ®(® is modeled by the
probability transition matrix II(®) with

") =Pr(F =mly=k), Vkme M. (1.13)

The forms of the probability transition matrices depend on the considered error models. In the next
section, two simple examples derived from this simplified model are introduced. They will then be
considered in the noisy-DE analysis.

Note that in the above decomposition model the noise is added only at a message level at the
output of the noiseless functions. An alternative model would be to consider noise effect introduced
inside the functions, for example during elementary operations such as the minimum computation
between two elements in ®(), as in [16]. While the decomposition model introduced here may not
capture all the noise effects, it is sufficient for the analysis of the behavior and robustness of noisy
decoders without requiring knowledge of a particular hardware implementation. More accurate models
will be considered in future works.

Note that some faulty functions cannot be decomposed as a deterministic mapping followed by the
noise effect. For example, it can be verified that the faulty minimum function defined as

- min(p1, p2) with probability 1 — p (1.14)
s = max(j1, 2) with probability p '

does not satisfy (1.11).
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1.3.3 Particular Decoder Noise Models

In the following, two particular noise models models that we have proposed in [18] will be considered.
They are derived from the above decomposition model by specifying particular transition matrices
1), 1™ T1() and will be considered for the noisy-DE analysis.

Sign-Preserving error model

The first model is called the Sign-Preserving (SP) model. It has a SP property, meaning that noise is
assumed to affect only the message amplitude, but not its sign. Although this model is introduced for
the purpose of asymptotic analysis, it is also a practical model, as protecting the sign can be realized
at the hardware level by proper circuit design. The probability transition matrices for the SP-Model
can be constructed from a SP-transfer matrix defined as follows.

Definition The SP-transfer matrix IISP)(p, s) is a matrix of size (2s 4+ 1) x (2s + 1) such that

SP Sp p Sp p
Hl(<;7k)(p7$):1_p7 H}E;VO)(pﬂS) = ;7 H(()Jq)(p?‘g) = %
H,Eii) (p,s) = g, for m # k # 0, sign(m) = sign(k)
H,(S,f) (p, s) = 0, elsewhere. (1.15)

According to this definition, a strictly positive message can be altered to only another positive message
and the same holds for strictly negative messages.

The matrices 19, TI("), and II(® can be now obtained from IIP) as a template. The noise
level parameter at the output of ®(©) is given by the parameter p., and the corresponding probability
transition matrix is given by I1(¢) = IIP)(p,, 5). In the same way, the noise level parameters at the
output of ) and ®@ are denoted p, and p, respectively, and the corresponding probability transition
matrices are given by II(*) = IIP)(p,, s) and TI(®) = T165P)(p,, s'). In the following, the collection of
hardware noise parameters will be denoted v = (py,, pe, po). The probability transition matrix II(®) is
of size (25’ +1) x (25’ + 1) because the APP (1.3) is computed on the alphabet M of size (25’ +1). It
can be verified that if the deterministic mappings o) o) d@) are symmetric in the sense of [17,
Definition 1], then the SP-model gives symmetric faulty functions from conditions (1.8), (1.9), (1.10),
in Definition 1.3.1.

Full-Depth error model

The second model is called the Full-Depth (FD) model. This model is potentially more harmful than
the SP-Model because the noise affects both the amplitude and the sign of the messages. However, it
does not require hardware sign-protection any more. The FD-transfer matrix is defined as follows.

Definition The FD-transfer matrix IIFP)(p, s) is a matrix of size (2s + 1) x (25 + 1) such that

H]S‘]f‘]?)(p? S) =1 - Db
ngg)(p, s) = g, for m # k. (1.16)

The FD-transfer Matrix defines a (2s + 1)-ary symmetric model of parameter p. The noise level
parameters at the end of d©) o) d@ are denoted as before D, Pu, Pa, Tespectively, and v =
(Pus Pes Pa). The corresponding probability transition matrices are given by I1(¢) = IIIFP) (p,, s), TI(V) =
IEFD) (pv, s), and Il = H(FD)(pa,s’). It can be verified that if the deterministic mappings ®®),
(), (@ are symmetric in the sense of [17, Definition 1], then the FD-model gives symmetric faulty
functions from the conditions (1.8), (1.9), (1.10), in Definition 1.3.1.
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1.4 Noisy Density Evolution

This section presents the noisy-DE recursion for asymptotic performance analysis of FAIDs on faulty
hardware. The DE [10] consists of expressing the Probability Mass Function (PMF) of the messages
at successive iterations under the local independence assumption, that is the assumption that the
messages coming to a node are independent. As a result, the noisy-DE equations can be used to
derive the error probability of the considered decoder as a function of the hardware noise parameters.
The noisy-DE analysis is valid on average over all possible LDPC code constructions, when infinite
codeword length is considered.

In the following, we first discuss the all-zero codeword assumption which derives from the symmetry
conditions of Definition 1.3.1 and greatly simplifies the noisy-DE analysis.

1.4.1 All-zero Codeword Assumption

In [17], it was shown that if the channel is output-symmetric, and the VNU and CNU functions
are symmetric functions, the error probability of the decoder does not depend on the transmitted
codeword. From this codeword independence, one can compute the PMFs of the messages and the
error probability of the decoder assuming that the all-zero codeword was transmitted. The codeword
independence was further extended in [10,18] to the case of faulty decoders when the noise is introduced
through symmetric error injection functions. Unfortunately, the results of [10,18] do not apply to our
more general error models. In particular, the proof technique of [10, 18] cannot be used when the
noise is not introduced through deterministic error injection functions. The following theorem thus
restates the codeword independence for faulty functions described by the general error introduced in
Section 1.3.1 and for the symmetry conditions of Definition 1.3.1.

Theorem 1.1 Consider a linear code and a faulty decoder defined by a faulty VNU (1.5), a faulty

CNU (1.6), and a faulty APP (1.7). Denote Pe(e) (x) the probability of error of the decoder at iteration ¢
conditioned on the fact that the codeword x was transmitted. If the transmission channel is symmetric
in the sense of [17, Definition 1] and if the faulty VNU, CNU, and APP are symmetric in the sense

of Definition 1.8.1, then Pe(e) (x) does not depend on x.

Theorem 1.1 states that for a symmetric transmission channel and symmetric faulty functions, the
error probability of the decoder is independent of the transmitted codeword. All the error models
considered in this chapter are symmetric and as a consequence, we will assume that the all-zero
codeword was transmitted. Note that when the decoder is not symmetric, DE can be performed from
the results of [19,20]. In this case, it is not possible anymore to assume that the all-zero codeword
was transmitted, and the analysis becomes much more complex.

1.4.2 Noisy-DE Equations

In this section, we assume that the all-zero codeword was transmitted, and we express the PMFs of the
messages at successive iterations. The error probability of the decoder at a given iteration can then
be computed from the PMFs of the messages at the considered iteration. The analysis is presented
for regular LDPC codes. However, the generalization to irregular codes is straightforward.

Let the N,-tuple q© denote the PMF of an outgoing message from a VN at /-th iteration. In
other words, the u-th component q,(f) of q¥ is the probability that the outgoing message takes the
value € M. Similarly, let r® denote the PMF of an outgoing message from a CN. The PMFs of
noisy messages are represented by G and £, respectively. In the following, the noisy-DE recursion
is expressed with respect to general probability transition matrices II(9), II("), TI(®) . To obtain the
noisy-DE equations for a specific error model, it suffices to replace these general probability transition
matrices with the ones corresponding to the considered model.

The density evolution is initialized with the PMF of the channel value

q(—OJ)B =l-a q% =« q](co) = 0 elsewhere.
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Denote (]Ef_l) the (d. — 1)-tuple associated to p. More precisely, if the k-th component of p is given

by pg, then the k-th component of qﬁf‘l) is given by q,(% Y. The PMF r(® of the output of the CNU

is obtained from the expression of ®. as Vn € M,
rO= 5 Jlan™ (1.17)
ide(p)=n

where the vector product operator is performed componentwise on vector elements. The noisy PMF
is then obtained directly in vector form as

0 = 11(9p(0), (1.18)

Denote f'gf ) the (dy — 1)-tuple associated to 5. The PMF q¥) of the output of the VNU is obtained
from the expression of &, as Vu € M,

D O 31 LD SA | £ (119
T]:<I>,,(T],—B):,LL 1n:®, (n,+B)=p
and
g = oq®, (1.20)

Finally, applying the sequence of 4 equations (1.17), (1.18), (1.19) and (1.20) implements one recursion

of the noisy-DE over the BSC channel.
The error probability of the decoder can be obtained from the above recursion and from the PMF

of the messages at the end of the APP computation. Denote f'(—g) the d,-tuple associated to 7, and

() &0

denote qapp and Qapp the respective noiseless and noisy PMFs of the messages at the output of the
APP computation. They can be expressed from (1.3) as Vy € M,

¢ _ (0) =(0) (0) =(0)
qf(lp)p v = Z H s Z 9+ B H s
7:®.(7*,—B)=v n‘ba(ﬁ*7+8):7
and
~ (¢ ¢
alpy = “da(),. (1.21)

Finally, for a given o and hardware noise parameters v = (py, pe, Pa), the error probability at each
iteration can be computed under the all-zero codeword assumption as

~(0)
Pe(ﬁ/( 7qapp0 + qu(lppk (1.22)
k<0

Lower bounds on the error probability can be obtained as follows, see [21].

Proposition 1 The following lower bounds hold at every iteration £

1. For the SP model, P( )( ) > %pa

2. For the FD model, Pe(f,,) () > %pa + Iy

The term s’ appears in the two lower bounds because the APP (1.3) is computed on the alphabet M
of size 25’ + 1.
The asymptotic error probability of an iterative decoder is the limit of Pe(f,)(oa) when £ goes to

infinity. If the limit exists, let us denote PHOO)( ) = hm Pe(l)( ). In the case of noiseless decoders

(py = pe = pa = 0), the maximum channel parameter « such that Pe(ioo)(a) = 0 is called the DE

threshold of the decoder [17]. However, the condition Pe(,, )(a) = 0 cannot be reached in general
for faulty decoders. For instance, from Proposition 1, we see that the noise in the APP computation
prevents the decoder from reaching a zero error probability. Thus, the concept of iterative decoding
threshold for faulty decoders has to be modified, and adapted to the fact that only very low asymptotic
error probabilities, bounded away from zero, are achievable. The following section introduces the
definition of the functional threshold to characterize the asymptotic behavior of faulty decoders. We
then analyze in details the properties of the functional threshold.
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1.5 Analysis of Convergence Behaviors of Faulty Decoders

Varshney in [10] defines the useful region as the set of parameters « for which Pe(;;oo) (o) < . The useful
region indicates what are the faulty hardware and channel noise conditions that a decoder can tolerate
to reduce the level of noise. However, there are situations where the decoder can actually reduce the
noise while still experiencing a high level of error probability. As a consequence, the useful region
does not predict which channel parameters lead to a low level of error probability. Another threshold
characterization has been proposed in [10,15], where a constant value A is fixed and the target-BER
threshold is defined as the maximum value of the channel parameter « such that Pe(;coo)(a) < A\
However, the target-BER definition has its limitations. The choice of lambda is arbitrary, and the
target-BER threshold does not capture an actual ”threshold behavior”, defined as a sharp transition
between a low level and a high level of error probability.

In this section, we introduce another threshold definition referred to as the functional threshold to
detect the sharp transition between the two levels of error probability. In this section, we first recall
the functional threshold definition. We then provide a new detailed analysis of the functional threshold
behaviors and properties. In particular, we point out the limitations of the functional threshold for
the prediction of the asymptotic performance of faulty decoders.

1.5.1 Functional Threshold Definition

Here, we introduce the functional threshold definition. The functional threshold definition uses the
Lipschitz constant of the function o Pe(;oo)(a) defined as

Definition Let Pe(:,too) : I — R be a function defined on an interval I C R. The Lipschitz constant of
(+00) . .
P;, " in I is defined as

(400) _ p(+o0)
L (Pe(:‘yy-oo), I) = sup ’PeW (OZ) P67V (6)‘

e Ry U {+c0 (1.23)
aBel la — B +U oo

Fora €I and § >0, let I,(§) =IN(a—d,a+ 7). The (local) Lipschitz constant of PB(IOO) inaelis
defined by:

L (Pg;;oo), a) — inf L <Pe<j°°>, Ia(6)) € Ry U{+o0} (1.24)

Note that if « is a discontinuity point of Pe(Ioo), then L (Pe(’too),a> = +o00. On the opposite, if

Pe(;;oo) is differentiable in «, then the Lipschitz constant in « corresponds to the absolute value of the
derivative. Furthermore, if L (PG(VJEOO) i > < 400, then Pe(joo)

P

is uniformly continuous on I and almost

everywhere differentiable. In this case, is said to be Lipschitz continuous on I.
The functional threshold is then defined as follows.

Definition For given decoder noise parameters v = (py, pe, o) and a given channel parameter «, the
decoder is said to be functional if it satisfies the three conditions below

(a) The function z — Pe(j;oo)(m) is defined on [0, a],

(b) Pe(joo) is Lipschitz continuous on [0, ], and

(¢) L (Pe(joo), x) is an increasing function of z € [0, a].
Then the functional threshold & is defined as

a = sup{« | conditions (a), (b) and (c¢) above are satisfied} (1.25)
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Figure 1.2: Asymptotic error probabilities for (3,5) codes for the offset MS, for B = 1, for the
SP-Model, with (a) p. = 1073, p, = 1073, (b) p, = 1073, ps = 1073, (c) p, = 1073, p. = 1073
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Figure 1.3: Functional regions for the offset MS, for B = 1, (a) w.r.t. p,, with p. = p, = 1073
(SP-Model) and p. = p, = 10~* (FD-Model), (b) w.r.t. p., with p, = p, = 1073 (SP-Model) and
Py = pa = 107* (FD-Model), (c) w.r.t. p,, with p, = p. = 1073 (SP-Model) and p, = p. = 10~*
(FD-Model)

The function Pe(f,zoo) (z) is defined provided that there exist a limit of ng) (z) when /¢ goes to infinity.
Condition (a) is required because Pe(f,) () does not converge for some particular decoders and noise
conditions, as shown in [18].

The functional threshold is defined as the transition between two parts of the curve representing
Péﬁ) (o) with respect to a. The first part corresponds to the channel parameters leading to a low level
of error probability, i.e., for which the decoder can correct most of the errors from the channel. In

the second part, the channel parameters lead to a high level of error probability, meaning that the
decoder does not operate properly.. Note that there are two possibilities. If L <Pe(j§°°), d) = 400,

then @ is a discontinuity point of Pe(j,soo) and the transition between the two levels is sharp. If

L (Pe(f;oo), @) < 400, then @ is just an inflection point of Pe(f,ioo) and the transition is smooth. Using
the Lipschitz constant defined in this section, it is possible to characterize the type of transition for the
error probability and discriminate between the two cases. We provide more details on our approach

in the next section.

1.5.2 Functional Threshold Interpretation

Our goal is to use the functional threshold as a tool to discriminate between different FAIDs and
design faulty decoders which are robust to faulty hardware. In order to do so, we need a precise
understanding of the behaviors and the limits of the functional threshold. We present the analysis for
regular d, = 3 LDPC codes, and for the offset MS decoder [22] interpreted as a FAID. Table 1.2 gives
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the LUT of the VNU of the 7-level offset MS decoder considered for the analysis.

Fig. 1.2 (a) represents the asymptotic error probability Pe(joo) (o) with respect to « for several
values of p, for the SP-Model with p. = p, = 1073. The circled points represent the positions of
the functional thresholds obtained from Definition 1.5.1. When p, is low, the threshold is given by
the discontinuity point of the error probability curve. But when p, becomes too high, there is no
discontinuity point anymore, and the functional threshold is given by the inflection point of the curve.
However, the inflection point does not predict accurately which channel parameters lead to a low level
of error probability. Fig. 1.2 (b) represents Pe(,J,COO) (a) for several values of p. with p, = p, = 1073,
In all the considered cases, the functional threshold is given by the discontinuity point of the error
probability curve. Fig. 1.2 (c) represents Pe(f;oo) (a) for several values of p, with p, = p. = 1073, In
this case, not only the functional threshold is always given by the discontinuity point of the error
probability curve, but the position of the functional threshold position does not seem to depend on
the value of p,.

Fig. 1.3 (a) shows the functional thresholds @ as a function of the hardware noise parameter at
the VNU, p,. For the SP-Model, we consider p. = p, = 1073, and for the FD-Model, p, = p, = 10~%.
When p, is small, the value of & decreases with increasing p,. But when p, becomes too large, we
observe an unexpected jump in the & values. The curve part at the right of the jump corresponds to
the values p,, for which the functional threshold is given by the inflection point of the error probability
curve. This confirms that when p, is too large, the functional threshold does not predict accurately
which channel parameters lead to a low level of error probability. Fig. 1.3 (b) shows the & values
as a function of p.. For the (3,8)-code and the FD-Model, we observe that when p. becomes too
large, the functional threshold also fails at predicting the convergence behavior of the faulty decoder.
Finally, Fig. 1.3 (c) shows the & values as a function of p,. It confirms that the functional threshold
value does not depend on p,. This is expected, because the APP computation does not affect the
iterative decoding process. As a consequence, the faulty APP computation only adds noise in the final
codeword estimate, but does not make the decoding process fail.

We have seen that when the hardware noise is too high, it leads to a non-standard asymptotic
behavior of the decoder in which the functional threshold does not predict accurately the convergence
behavior of the faulty decoder. That is why we modify the functional threshold definition as follows.

Definition Denote o* the functional threshold value obtained from Definition 1.5.1. The functional
threshold value is restated by setting its value to & defined as
a* if L Pe(;;oo), a* ) = +o0,

1.26
0 if L (P a") < +0. (1.26)

o]
Il

Definition 1.5.2 eliminates the decoder noise values which lead to non-desirable behavior of the decoder.
The functional threshold of Definition 1.5.2 identifies the channel parameters « which lead to a low level
of asymptotic error probability and predicts accurately the convergence behavior of the faulty decoders.
In this case, the functional threshold can be used as a criterion for the performance comparison of
noisy FAIDs. This criterion will be used in the following for the comparison of FAIDs performance
and for the design of robust decoders.

1.6 Design of FAIDs Robust to Faulty Hardware

Based on noisy-DE recursion and on the functional threshold definition, we now propose a method
for the design of decoders robust to transient noise introduced by the faulty hardware. In Section 1.2,
we have seen that the FAID framework enables to define a large collection of VNU mappings &, and
thus a large collection of decoders. The choice of the VNU mapping gives a degree of freedom for
optimizing the decoder for a specific constraint. In [1], FAIDs were optimized for low error flor. Here,
we want to optimize FAIDs for robustness to noise introduced by the faulty hardware.
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Figure 1.4: (a) Noiseless thresholds vs functional thresholds for the SP-Model (p, = p. = p, = 1072)
, (b) Noiseless thresholds vs functional thresholds for the FD-Model (p, = p. = p, = 5 x 1073)
(c) Functional thresholds for the SP-Model (p, = p. = p, = 1072) vs functional thresholds for the
FD-Model (p, = pe = pa = 5 x 1073)

For message alphabet size Ny = 7, the number of possible FAIDs is equal to 530803 988, which
is too large for a systematic analysis. Instead, we rely on previous work on FAIDs, and start with
a collection of Np = 5291 FAIDs which correspond to column-weight tree codes selected from the
trapping sets analysis presented in [1]. As a result of this selection process, each of the Np FAIDs
have both good noiseless threshold, and good performance in the error floor. We now perform a
noisy-DE analysis on this set by computing, for each of the Np FAIDs, the value of their functional
threshold.

As an illustration, Fig. 1.4 (a) and (b) represent the functional thresholds with respect to the noise-
less thresholds. For the SP-Model, the functional thresholds are computed for p, = p. = p, = 1072,
and for the FD-Model, p, = p. = pa = 5x 1073, Although all the considered decoders have good noise-
less threshold (between 0.09 and 0.104), a wide range of behaviors can be observed when the decoder
is faulty. Indeed, for the SP-Model, the functional threshold values are between 0.065 and 0.095, thus
illustrating the existence of both robust and non-robust decoders. In particular, even decoders with
approximately the same noiseless threshold value (e.g. around 0.101) can exhibit different robustness.
This is even more pronounced for the FD-Model, for which the functional threshold values are between
0.01 and 0.085. These observations illustrate the importance of selecting robust decoders to operate
on faulty hardware and that a noiseless analysis is not sufficient to reach any useful conclusion.

We did also a performance comparison with noisy-DE and different error models, and Fig. 1.4 (c)
represents the functional thresholds obtained for the FD-Model (for p, = p. = p, = 5 x 1073) with
respect to the functional thresholds obtained for the SP-Model (for p, = p. = p, = 1072). In this case
also a large variety of behaviors can be observed. Indeed, only a small number of decoders are robust
to both error models, while some of them are robust only to the SP-Model, and some others only to
the FD-Model. This suggests that robustness to different error models may require different decoders.

Following these observations, we have selected four decoders from the set of Np FAIDs. The first
two ones denoted @,E:gii) and @Efgfj? ) are the decoderd have been selected such as to minimize discrep-
ancy between noiseless and functional thresholds, for the SP-Model and the FD-Model respectively.
Two other FAIDs @ﬁﬁfiiw and !"FD) . are selected to maximize the difference between noiseless

non-robus

and functional thresholds respectively for the SP-Model and for the FD-Model. The LUTs of 3(»SP)

robust

and @ﬁﬁfﬁlmt are given in Table 1.3 and Table 1.4, and the LUTSs of @ffﬂ? ) and @;DOFISOM“) are given
in Table 1.5 and Table 1.6. The four decoders will be considered in the following section to validate

the asymptotic noisy-DE results with finite-length simulations.
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Table 1.3: FAID rule CIJE:{EE:) robust to the faulty = Table 1.4: FAID rule @I(f;f }Z{msb not robust to

Hardware (SP-Model) faulty Hardware (SP-Model)

‘ my/ma H —Ls3 ‘ —L> ‘ —L; ‘ 0 ‘ +L; ‘ +L2 ‘ +L3 ‘ ‘ my/ma H —L3 ‘ —Lo> ‘ —Ly ‘ 0 ‘ +L1 ‘ +L2 ‘ +L3 ‘

—Lj —Ls | =Ly | —Ls | —Ls | —Ls | —Lo 0 —Lg —Ls | =Ly | —Ls | —Ls | —Ls | —Lg 0
— Lo —Ls | —L3 | —L3 | —L3 | —Ls | —Lo Ly —L- —Ls | —L3 | —L3 | —Lg | —Lo 0 Lo
—L —L3 | =Ls | =Lz | =L | —L1 | —L1 | L —Ly —L3 | —Lg | =Ly | —L2 | =Ly 0 Lo

0 —L3 | —L3 | =Lz | =Ly | —L 0 Ly 0 —L3 | =L3 | =Lz | =4 0 Ly L
+Ly L3 | =Ly | L1 | =4 0 Ly Ly +Ly —L3 | =Ly | =L 0 0 Ly L
+Loy —Lo | =Ly | =14 0 Ly Lo Lo + Loy —L3 0 0 Ly Ly Ly L3
+Is 0 | L. | L. | In | Lo | Lo | Ls TLs 0 | Lo | Lo | Ls | Ls | Ls | ILs

Table 1.5: FAID rule q)gfo’fu]sjg robust to the faulty Table 1.6: FAID rule q)flﬁffgust not robust to

Hardware (FD-Model) faulty Hardware (FD-Model)

‘ my/mo H —Ls3 ‘ —Ly ‘ —L; ‘ 0 ‘ +L; ‘ +L2 ‘ +L3 ‘ ‘ my/mo H —L3 ‘ —Ly ‘ —L ‘ 0 ‘ +L ‘ +Lo ‘ +Ls ‘
“Ls || —Ls | —Ls | —L3 | L3 | L3 | —L, | 0 L3 || —Ls | —Ls | —Ls | L3 | —Ia | L2 | O
—Lo —L3 | =L3 | =Lz | —L3 | =Ly | =L1 | Lo —Lo —L3 | =L3 | =Lz | =L3 | —La | —L1 | L2
—L, —L3 | —Lg | —Lo | —Lo | —Ly 0 Lo —Lq —L3 | =L | —Lo | —Lo | —Ly 0 Lo

0 —L3g | —Lg | —Lo | =Ly 0 0 L3 0 —L3 | —Lg | =Ly | —Ly 0 0 L3
+L, —Ls | =Ly | =Ly 0 0 Ly L3 + Ly —Lo | =Ly | =14 0 0 Ly Ls
+Lo Ly | =L 0 0 Ly Ly L3 +Lo —Ly | =L 0 0 Ly Ly L3
+L3 0 Lo Lo L3 L3 L3 L3 +Ls3 0 Lo Lo L3 L3 L L

1.7 Finite Length Simulations Results

This section gives finite-length simulation results with the FAIDs q)ffgf?, <I>fj§f}f,{m, @ffgfj? ), and

<I>f,ﬁf£2ust that have been identified by the noisy-DE analysis. For the sake of comparison, a fifth

decoder denoted @Efgw (Table 1.1) will also be considered. cIan;B has been optimized in [1] for noiseless
decoding with low error floor. In our simulations, the number of iterations is set to 100 and we consider
the (155,93) Tanner code with degrees (d, = 3,d. = 5) given in [23].

Fig. 1.5 (a) represents the Bit Error Rates (BER) with respect to channel parameter o and for
the SP-Model. In the case of noiseless decoding, as <I>ff;2 has been optimized for low error floor, it

performs better, as expected, than @ﬁfgﬁﬁ) and @,SZEE%%V But as @fgﬁi) and @ﬁﬁf}z{w belong to a
predetermined set of good FAID decoders, they also have good performance in the noiseless case.
We now discuss the faulty decoding case. For the SP-Model, we fix p, = p. = p, = 0.05, and for
the FD-Model, p, = p. = p, = 0.02. We first see that the lower bound conditions of Proposition 1
are not satisfied here. Indeed, in our simulations, we considered an early stopping criterion, which
halts the decoding process when the sequence estimated by the APP block is a codeword, while the
results of Proposition 1 consider the averaged error probabilities at a fixed iteration number, and
thus do not take into account the stopping criterion. We then see that the results are in compliance

with the conclusions of the functional thresholds analysis. Indeed, when the decoder is faulty, @5:,;%5)

performs better than @EQ while @EZ;?ELM has a significant performance loss compared to the two other
decoders. From Fig. 1.5 (b) we see that the same holds for the FD-Model in which case the error
correction performance of the faulty decoders are much worse than for the SP-Model. The FD-Model
makes decoders less robust to noise than the SP-Model, because with the FD-Model, not only the
amplitudes, but also the signs of the messages can be corrupted by the noise. In particular, the
non-robust decoder @EZ;E?QHst performs extremely poorly.

We now comment the results of Fig. 1.6. The code and decoder noise parameters are the same as
before. In Fig. 1.6, the FD-Model with p, = p. = po = 0.02 is applied to &%) and ®“FD) and

the SP-Model with p, = p. = p, = 0.05 is also applied to @E:{E? and @ffgfj? ). We see that @Sgﬁi)

is robust for the SP-Model but not-robust for the FD-Model and that @f;ﬁf ) is robust for the FD-
Model but not-robust for the SP-Model. These results are in compliance with the asymptotic analysis
of Section 1.6 which shows that some decoders that are robust for one model are not necessarily robust

for the other one.
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Figure 1.5: (155, 93) Tanner Code, d, = 3, d. = 5, 100 iterations, (a) BER for the SP-Model, with
Py = Pe = Pa = 0.05, (b) BER for the FD-Model, with p, = p. = ps = 0.02

To conclude, the finite-length simulations confirm that the functional threshold can be used to
predict the performance of faulty decoders. Both the asymptotic analysis and the finite-length results
demonstrate the existence of robust and non-robust decoders. They both illustrate the importance of

designing robust decoders for faulty hardware and show that the design of robust decoders is dependant
on the hardware error model.
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Figure 1.6: (155, 93) Tanner Code, d, = 3, d. = 5, 100 iterations, p, = p. = p, = 0.05 (SP-Model)

and p, = p. = pa = 0.02 (FD-Model) For the legend, e.g., @grObUSt’SP) FD is the decoder robust for
the SP-Model applied to the FD-Model

1.8 Conclusion

In this chapter, we performed an asymptotic performance analysis of noisy FAIDs using noisy-DE.
We introduced the functional threshold definition to characterize the behavior of noisy decoders. and
provided an analysis of the behavior of the functional threshold and showed that under restricted
noise conditions, it enables to predict the asymptotic behavior of noisy FAIDs. From this asymptotic
analysis, we illustrated the existence of a wide variety of decoders robustness behaviors, and proposed
a framework for the design of inherently robust decoders. The finite-length simulations illustrated the
gain in performance when considering robust decoders.
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Chapter 2

Faulty Stochastic Decoder

Abstract: In this chapter, we analyse the performance of stochastic decoders on faulty hardware. We
introduce two errors models to describe the noisy components of the stochastic decoder. Monte-Carlo
simulations show that the two considered versions of the faulty stochastic decoder are inhenrently
robust to noise introduced by the hardware. The simulations also show that the faulty stochastic
decoder presents an increased robustness to hardware errors compared to the Min-Sum decoder.

Part of the work presented in this Chapter has been published in C. L. Kameni Ngassa, V. Savin, and
D. Declercq, “Faulty Stochastic LDPC Decoders Over the Binary Symmetric Channel”, International
Symposium on Turbo Codes and Iterative Information Processing (STIC), Bremen, Germany, August
2014 [P3]

2.1 Introduction

As part of the analysis carried out in Deliverable 3.1 for noisy Min-Sum (MS)-based decoders, we
showed that the reliability of the most significant bit (sign bit) of exchanged messages has a critical
impact on the error-correction performance, while more errors can be tolerated on less significant bits.
Hence, protecting the sign bit of the exchanged messages may significantly improve the error correction
capability of MS-based decoders. This was confirmed by the performance analysis of Chapter 1 on
FAIDs which shows that faulty FAIDs are more robust under the SP-Model than under the FD-Model.
However, it might be difficult to properly preserve the reliability of the most significant bit after an
addition, since errors occurring on less significant bits can propagate to the next level and may affect
the sign bit. It is therefore particularly useful to investigate LDPC decoders for which the information
is represented using bits of similar significance. The stochastic decoder investigated in this section has
this property.

In the stochastic decoder, probability beliefs are converted into streams of random bits, referred to
as stochastic streams, and complex arithmetic operations are performed by simple bit-wise operations
on the streams. Since stochastic computing is by its very nature random, if errors occur on a small
number of bits of the stochastic stream, the resulting probability value (corresponding to the frequency
of 1’s in the stochastic stream) will be close to the correct value. Therefore, errors are expected to
have a limited impact on the decoder performance. For instance, in [24] it has been shown that timing
errors have a limited impact on the stochastic decoder performance. It is then important to study the
behavior of the stochastic decoder in a more general hardware error scenario, in order to determine the
amount of errors that can be tolerated, and which parts of the decoder can be built out of unreliable
components.

In this chapter, we first present an overview of the Stochastic decoder and methods to improve
its decoding performance, through the use of edge-memories and noisy-dependent scaling. We then
propose several error models for its processing units. The error correction performance of the noisy
Stochastic decoder is evaluated and compared to that of its noiseless counterpart. We further compare
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the performance of the Stochastic and MS decoders under faulty hardware setting, and show that the
Stochastic decoder presents an increased robustness to hardware errors compared to the MS decoder.

2.2 Notation

In the following, we consider a codeword x transmitted over a binary-input memoryless channel, and
we denote y = (y1,...,yn) € YN the received sequence, where ) denotes the output alphabet of the
channel. The following summarizes the notation that will be used throughout the chapter:

e N, the number of variable-nodes,

e M, the number of check-nodes,

n € {1,2,..., N}, a variable node of H,

m € {1,2,..., M}, a check node of H,

H(n), the set of check-nodes connected to the variable-node n,
e 7{(m), the set of variable-nodes connected to the check-node m.
Two channel models will be considered in this chapter

BSC — the Binary Symmetric Channel — in this case J = {0,1} and y is obtained by flipping each
bit of x with probability e, referred to as the error or crossover probability of the channel.

BI-AWGN - the Binary-Input Additive White Gaussian Noise channel — in this case ) = R and y
is obtained by y, = (1 — 2z,,) + 25, where 1 — 2z, € {+1,—1} is the binary phase-shift keying
(BPSK) modulation of the bit x,, and z, is the white Gaussian noise.

We further denote

e P, =Pr(z, =1]yp), the probability of the transmitted bit z,, being equal to 1, conditional on
the received value y,.

P =0 1-P
r(@n [ Yn) = log " the LLR of the transmitted bit z,, conditional on the
Pr(xn =1 ‘ yn) P,

received value v,.

o L, =log

The following summarizes the notation that will be used throughout this chapter with respect to
BP decoders

® 7, the a priori information of the decoder concerning variable-node n.
® (v, 5, the message sent from variable-node n to check-node m.
® [mn, the message sent from check-node m to variable-node n.

® ., a posteriori information provided by the decoder, concerning the variable node n.

2.3 Stochastic Decoder

The stochastic decoder is the stochastic implementation of the probability-domain BP decoder. Instead
of propagating probability values between the nodes of the factor graph, the stochastic decoder converts
these probabilities into stochastic streams [25]. A stochastic stream is a Bernoulli sequence of bits,
and the probability value encoded in the stochastic stream is the probability of a bit in this sequence
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being equal to 1. Therefore, if s(t) is a bit of a stochastic stream representing the probability p, one
has:
Pr(s(t)=1)=p (2.1)

This representation is not unique, since different stochastic streams may contain the same frequency
of 1’s, and therefore represent the same probability.

In the context of iterative LDPC decoding, stochastic computing presents two main advantages, as
follows: (1) it allows using simple logic gates to perform complex arithmetic operations on continuous
(probability) values, such as multiplications or divisions, thus significantly reducing the area of the
computational components, and (2) only one bit is exchanged between computational components,
hence reducing the number of wires in the circuitry and allowing high clock frequency [26].

Throughout this section, in addition to the notations of Section 2.2, the following notation will be
used:

® c,, stochastic stream representing the probability of the transmitted bit z,, being equal to 1,
conditional on the received value y,,. It will be referred to as input stochastic stream.

® a,, ,, stochastic stream going from variable-node n to check-node m.
® b, ,, stochastic stream going from check-node m to variable-node n.

For stochastic decoding, decoding iterations are usually referred to as decoding cycles. At each decoding
cycle, only one bit of each of the above stochastic streams is generated. Bits generated at decoding
cycle ¢ will be denoted by c% ), ay(ﬁ),n, b%?n. However, by a slight abuse of notation, we shall omit the

superscript (¢) when no confusion is possible.

2.3.1 Input stochastic stream generation

Following the notation from Section 2.2, let P, = Pr(x,, = 1| y,). In the implementation of stochastic
decoders, these probability values are first quantized on ¢-bits. The quantized value, denoted in the
sequel by p,, is then used to generate the input stochastic stream c,. To generate a bit of ¢, a ¢-bit
number R is randomly generated and compared to the quantized probability value p,,. This operation
is depicted in Figure 2.1.

In the following, the notation:
¢, < I(py)

will be used each time a new bit of c,, is generated.

P —>
Probability
R< P 0100101000 - -
Stochastic stream
R ——>

Sequence of
random numbers

Figure 2.1: Stochastic Stream Generator
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2.3.2 Check-node processing

Within the probability-domain BP decoder, messages exchanged over graph edges represent the prob-
ability of the incident variable-node being equal to 1. Within the stochastic decoder, these probability
values are encoded in the stochastic streams a,, , and by, ,. Now, consider a check-node m and a
variable-node n € H(m). Then z, = XORy/cp(m)\nTn- Since stochastic streams a,, , encode the
probability of x,s being equal to 1, taking their XOR will give the probability of x, being equal to 1.
It follows that the check-node stochastic stream by, , can be computed by:

bmn = XOR m.n’ 2.9
’ n’€H(m)\n <a ’ ) ( )

Accordingly, the stochastic check-node processing unit is shown in Figure 2.2.

D— bm,m
D bm,n,z

L
gm,nl
™m,ng N
adn,ngdc,”
myNde 7

D_ b”l-,”(dc—l)
Dbm,nd(

Figure 2.2: Stochastic check-node processing unit

2.3.3 Variable-node processing

In order to define the stochastic-domain implementation of the variable-node processing, we recall
below its probability-domain counterpart:

DPn H Bm’,n
Qi = m/€H (n)\m (23)
(pn H ﬁm’,n) + ((1 - pn) H (1 - Bm’m))
m/€H(n)\m m/€H(n)\m

In the stochastic-domain, the probability p, is encoded by the input stochastic stream c,, while
messages O, pn and By, , are encoded by stochastic streams a, , and by, . Moreover, Eq. (2.3) can
be implemented by using inverters and JK flip-flops, as explained below.

Consider a JK flip-flop with inputs {j(e), k(g)} and output q(9, at time ¢, defined by the truth table
given in Table 2.1.

OO @
0 0 q(f—l)

0 1 0
1 0 1
1 1 q(f—l)

Table 2.1: JK flip-flop truth table
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The JK flip-flop can be viewed as a two states (0 and 1) Markov chain with a transition matrix T,
defined by:
L=p b

T= P, 1-P |’

(2.4)
where P; = Pr(j®» = 1), P, = Pr(k® = 1). Its steady state probability is defined by P, =
limp_ o Pr(q(é) = 1), and can be derived from the eigenvector of T' corresponding to the eigenvalue 1.

The obtained probability is given by:
b

P, = m (2.5)
It can be seen that Eq. (2.3) can be obtained from Eq. (2.5), by substituting:
P, = app 2.6)
Ppo=pn ] Bwa (2.7)
m!€H(n)\m
P = (1-p)) [[ (=Bwa) (2.8)

m/€H (n)\m

In stochastic computing, multiplication can be implement by an AND gate; hence, P; can be computed
by taking the AND of stochastic streams c,, encoding the p, value, and by, ,, encoding the 3, ,
values. Similarly, P, can be computed by first inverting the above stochastic streams and then taking
their AND. The stochastic variable-node processing unit is shown in Figure 2.3.

bbml,n
ma,n : )— J QF— amdv,”
M (4157,
(dv—1) (o
j_ .

Figure 2.3: Stochastic variable-node processing unit

It can be seen that if all the incoming stochastic streams (including input stochastic stream) agree
on the same bit value, the two inputs of the JK flip-flop are different. Hence, the outgoing stream
A, given by the output of the JK flip-flop, will take on the j value, which is equal to the common
value of the incoming stochastic streams. In case that incoming stochastic streams do not agree on
the same value, the outgoing stream a,, ,, will hold the previous value. Hence:

(2.9)

m/,n’
m,m -1 .
’ aﬁ,w ) , otherwise

Al — { cgf), if cg) —b¥ ym/ e H(n)\ m

In the first case, the variable-node is said to be in a regular state, while in the second case, it is said
to be in a hold state.

2.3.4 A posteriori update

For stochastic decoders, each variable node estimates its value by using an up/down counter. For
each variable node n, the corresponding counter 6, is initialized to 0 at the beginning of the decoding
process. During the decoding process, at each decoding cycle, 6, is incremented for each message
a,,, = 1, and decremented for each a;,, = 0. The transmitted bit is then estimated according to 0,
value:

. if 6, >0

1,
Tn = { 0, otherwise (2.10)
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Note that the a posteriori update step in stochastic decoding is not equivalent to the a posteriori
update step in BP decoding. To compute the stochastic stream encoding the value of the a posteriori
information within BP, would require a circuit similar to the variable-node processing unit, with one
additional entry (for the last incoming message). However, all the practical implementations reported
in the literature make use of up/down counters, in order to reduce the hardware cost.

2.3.5 Stochastic decoding algorithm

The stochastic decoding is presented in Algorithm 1. The main steps of the stochastic algorithm are
further detailed below.

1. Initialization:
For each variable node, the probability P, = Pr(x, = 1ly,) is computed and then quantized to
a g-bit value, p,. One bit of each input stochastic stream is generated by: ¢, < II(py,). Finally,
a-posteriori up/down counters are initialized to 0, and variable-to-check messages are initialized
by am n, = ¢, (messages represent one bit from the corresponding stochastic streams).

2. Check node processing:
At each cycle, each check node receives 1-bit messages from its neighbor variable-node. Check-
to-variable messages b%),n are computed by XOR-ing all the incoming messages, except the

message received from variable node n.

3. Variable node processing:
At each cycle, a new bit of the input stochastic stream is generated for each variable-node,
which also receives 1-bit messages from neighbor check-nodes. If all the incoming messages
agree (including the bit of the input stochastic stream), the node outputs their common value.
Otherwise, it holds the previous value.

4. Counter update:
At each cycle, a-posteriori up/down counters are update according to the values of the corre-
sponding variable-to-check messages.

2.3.6 Improving the Stochastic decoder performance

The main issue with the above stochastic decoder is that it assumes that stochastic streams are
independent Bernoulli sequences. However this is no longer the case when there are cycles in the
factor graph. Besides, a low level of switching activity in the stochastic decoder can also cause groups
of nodes to lock into fixed states which prevents proper decoding and leads to poor performance.
This issue is called the latching problem. In order to increase the switching activity in the circuitry,
the noise-dependent scaling method has been introduced in [25]. Moreover, several rerandomization
methods have been proposed in the literature to reduce the correlation between stochastic bits. Edge-
Memories, commonly used in the literature, will be used as rerandomization units in this work, due
to their very good performance.

Noise-dependent scaling

The goal of the noise-dependent scaling is to ensure similar switching activity for different channel
noise level.

For the BI-AWGN channel, the method consists of multiplying the LLRs of transmitted bits,
denoted by L, (see Section 2.2), by a factor proportional to the noise power, as follows:

2
L = (2k6*)L, = (2&02)(§yn) = 4Kkyn (2.11)
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Algorithm 1 Stochastic Decoding

Input: y = (y1,...,yn) € YV (Y is the channel output alphabet) > received word
Output: x = (21,...,2n) € {0,1}V > estimated codeword
Initialization

foralln=1,...,N do P, = Pr(z, = 1|yn)
foralln=1,...,N and m € H(n) do I';, + Il(py)
foralln=1,...,Ndo6,=0
foralln=1,...,N and m € H(n) do a,,, =T,

Iteration Loop

forallm=1,...,M and n € H(m) do > CN-processing
b, = XOR /
e n’€H(m)\n (am,n )
foralln=1,...,N do > VIN-processing
Ly < I(py)

for all m € H(n) do
o { Lp, by, =T,Vm' € H(n)\m

a;,n, otherwise

for alln=1,...,N do > Counter-update
On =00+ > (2apu—1)
meH(n)
foralln=1,...,N do > hard decision

- 1, if6,>0
"1 0, otherwise

if X is a codeword then exit the iteration loop > syndrome check
End Iteration Loop

The probability of P,, used to generate the input stochastic stream of the decoder, is then computed
by:
1

1+t exp(L}) (2:12)

n

For the BSC, making P, independent of the channel crossover probability ¢ is tantamount to
replacing € by a constant value u, and therefore:

1=, ify, =1
P, = { b ify, =0 (2.13)

Edge-memories

Edge Memories (EMs) are memory-based re-randomization units used to decorrelate bits in stochastic
streams. Fach EM consists of a S-bit shift register and is assigned to one edge of the decoder. EMs
are initialized according to the probability p, of the corresponding variable-node (i.e. each bit of an
EM adjacent to variable node n is generated by II(p,)).

Figure 2.4 describes the variable-node processing unit of the stochastic decoder with EMs. If all
inputs agree on the same value (c,, = bfﬁ?yn, Vm' € H(n)\ m), the outgoing stream a,, ,, takes on their
common value. In addition, this value is also stored in the EM. In case that inputs disagree a bit is
randomly picked from the EM and sent to the adjacent check-node a%%n = EM(i), where i denotes a

random EM location.

The VN-processing of the Stochastic decoder with EMs in detailed in Algorithm 2.
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Figure 2.4: Stochastic variable-node processing unit with edge-memory

]

Algorithm 2 Stochastic Decoding with Edge-Memories
o > same as stochastic decoding
Iteration Loop

forallm=1,...,M and n € H(m) do > CN-processing
b,,= XOR (amm/)
n’€H(m)\n
foralln=1,...,N do > VIN-processing
Ly < (py)

for all m € H(n) do

if vm' € H(n)\m: by, =T, then

Amn — Fn

r, — EM
else

am,, = EM(i)

e > same as stochastic decoding
End Iteration Loop

Remark: I', - EM means that the bit I'), is stored in the Edge-Memory and ¢ is a random position in the Edge-
Memory. When a new I',, bit is stored in the EM, bits in the EM are shifted first from left to the right, and then I',,

is stored in the left-most position.

2.4 Error Models for the Faulty Stochastic Decoders

In this section we introduce two error models for the faulty stochastic decoders. In the first model, we
suppose that hardware errors occur only in the edge-memories. In the second error model, the input
stochastic stream generators, the variable-node processing units and the check-node processing units
are also considered to be noisy.

2.4.1 Stochastic decoders with noisy edge-memories

EMs allows rerandomizing the stochastic streams, thus resulting in a significant improvement of the
error correction performance. Despite these benefits, the main concerns regarding their use in practical
applications are their number (equal to the number of edges in the graph) and size (several tens of bits
for each EM). For long codes, the cost — in terms of area or energy consumption — of EMs might be
prohibitive. To address this issue, EMs could be built from low-cost components, by trading reliability
for area or energy savings. Therefore, the objective of the error model presented in this section is to
analyze the impact of unreliable edge-memories on the decoder performance, and to further determine
the level of noise in edge-memories that the stochastic decoder can tolerate.

Consider a faulty EM. Errors can occur in the EM when a bit is written in the memory and when
a bit is read from the memory. Denote w the probability that an error occurs during the writing and
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r the probability that an error occurs during the reading. The output of the EM will be in error if
the selected bit was either written with error or read with error. Note that error during the writing
and during the reading at the same address in the memory will compensate each other. Therefore,
the error probability of the EM output is pem = w(1 —r) + (1 — w)r.

Denote by EM(i) and EM,, () the bit read at address ¢ from the noiseless EM and from the noisy
EM, respectively. The faulty EM is described as follows:

EM(i), with probability 1 — pep,

EMpr(i) - Py . . (2'14)
EM(i), with probability pem,

The stochastic decoder with noisy EMs differs from Algorithm 2 only in the VN-processing step,
as shown below:

for alln=1,...,N do > VN-processing
¢, < IL(py);
if ¢, = by, Vm' € H(n)\m then
Amn = Cp;
c, — EM;
else
A, = EMp,(4);

2.4.2 Full noisy stochastic decoder

In this section we introduce a more general error model for stochastic decoders. We suppose that the
processing units of the stochastic decoder are made of faulty components, except the counter update,
hard decision and syndrome check steps. Note that syndrome check step is not a compulsory since
the maximum number of cycles ensures the termination of the iteration loop.

In order to encompass all possible errors into a minimal number of error probability parameters,
we inject errors at the output of the noisy processing units, as described in the following sections.

Noisy input stochastic stream generator

Recall that the input stochastic stream is generated by II(p,). The noisy input stochastic stream
generator is defined by:

II(p,), with probability 1 — p,
II(p,), with probability p,

II,; (pn) = {

where p, is the error probability of the stochastic stream generator. It follows that IT,.(p,) behaves
like the noiseless II(p(1 — p;) + (1 — p)ps).

Noisy check-node processing unit

Denote C the output of the noiseless check node unit (hence, C = by, ,,, for some (m,n)). The output
of the noisy check node unit, denoted by C,,, is defined by:

C C, with probability 1 — p.
P C, with probability p..

Parameter p, is referred to as the check-node error probability.
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Noisy variable-node processing unit
Denote V the output of the noiseless variable-node unit (hence, V. = a;, ,, for some (m,n)). The
output of the noisy check node unit, denoted by V., is defined by:
v V., with probability 1 — p,
P V, with probability p,
Parameter p, is referred to as the variable-node error probability.

Since each EM is part of a VN-processing unit, this error model also takes into account errors
that occur during access to EMs. Therefore, for this error model, there is no need to use a specific
parameter for the EM error probability.

2.5 Robustness Assessment of Noisy Stochastic Decoders

Density-evolution analysis cannot be performed for stochastic decoders, due to the fact that variable-
to-check node messages are computed as functions of dependent random variables (therefore, the
independence assumption does not hold even in the cycle free case). Precisely, in the VN-processing

step, it can be seen that a,(ﬁ),n is a function of ¢, (bfﬁz w)m!€H(n)\m> and a%}}). But (bffg w)m! €H(n)\m
and a%,_nl) are dependent random variables, since a%,_nl) depends on (b%fi))m/e H(n)\m» and the com-

()

is included in the computation tree of b, ; .

(¢

This dependency between am;ll) and (bff;z w)m'cH(n)\m has not been taken into account in the
density evolution approach proposed in [28], which explains why the obtained threshold values in loc.
cit. are even better than the Shannon limit. The problem remains, and is even compounded, with the
use of edge-memories. Indeed when the inputs of the variable node disagree, the bit extracted from
EMs is one of the values of the variable-node output at a previous non-hold state. The Markov-chain
model for edge-memories proposed in [29] also neglects the dependency relation between messages sent
on the same edge of the graph at different decoding iterations.

putation tree [27] of b

mi,n

Therefore, to study the impact of hardware noise on the error correction capability of faulty
stochastic decoders, Monte-Carlo simulations have been carried out for the (3,6)-regular LDPC code
with length N = 1008 bits, available in [30]. Decoders have been simulated over the BSC. The
following parameters will be used throughout this section:

e channel input probabilities are quantized on g = 8 bits,
e the noise dependent scale factor is u = 0.12,

e all decoders use 48-bit edge-memories,

e the maximum number of decoding cycles is set to 1000.

The performance of the noisy decoders is compared with that of their noiseless version and with
the floating-point BP decoding with maximum number of iterations equals to 100 (which serves as
reference).

2.5.1 Numerical results for the stochastic decoder with noisy EM

Figure 2.5 shows the BER performance of stochastic decoders with noisy edge-memories for five values
of the EM error probability: pe,, € {0.0001,0.005,0.01,0.02,0.05}. The black curve and the blue curve
represent the noiseless Belief Propagation decoder and the noiseless stochastic decoder respectively.
The results show that when p¢,, = 0.0001, the noisy stochastic decoder performs very close the
noiseless decoder. A slight performance degradation can be observed for pe,,, = 0.005, which becomes
more pronounced as the level of noise in EMs increases. However, for 0.005 < pe,, < 0.01, this
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Figure 2.5: BER performance of the stochastic decoder with noisy edge-memories

performance degradation is quite limited, and the noisy stochastic decoder achieves effective error
correction. Hence, we can conclude that the stochastic decoder is inherently robust to noise coming
from EMs.

2.5.2 Numerical results for full noisy stochastic decoder

Figure 2.6 compares the performance of four full-noisy stochastic decoders, the BP decoder (black
curve), and the noiseless stochastic decoder (blue curve). To better understand the impact of each
noisy unit on the decoder error correction capability, the following noisy stochastic decoders have been
simulated.

e A decoder with hardware noise coming only from input stochastic stream generators (p; = 0.01).
e A decoder with hardware noise coming only from check-node processing (p. = 0.01).

e A decoder with hardware noise coming only from variable-node processing (p, = 0.01). Recall
that in this model, the variable-node processing also includes the edge memory.

e A decoder with all the above noisy units (p, = p. = p, = 0.01).

According to the results, the hardware noise coming from stochastic stream generators and check-
node units does not degrade the performance of the decoder, even if the error probability considered
are relatively high. The noise coming from variable node units leads to a perceivable performance
loss. When p, = p. = p, = 0.01, the decoder exhibits the same performance than the decoder with
only p, = 0.01. This proves that noise from variable node units have the most significant impact on
the overall decoder performance. Similar to the case of stochastic decoder with noisy EMs, we remark
that the performance degradation is quite limited, and then conclude that the stochastic decoder is
still very robust, even if all its processing units are noisy.

To determine which value of p, can lead to results close to the noiseless decoder, further simulations
have been carry out with only noisy variable node units and several values of the variable node error
probability (p, € {0.001,0.01,0.05}). Figure 2.7 shows that when p, = 0.001, the noisy stochastic
decoder exhibits the same performance as the noiseless decoder.
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Figure 2.6: BER performance of the full-noisy stochastic decoder
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2.5.3 Comparison between noisy stochastic and MS decoders

It is in general a difficult task to assess the performance of a decoder against another, under noisy
hardware settings, except if they are made of similar hardware components. Although stochastic and
MS decoders are made of dissimilar components, they also share a common component: the circuitry
needed to implement the check-node processing unit within the stochastic decoder is exactly the same
as the one needed to compute the sign of check-to-variable messages within the MS decoder.

We consider the MS decoder described in [18] with noiseless adder and comparator, but noisy
XOR-operator (used only to compute the sign of check-to-variable messages), with error probability
Pxor = 0.004. For check-nodes of degree d. = 6, the corresponding error probability on the sign of
check-to-variable messages is given (1 — (1 — pyor)®~!)/2 ~ 0.01. Therefore, we also consider the
stochastic decoder with noisy check-node processing unit, with error probability p. = 0.01.
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The comparison between the error-correction performance of the stochastic decoder with p, = 0.01
and MS decoder with pyor = 0.004 is shown in Figure 2.8. For comparison purposes, Figure 2.8
also shows the error-correction performance of the SCMS decoder with pyo, = 0.004, and full-noisy
stochastic decoder with p, = p, = p. = 0.01.

It can be seen that the noisy MS decoder is largely outperformed by the two noisy versions of the
stochastic decoder. We can therefore conclude the stochastic decoder is more robust to noisy hardware
than the MS decoder, particularly since that all the processing units of the full-noisy stochastic decoder
are faulty, while for the MS-decoder only the XOR-operator is considered to be noisy.

It can also be seen that the noisy SCMS outperforms the two noisy versions of the stochastic
decoder. However this doesn’t allow drawing clear conclusions, since the SCMS decoder has an
advantage in that only the XOR-operator is considered to be noisy.
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Figure 2.8: Comparison between noisy stochastic and MS decoders

2.6 Conclusion

In this chapter we investigated the performance of stochastic decoders in presence of hardware noise.
We proposed error models for different processing units, and investigated two noisy versions of the
stochastic decoder: stochastic decoder with noisy edge memories and full-noisy stochastic decoders.
Due to the random nature of stochastic computation, stochastic decoders proved to be inherently
robust to hardware noise, including noise coming from edge-memories. This is an important result,
since the cost of EMs — in terms of area or energy consumption — might be prohibitive in practical
implementations. Our result shows that EMs need not be reliable, and thus could be built from
low-cost components, so as to trade reliability for area or energy savings. The performance of the
noisy stochastic decoder has been also assessed against that of the noisy MS decoder, and we showed
that the stochastic decoder presents an increased robustness to hardware errors compared to the MS
decoder.
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Chapter 3

Fault-Tolerant Probabilistic
Gradient-Descent Bit Flipping Decoder

Abstract: We propose a gradient descent type bit flipping algorithm for decoding low density parity
check codes on the binary symmetric channel. Randomness introduced in the bit flipping rule makes
this class of decoders not only superior to other decoding algorithms of this type, but also robust to
logic-gate failures. We report a surprising discovery that for a broad range of gate failure proba-
bility our decoders actually benefit from faults in logic gates which serve as an inherent source of
randomness and help the decoding algorithm to escape from local minima associated with trapping
sets.

Work presented in this Chapter has been published in O.-A. Rasheed, P. Ivanis, and B. Vasic, “Fault-
Tolerant Probabilistic Gradient-Descent Bit Flipping Decoders”, IEEE Communications Letters, vol.
18, no. 9, pp. 1487 - 1490, September 2014 [P4]

3.1 Introduction

It is now widely accepted that design of low-energy consumption Very Large Scale Integration (VLSI)
systems must incorporate the fact that due to lower supply voltages and variations in the technological
process, emerging nano-scale devices are inherently unreliable [31]. The reliable storage of data in a
memory built of unreliable logic gates with transient failures can be achieved by employing low density
parity check (LDPC) codes and simple bit-flipping (BF) decoding [8]. Density evolution of the sum-
product algorithm (SPA) by Varshney [10], min-sum algorithm [15], FAID algorithm by Huang et
al. [11] and Gallager B algorithm [11,12] demonstrate robustness of these more complex decoding
algorithms.

However, when only bit hard decisions are available, the decoder must rely on the BF or Gallager
A /B algorithms. Since the performance of the BF decoder is typically inferior when compared to the
Gallager-B algorithm it is of importance to try to close this gap by using more powerful variants of
the BF decoder yet simpler than Gallager A/B algorithms. Although the previous results suggest a
possibility that these decoders might be robust in the presence of gate failures, no analysis exists in
the literature to prove or disprove this belief.

In this letter we consider fault-tolerant BF on the binary symmetric channel (BSC). The decoder
we present is inspired by two decoders: Wadayama’s Gradient Descent Bit Flipping (GDBF) [32] and
Miladinovic and Fossorier’s Probabilistic Bit Flipping (PBF) [33]. The GDBF was designed for the
Additive White Gaussian Noise (AWGN) channel and shown to provide good balance between steady
convergence and decoding speed. Inserting noise in all variable nodes in every particular iteration, as
a means of improving the GDBF on the AWGN channel was proposed by Sundararajan et al. [34],
and termed the noisy GDBF (NGDBF).

In PBF, code bits with a number of unsatisfied check sums larger than a fixed threshold are flipped
with some probability, which is adapted throughout the iterations. By combining the ideas of [32]
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and [33] with some critical improvements following from our intuition on fault-tolerant decoders, we
design a hard decision decoder, which we call the Probabilistic GDBF (PGDBF) decoder, resilient to
logic gate failures.

3.2 Preliminaries

Let G denote the Tanner graph of an (N, K') binary LDPC code C of rate R = K/N, which consists
of the set of N variable nodes V' and the set of M check nodes C. The parity check matrix H is the
bi-adjacency matrix of G. Two nodes in G are neighbors if there is an edge between them. The degree
of a node v is the number of its neighbors and is denoted as d,. Graph G is said to be variable-regular
if all variable nodes in V' have the same degree. The degree of a check node ¢ is denoted d., and
check-regular codes are defined analogously. The sets of neighbors of nodes v and ¢ are denoted as N,
and N, respectively.

Let x = (x1,x2,...,zN) denote a codeword of C that is transmitted over a BSC with crossover
probability a, where x, denotes the value of the bit associated with variable node v and let the vector
received by a decoder from the BSC be y = {y1,v2,...,yn}. € = (e1,ea,...,en) denotes the error
pattern introduced by the BSC such that y = x @ e, and @ is the component-wise modulo-two sum.

We consider iterative decoders which at the (-th iteration (¢ € [0, L], where L is the maximal
number of iterations) produce the estimated codeword %) as an output. The GDBF algorithm is
based on the calculation of the inverse function, defined as [32, Eqn. (6)]

AP ) =xPno+ > T 10, (3.1)

CEN’U UENG

where 7 = (—1)¥ and x(© = (=1)*" denote the “bipolar” versions of y and %(). The estimate of a
variable node v is initialized as X( ) — = 1y, and in the [-th iteration, the values Az(,e) are calculated for
all variable nodes v, and (in single-bit flipping mode of GDBF [32]) only the symbols with minimum

value of the inverse function are inverted to obtain Xi”“.

3.3 GDBF Decoding Algorithm For BSC

The original GDBF was designed for the additive white Gaussian noise (AWGN) channel, where n are
real valued vectors. To adapt it to the BSC, we first rewrite the polar-based inverse function in binary
form. Since X&‘) =1- 21?1(,6) and n, = 1 — 2y,, by using modulo-2 arithmetic, the inverse function can
be simplified into

Az y)=2-2@0oy)+d -2 P 2y (3.2)

CGN’U UeNc

For d,-variable-regular codes, the above expression is minimized by maximization of the following

modified inverse function
My =P @y + > Pl (3.3)
cENy ueEN,

Let b be the largest value of the modified inverse function at the /-th iteration, i.e., b =

maX(Aq(f)(fc, y)). If the flipping decision was wrong, the “flip messages” would propagate through the
slfort cycles in GG. To minimize this effect, it is reasonable to flip a small number of bits per iteration.
In the case of the AWGN channel, this typically results in flipping of one bit per iteration (with
minimum value of Aq(f) (x,m)). In the BSC the range of the modified inverse function is restricted
to the set of integer values [0, d, + 1], and usually more than one variable node satisfies the relation
Aq(f) (x,y) = b®), which has a negative impact on the algorithm convergence. On the other hand, as
we show in the next section, the restrictions of the range of Agf) makes BSC version of GDBF decoder
much less sensitive to logic gate failures in the decoder.
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3.4 Fault-Tolerant PGDBF Decoder For BSC

In this section, we define formally the PGDBF decoder, and suggest a possible implementation in
faulty hardware. According to Eqn. (3.3), for a (d,, d.)-regular code it is necessary to calculate the
parities in the neighboring check nodes, by using d.-input exclusive or (XOR) gates. An additional
two-input XOR gate is required to check if the v-th bit of the current estimate is the same as the
bit initially estimated from the channel. The value of Ag) (X,y) is equal to the number of non-zero
outputs of the XOR gates. Combinational logic at the variable nodes is based on a set of majority logic
(MAJ) gates, each having d, + 1 inputs and adaptable threshold. The output of the v-th MAJ gate
in the ¢-th iteration is non-zero only if the modified inverse function value is equal to the threshold
value b(®). This threshold is the same for every variable node.

The new decoder is given in Algorithm 3, and Fig. 3.1 shows the hardware structure of a cor-
responding variable node processor. The main novelty we propose is the following. In the GDBF
decoder for BSC Ag) = b¥) was a sufficient condition for flipping, and the refreshed estimation is

calculated as ii“l) =1&¢ :zq(f) if Aq(f) (x,y) = b and :f:g,“l) = @(,Z) if AS,E) (x,y) < b Tt is stored

in the register inside the decoder, and used for calculation of AS,KH)()A(, y). In our algorithm, even if

AP = 5O the observed bit &, will not be flipped automatically - instead it will be flipped with a
predefined probability p. In Algorithm 3 this is done by multiplying the flipping decision with the
Bernoulli B(1,) random variable R,. As we show in the next section, this modification is critical for
ensuring the resilience to gate failures. In hardware, it can be realized by adding to each variable node
processor one AND gate and a generator of Bernoulli random variables R, with Pr(R, =1) = p.

Algorithm 3 Probabilistic GDBF Algorithm
Input: y
VoeV: 290« y,
s0 2O fT (Vee C: SEO) — EBuGNC ;f:&o))
=0
while s() £ 0 and ¢ < L do
Vv € V: Compute AP (x,y))
b0 max(A (%,y)))
v=1 °
while v < N do
if AYY(%,y) =0 then
i« Ry @2
else

~(€+1
3+

vv+1
gt+1) . e+ gT
l+—Cl+1
Output: %

— @(}2)
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Figure 3.1: Illustration of the variable node processing unit, operations performed in the ¢-th iteration.
The randomness in the v-th variable node is modeled by adding a Bernoulli random variable €44,
and flipping the output of the c-th XOR is modeled by adding Bernoulli random variable e p .

The threshold ) may be initialized to the maximum value (d, + 1), and decremented in those
iterations when all MAJ gate outputs are zero. When the output of at least one MAJ gate is not equal
to zero, the threshold is set to b() = maX(ASJZ) (%,¥)). The PGDBEF results in a low complexity decoder

v

that can be realized by using only XOR and MAJ logic gates, while the NGDBF decoder requires
real-valued operations both for the inverse function calculation and for processing the AWGN samples
inserted in variable nodes [34]. Moreover, in the NGDBF the threshold is adapted separately for every
node, while in the PGDBF the threshold is the same for all variable nodes during the iteration.

3.5 Frame Error Rate Performance Analysis in the Presence of
Hardware Failures

To assess the performance of the proposed decoding algorithm, we consider the canonical transient
von-Neumann logic gate failure mechanism in which the failures in different gates and different time
instants are independent and identically distributed. The failures manifest themselves as random
bit flips at the gate outputs. All XOR gates have faulty probability Pg, failures in the MAJ gates
occur with probability P47, and the probability that a bit written in a register inside the decoder
is incorrectly reconstructed is Pr. Computation of all other quantities is performed with perfect
hardware.

The probability of flipping the output of a d.-input XOR. depends on the reliability of the memory
cells connected to the gate inputs and the failure probability of the gate itself. Therefore, their
combined effect can be modeled by flipping the output of the XOR gate with probability Pg p, which
is obtained by using [12, Eqn. (3)] and given by

11— (1-2Pg)%

14 (1 — 2Pg)%
SR = 5 (1-Pg)+

2
In the above expression, g. corresponds to the number of inputs of the XOR gate connected with the
register (go = 2 for the gate that calculates :Egé) @ Yy, and q. = d, for parity check gates). The net
result of this transformation is that Pg p defines the probability of failure in the c-th check node, while
Pyray corresponds to the variable nodes.

Now we present the numerical results of Monte Carlo simulations for a girth-8 regular codes with
d, = 3. For a given crossover probability of BSC, «, and the failure probabilities Py r, Prras, the
frame error rate (FER) of the faulty PGDBF decoder is estimated and compared with the existing
decoders.

Ps. (3.4)
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Figure 3.2: FER performance comparison for the (155, 64) Tanner code, perfect: Pyra; =0, Py g =0,
faulty: Pyay = 1073, Py r= 102.
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Figure 3.3: Impact of the parameter p on PGDBF optimized for the BSC realized in faulty hardware.
The plot is for the (155,64) Tanner code, a = 4 x 1073, a = 1072 and L = 100.

In Fig. 3.2, the FER performance of the (155,64) Tanner code is presented for the maximum
number of decoding iterations L = 100. The results are presented for the BF, PBF and GDBF
algorithms. In the case of non-faulty hardware in the decoder, GDBF algorithm results in lower FER
values compared to the BF and PBF algorithms. As expected, the performances of faulty BF and PBF
decoders are significantly degraded. For the case when Pg r = 1072, Pyray = 1073, the performance
of the two are approximately the same. On the other hand, for the same failure rates, performance of
the GDBF are improved compared to the non-faulty decoder case! This surprising effect is related to
the finite set of possible values of Az(,g) (X,¥). In such a case, the hardware failures can change its values
in different variable nodes and the decoder could escape from a trapping set, as will be explained in
Fig. 3.4. Therefore, the first goal is to optimize the parameter p in PGDBF to reduce the FER values
for a wider range of the failure rates.

Fig. 3.3 shows the FER for the same code and fixed «, for various values of the parameter p.
Numerical results are presented for the non-faulty case as well as for the case when Pg p = 2 x 1072
and Pyra; = 0 or Pyras = 2 x 1073, In the non-faulty case it can be observed that the PGDBF
decoder has the best performance for p = 0.7 while the best performances for the faulty case are

46



Figure 3.4: Error patterns: (a) £ = 1, GDBF; (b) ¢ = 2, non-faulty GDBF; (c) ¢ = 2, faulty GBDF /
non-faulty PGBDF.

obtained for p ~ 0.9. The optimal value of parameter p does not depend significantly on the BSC
crossover probability, in contrast to NGDBF where the variance of the noise inserted to the variable
nodes has to be approximately equal to the variance of the noise in the channel. For the case of perfect
(reliable) logic gates, the PGDBEF significantly reduces the FER compared to the GDBF (where p = 1).
We have verified by simulation that the PGDBF decoder is almost insensitive to the logic gate failures
in the range Py r < 3 x 1072 and Ppray < 3 x 1073 for p = 0.7.

In Fig. 3.4 we present one motivating example based on an error pattern for a girth-8 code with
d, = 3, known to be uncorrectable by using the parallel BF algorithm, as it corresponds to a trapping
set [35]. Fig. 3.4(a) illustrates this error pattern, where variable nodes are denoted by circles, the
check nodes with squares, where the full markers correspond to binary one and empty to binary zero.
The variable nodes marked with the dashed circles have maximum value Al(,l) = 2 and these nodes are
flipped in the GDBF algorithm. In the second iteration, shown in Fig. 3.4(b), we obtain A£,2) =4 for
the same symbol nodes as in the previous iteration, and further convergence is not possible. However,
if v1 is flipped before the second iteration of the GDBF algorithm, due to a hardware failure, we obtain
the pattern in Fig. 3.4(c) and decoding is successful after one additional iteration.

A similar effect can be observed even in the perfect decoder, if we intentionally avoid the flipping
of one bit that satisfies the necessary condition. Although four variable nodes in Fig. 3.4(a) satisfy
it, due to the probabilistic nature of the algorithm, only v, v3 and v4 can be actually flipped and the
second iteration of non-faulty PGDBF is illustrated in Fig. 3.4(c). In such a case, the probabilistic
approach results in the same effect as the hardware failure that inverts one of the variable bits inside
the trapping set. If p = 3/4 three out of four bits inside the length-8 cycle from the above example
should be flipped on average, and if failures are present in the logic gates the value of the parameter
p can be increased. Although the exact analysis is nontrivial, this seems to be a good explanation
for the results shown in Fig. 3.3. In contrast to the PBF [33], the value of p is constant during the
iterations and it is large enough so the decoding process is not slowed down significantly.

In Fig. 3.5 we present the FER performances for a (732,551) quasi-cyclic (QC) code [35]. In the
presence of failures in the decoder, the performance is degraded for the PBF and Gallager-B decoders,
but is improved for the GDBF (p = 1). For the case of PGDBF with p = 0.8, the performances are
approximately the same for the faulty and non-faulty cases. Further simulations indicate that PGDBF
has approximately the same performance if Pyya; < 1/(2N) and Py r < 5/N.

3.6 Conclusion

By combining the ideas of GDBF and PBF, we have designed a hard decision decoder resilient to
logic gate failures. In our approach, the probabilistic flipping is applied only to the variable nodes
that satisfy a necessary condition for flipping. The corresponding flipping probability is fixed during
iterations, the tuning of the parameters is simpler compared to previously proposed algorithms, and
results in a minor increase of the decoding latency. Furthermore, we have shown that the proposed
decoder not only has large immunity to gate failures but, surprisingly, can utilize the hardware failures
to improve the decoding performance. We have considered some example QC LDPC codes and shown
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Figure 3.5: FER for PGDBF algorithm, BSC, QC(732,551), L = 100, perfect: Pyyas =0, Py r = 0,
faulty: Ppjag =2 x 1074, Py p =2 x 1073

that the proposed algorithm is insensitive to hardware unreliability for a wide range of failure rates in
combinational logic and memory cells in the decoder.
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Chapter 4

Efficient Realization Of Probabilistic
Gradient Descent Bit Flipping
Decoders

Abstract: In this chapter, several implementations of the PGDBF decoder introduced in Chapter 3.
In Chapter 3, we have shown that using randomness in bit-flipping decoders can greatly improve the
error correction performance. In this chapter, two models of random generators are proposed and
compared through hardware implementation and performance simulation. A conventional implemen-
tation of the random generator through LFSR as a first design, and a new approach using binary
sequences that are produced by the LDPC decoder, named IVRG, as second design. We show that both
implementation of the PGDBF improve greatly the error correction performance, while maintaining
the same large throughtput. However, the performance gain requires a large hardware overhead in the
case of LFSR-PGDBF, while the overhead is limited to only 10% in the case of the IVRG-PGDBF.

Work presented in this Chapter has been submitted to publication in K. Le, D. Declercq, C. Spagnol,
E. Popovici, P. Ivanis, and B. Vasic, “Efficient Realization of Probabilistic Gradient Descent Bit
Flipping Decoders”, IEEE International Conference on Electronics Circuits and Systems (ISCAS),
Lisbon, Portugal, May 2015 (submitted) [P9]

4.1 Introduction

Low-Density Parity-Check (LDPC) codes have been intensively studied in the past several years due
to their excellent performance under iterative decoding. Their practical iterative decoders vary from
Belief Propagation (BP) [36] which offers the best error correction performance, but at the cost of inten-
sive computation, to simple hard-decision algorithms such as Bit-Flipping (BF) decoders [37][38][33].
All iterative LDPC decoders share the same general concept of passing the information between Vari-
able Nodes (VNs) and Check Nodes (CNs). The difference between BP-based decoders and BF-based
decoders lies in the computation of iteratively passed messages. Due to their simple computation
units, BF algorithms significantly reduce the hardware resources needed for implementation. The
drawback of this simplification is a non-negligible performance loss compared to BP and its variants
Min-Sum (MS), normalized MS [32]. As a consequence, many generalization of BF algorithms have
been proposed, with the objective of reducing the performance loss while keeping the hardware com-
plexity low as in weighted BF (WBF) [37], modified weighted BF (MWBF) [38], Gradient-Descent
BF [32] algorithms.

Gradient Descent Bit Flipping (GDBF) algorithm for binary LDPC decoders have been first proposed
by Wadayama et al [32]. This algorithm is derived from gradient descent formulation and its principle
consists in finding the best suitable bit (or group of bits) to be flipped in the VN processing in order
to maximize a pre-defined objective function. GDBF algorithm shows error correction performance
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far better than other BF variants and very close to normalized MS algorithm [32]. Inspired by GDBF
algorithm and the Probabilistic BF algorithm in [33], Chapter 3 proposed another variant of GDBF
called Probabilistic GDBF (PGDBF) which has even better performance than the original GDBF. In-
stead of flipping all bits satisfying the gradient descent condition, PGDBF takes the flipping decision
in a probabilistic manner. The results of Chapter 3 show that the randomness introduced in PGDBF
makes this decoder superior to other BF decoding algorithms.

The performance improvement of PGDBF comes at the cost of extra hardware resources, since
hardware-exhausted random generators blocks have to be implemented, for each and every VNs units.
In this chapter, we present two different hardware implementations of probabilistic GDBF with a study
of their trade-offs in term of performance versus hardware resource required. A comparison with the
non-probabilistic GDBF decoder is also presented. The basic difference of the two proposed PGDBF
realizations comes from the implementation methods of random binary sequence generators. The first
method is conventional, and makes use of linear feedback shift register (LFSR) with a modification
in using different length of registers. The second method, called Intrinsic-Value Random Generator
(IVRG), uses the value of Check Node (CN) units and interprets these values as a random source of
bits. In IVRG, a function G is designed to obtain, from the CN outputs, random binary sequences
with a controlled probability distribution. This method, to the best of our knowledge, is original and
has not been proposed in the literature. By using the intrinsic values which are already generated
by the existing hardware block of the GDBF decoder, the IVRG-PGDBF significantly reduces the
hardware resource needed.

The chapter is organized as follows. In section 4.2, general notations on LDPC codes and decoders
are recalled and a short description of the PGDBF is made. We also highlight the main difference
between the probabilistic GDBF and non-probabilistic GDBF which motivates the requirements of
binary random generators in the hardware implementation. In section 4.3, the two methods for
the hardware design of the random generators are presented. In section 4.4, our proposed global
architecture of the PGDBF is presented and synthesis results are produced, for different cases of
the random generator use. Additionally to our IVRG-PGDBF model, we also consider the case of a
partial use of random generators in the LFSR-PGDBF approach, in which the random generators are
applied to only part of the VN units. Finally, in section 4.5, we plot simulation results of the two
PGDBF decoders implementation, and discuss the trade-off between error correction performance and
hardware complexity. It is in particular shown that with only 9.7% of slice registers and 12.1% of
slice LUTs overhead compared to the non-probabilistic PGDBF, the IVRG-PGDBF has performance
results approaching the Min-Sum decoder.

4.2 Probabilistic Gradient Descent Bit flipping

An LDPC code is defined by a sparse parity-check matrix H with size (M,N), where N > M. A
code word is a vector X = (r1,72,...xy) € {0,1}"V which satisfies H.x = 0. We denote by y =
{y1,vy2,...,yn} € {0,1}" the output of a binary symmetric channel (BSC), in which the bits of the
transmitted codeword x have been flipped with crossover probability «. The decoders presented in
this chapter are dedicated to BSC channel. Let A, denotes the set of CNs connected to the VN v,
with connexion degree d,. Let also define NV, as the set of VNs connected to the CN ¢, with connexion
degree d..

In BF decoders, the value of variable nodes can change over the iterations, and we denote in this
chapter by :%5,4) the value of the variable node v at the ¢-th iteration. We correspondly denote by 5££)
the value of the parity check c at iteration .

The CN calculation in BF algorithms is defined by checking whether the parity check is satisfied or

not. It can be written as: 6% = D :sz’l), (6P is the bit-wise Exclusive-OR operation). In the case
’UENC
of gradient descent BF algorithms, a function called inversion function, is defined for each VN unit,

and used to evaluate whether the value 5&1(,6) should be flipped or not.

The original GDBF is designed for the Additive White Gaussian Noise (AWGN) channel. In GDBF
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[32], only the VN having the smallest inversion function’s value will be flipped, and sent for the next
iteration. In Chapter 3, we introduced an inversion function to apply GDBF algorithm for the Binary
Symmetric Channel (BSC). The inversion function for the BSC is given by

AP(xy) =220 ) +dy—2 > 8. (4.1)
CGNU
It can be modified as
AIxy) =2 @y + > o, (4.2)
CGN'U

The bits having the maximum value of Aq(}g) in (4.2) are flipped.

In Chapter 3, the inversion function’s value is an integer and varies from 0 to d, + 1. Due to

the integer representation of inversion function, many bits can be flipped in one iteration. This fact
may induce a negative impact to the convergence of the algorithm as the analysis of Chapter 3 shows.
To avoid this effect, the PGDBF has been proposed with the idea that, instead of flipping all the
bits with maximum inversion function value, only a random fraction of those bits are flipped. The
random fraction is fixed by a pre-defined probability pq(,z), which could be different for each VN and
each iteration. In this work, we restrict ourself in keeping pg) constant for all iteration and all VNs
(denoted as p hereafter). The details of the PGDBF are explained in Algorithm 3 in Chapter 3.
For the hardware implementation, it can be seen that the non-probabilistic GDBF and PGDBF have
the same structure for the CN units and for the maximum-finder. The maximum-finder is in charge
of finding the maximum value of inversion functions. In this work, we follow the conventional method
which uses the binary comparator tree to implement the maximum-finder. In VN units of PGDBF,
extra blocks which generates sequences of random bits, denoted as Rq(,g) in Algorithm 3, are needed.
Those blocks are the main difference between PGDBF and non-probabilistic GDBF and are required
in order to improve the error correction performance. In Chapter 3, it is also shown that the optimum
probability mass function for the random binary sequence is p = 0.9. Two solutions for the analysis
and design of random generators having a fixed value of p are presented in the next section.

4.3 Analysis and design of random binary generators

4.3.1 LFSR random generator

The first design that we study is based on linear feedback shift registers, with controlled probability of
getting zero or ones, that we consider for inclusion is each instantiated VNU. The generic architecture
for the random binary sequence generator is not presented here, but is briefly described thereafter. We
make use of LFSR with maximum length feedback polynomial to generate an integer number, and the
generated number is compared with a threshold to decide if the new bit in the random sequence should
be a 0 (higher than threshold) or 1 (lower than threshold). Two aspects are of interest when designing
a variable threshold random binary sequence generator, first the period of the random sequence,
second the granularity with which the threshold can be programmed. In the proposed architecture
the period depends on the length of the LFSRs and the granularity from the number of LFSRs (i.e.
bits) implemented. The chosen parameters guarantee a granularity of 278. Moreover, having different
length for each LFSR ensures a higher period than the period of the longest LFSR. In particular the
least common multiple of all the periods lem([2! — 1]) with [ € {3...10} is around 17 billions, which
ensures that the binary sequence will appear random to the decoding process. Having different length
LFSRs also reduces the total number of register required.

4.3.2 Intrinsic-value random generator

An alternative solution is presented in this section that reduces the cost of generating random binary
sequences by means of subtituting all local RBSGs (one per VNU) with a global one. We name this
new method intrinsic-value random generator (IVRG), which makes use of the value of the CNs inside
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decoder as its inputs. In an LDPC iterative decoder, the values of the CNs depend both on the BSC
crossover probability of «, the degree of check nodes d. and the iteration number. Typically, the
number of CN which are unsatisfied (value '1’) is large during the first iterations, while it becomes

smaller as the iteration number increases. We denote by p(5£e) = 1) = F(a, k,d.) the probability that
a CN is unsatisfied, as a function of the three mentioned parameters.

In this chapter, we will use only the CN values produced at the first iteration ¢/ = 1 in order to
generate sequences of random bits. At the first iteration, the probability mass function is given by
p(éﬁl) =1)=F(a,1,d.) = 3 — (1—2a)%. Figure 4.1 shows the probability p(é( ) = = 1) versus o when
the CN degree d, changes In order to control the random generator probability p, we propose to use
a function G of the CN values G(5(1), 5((:(2)), .),cl,e2,... € [1, M] that controls the desired probability
p. We briefly describe the function G in the following.

Let .1 and 6.2 be two binary random variables with p(d. = 1) = p(de2 1) = ¢/, it can be proved
that p(dcg OR 62 = 1) = 2p/ +p’2 > p' and p(6c AND 60 = 1) = p? < p’. More specifically,
P01 = 1) = p(dea = 1) = p' = 53— 1(1 = 2a)%, p(6a1 ® b2 = 1) = § — 3(1 — 2a)?. Using
these transformations of probabihty, and a function G implemented as descrlbed in figure 4.2, we
can transform the CN output sequence into a longer binary pseudo-random sequence with a desired
probability p. The CNs values at first iteration are stored in the chain of Flip-Flops and are cyclically
shifted at each iteration and assigned to be the inputs of the input-selectable-OR gates through an
interconnexion network in order to ensure randomness of the output sequence. The value of crossover
probability triggers the selectable-OR gates, in order to control the value of p. The more precision is
put on «, the finer is the control on p, but at the cost of larger hardware resource.

This IVRG has been realized and verified, for the case of a that triggers the IVRG output stored on
2 bits. As a result, in running time of the PGDBF decoder, the probability of the IVRG output is
not exactely tuned along the iterations and varies around the target value 0.88 < p < 0.92.
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Figure 4.1: Statistics of the CN values as a function of the BSC crossover probability.
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Figure 4.2: Architecture of Intrinsic-valued Random Generator
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4.4 Global architecture of Probabilistic GDBF

The top level architecture of the decoder is presented in Figure 4.3. This architecture differs from
the generic LDPC decoder architecture in several aspects. First, the presence of a global block that
takes inputs from all VNUs (the A,) and computes the maximum, and second the presence of binary
random generators. The LFSR approach can be seen as a distributed random generator due to the
fact that it is implemented inside every VN unit.

The complexity of the interconnection network depends on the type and size of LDPC code used as
well as the chosen level of parallelism. These aspects have been widely discussed in the literature [39]
and are not discussed here. Implementation of the RG have been discussed in the section 4.3.
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Figure 4.3: Global architecture of PGDBF compared to the original GDBF

We have made the synthesis of the different solutions for the case of a small LDPC code that

has been proposed in the literature [40]: a regular, quasi-cyclic LDPC code with regular connexion
degrees d, = 3 and d. = 5, with codeword length N = 155, called the Tanner code. Table 4.1 shows
the hardware resources needed to implement the two different PGDBF structures. As benchmarks,
the resources for the non-probabilistic GDBF and 6 bits Min-Sum decoder are shown as well. The
maximum frequency and the estimated throughput have been obtained from an implementation using
FPGA Xilinx virtex 6 of 40nm technology, after place and route. For the throughput calculation, we
use the following definition: Throughput = fmaz * N/(Laver * S) where fraz, Laver, S are respectively
the maximum frequency, the average iteration number and the number of clock cycles needed for one
iteration. We obtained S = 1 for the PGDBF algorithms and S = 10 for the offset Min-Sum.
The IVRG-PGDBF needs an additional 92 1-bit registers (9.7% overhead) compared to the non-
probabilistic while the LFSR-PGDBF needs 8215 1-bit registers overhead (868.4% overhead). This
large overhead emphasize the advantage of IVRG over LFSR in terms of implementation. Compar-
ing the Slice LUTs required, the IVRG-PGDBF requires 261 more slices than the non-probabilistic
(12.1%) and this number for LFSR-PGDBF is 1394 (64.8%). The extra complexity brought by the
RG implementation has moreover a negligible impact on the obtained throughput (less than 2%) in
all PGDBF impementations. We can also see that the offset min-sum decoder is far more complex
than the BF type decoders, and cannot compete in terms of decoding speed.

In order to reduce the hardware resources used in the LFSR-PGDBF we propose to apply the
RG only in a subset of the VN, and not everywhere. The reason for this study is that putting RGs
in all the variable units might not be necessary in order to obtain good decoding results, especially
in the case of Quasi-cyclic LDPC codes. We report in table 4.2 the synthesis results for different
fractions of VNs using LSFR-RG, from 0% (non-probabilistic) to 100%. As expected, the complexity
in registers and slices grows linearly with the number of LSFR-RG considered. Even with only 20%
of VNs incorporating the LSFR-RG, the complexity is larger than the one of the IVRG approach (see
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Table 4.1: Hardware and throughput estimation for PGDBF with different RG implementations and
for offset Min-Sum

1-bit Register || Slice LUTSs || Fiae (MHz) || Throughput (Mbps)
Non-Probabilistic GDBF 946 2151 132.721 4114.3
PGDBF with IVRG 1038 2412 132.721 4114.3
PGDBF with LFSR 9161 3545 135.56 4202.36
offset min-sum (6 bits) 13694 15350 237.185 197.5

table 4.1). The performance results of these different cases are reported in the next section.

Table 4.2: Hardware and throughput estimation for PGDBF with different number of LFSR in PGDBF

1-bit Register || Slice LUTs || Finee (MHz) || Throughput (Mbps)
Non-Probabilistic GDBF 946 2151 132.721 4114.3
PGDBF with LFSR in 20% VNs 2589 2429 133.886 4150.466
PGDBF with LFSR in 40% VNs 4232 2708 134.426 4167.206
PGDBF with LFSR in 60% VNs 5875 2987 132.117 4095.627
PGDBF with LFSR in 80% VNs 7518 3266 134.21 4160.51
PGDBF with LFSR in 100% VNs 9161 3545 135.56 4202.36

4.5 Numerical results

Figure 4.4 shows the frame error rate of the PGDBF algorithms and non-probabilistic GDBF as a
function of the channel crossover probability. The two solutions proposed in this chapter for PGDBF
algorithms produces a significant gain in performance comparing to non-probabilistic GDBF. The
IVRG-PGDBF shows a performance loss in the error floor region (flattening) compared to the LFSR-
PGDBF. However, the performance in the waterfall region are strictly similar. This performance
loss in the error floor could come from the correlation induced by the imprecise random generation
implemented with IVRG. We will continue the characterization of the IVRG approach in future works.
We can also notice that the partial use of LFSR (20%) is not sufficient to obtain good results. As
a conclusion the IVRG-PGDBF appears as the best performance vs. complexity trade-off for the
implementation of the PGDBF decoder. As expected, hard decision decoder are still far from soft-
decision ones (min-sum), as can be seen in figure 4.4.

4.6 Conclusion

In this chapter, several implementations of the PGDBF decoder for LDPC codes have been proposed.
A conventional implementation of the random generator through LFSR as a first design, and a new
approach using binary sequences that are produced by the LDPC decoder, named IVRG, as second
design. We showed that both implementation of the PGDBF improve greatly the error correction
performance compared to the non-probabilistic version, while maintaining the same large throughtput.
However, the performance gain requires a large hardware overhead in the case of LFSR-PGDBF, while
the overhead is limited to only 10% in the case of the IVRG-PGDBF, which appears then as a promising
solution for very high throughtput application.
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Chapter 5

Faulty Encoding of Low Density Parity
Check Codes

Abstract: In the standard non-faulty framework, several encoding solutions and code constructions
have been proposed in order to reduce the encoding complexity [41-43]. In this chapter, we review the
encoding solutions and code structures proposed in [41-43] and analyze their robustness to hardware
errors. We then eliminate the clearly non-robust encoding solutions and evaluate the performance of
the remaining solutions with Monte-Carlo simulations.

5.1 Introduction

Until now, we have focused on the performance of LDPC decoders on faulty hardware. In the previous
chapters, we have analyzed the performance of FAIDs, stochastic, and PGDBF decoders on faulty
hardware, and we have designed robust LDPC decoders. In this chapter, we investigate the robustness
of the LDPC encoding part.

When the hardware is assumed perfect, many efforts have been made for the design of low complex-
ity encoders. Richardson and Urbanke [41] propose a method for the construction of low complexity
encoders from any LDPC parity check matrix. Li et al [44] also propose low complexity encoder
architectures for Quasi-Cyclic (QC) codes. On the other hand, Zig-Zag codes [42], Irregular Repeat
Accumulate (IRA) codes [45], and Low Density Generator Matrix (LDGM) codes [43] are particular
code constructions that guarantee low encoding complexity.

When the hardware is faulty, the question that comes is on the robustness of the former encoding
solutions to noise introduce by the hardware. This problem has not been studied much so far, and to
the best of our knowledge, [46] is the only work considering noisy LDPC encoding. In [46], Hachem
et al considered a noiseless transmission channel and determined the number of encoding errors that
can be tolerated such that the original codeword can be recovered by a perfect decoder. However, [46]
only considers systematic encoding and does not analyze the other existing encoding solution.

In this chapter, we want to evaluate the robustness of existing encoding solutions [41-45] to hard-
ware errors. We also want to determine whether it is possible to construct robust LDPC encoders. To
this aim, Section 5.2 introduces the statistical model we consider for the hardware errors. Section 5.3
reviews the encoding solutions proposed in [41-45] and analyze their robustness to hardware errors. To
finish, Section 5.4 eliminates the clearly non-robust encoding solutions and evaluates the performance
of the remaining encoding solutions with Monte-Carlo simulations.

5.2 LDPC Codes and Encoding Error Models

In this section, after introducing notations for LDPC encoders and decoders, we present the error
model we consider for the faulty hardware.

o6



5.2.1 Notations

Denote by G the binary generator matrix of size n x (n — m) of an LDPC code. Denote u =
[u1, ..., U(n—m)] the information sequence of length (n —m). The codeword x = [z1,...,7,] € {0,1}"
can be constructed from u and G as

x = Gu. (5.1)

Denote by H the parity check matrix of size n x m of the code. If x is a codeword, it verifies
HTx =o0. (5.2)
Equations (5.1) and (5.2) lead to the conditions H'Gu = 0 and
H'G = [0]x (n—m) (5.3)

where [0],,x (n—m) is the matrix full of zeros of size m x (n —m).

Usually, for the construction of LDPC codes with good decoding performance, the effort is on the
design of the parity check matrix H which is used at the decoder, see e.g, [47,48] . Once the parity check
matrix H is obtained, the corresponding encoder has to be constructed. A first option is to construct
the generator matrix G of the code from (5.3) and to compute the codeword x from (5.1). However,
the generator matrix G is not sparse in general. As a consequence, the encoding operation (5.1) has
very high complexity in O(n?). That is why several encoding algorithms have been proposed in order
to reduce the encoding complexity [36,41]. In addition, particular code constructions such as Zig-Zag
codes [42] and LDGM codes [43] have been proposed to guarantee low encoding complexity.

Here, we assume that the encoding is realized on faulty hardware, which introduces errors during
the encoding. In order to evaluate the robustness of the existing encoding solutions [41-45] to hardware
errors, we first introduce the error model we consider for the faulty hardware. We then review the
existing encoding solutions [41-45] and evaluate their robustness to noise introduced by the hardware.

5.2.2 XOR Error Model

All the encoding techniques that will be considered in this paper can be realized from XOR gates only,
see (5.1) for instance. As a consequence, we assume that errors are introduced during elementary
XOR operations. Denote pyor the XOR gate error probability. The faulty XOR operator & is defined

as
a@b:{a@b with prob. 1 — pyor

1®(a®b) with prob. pyor. (5-4)

where a and b are binary digits and a @ b is the (reliable) XOR sum of a and b. Alternatively, the
faulty XOR operator can be expressed as

adb=(a®db)De (5.5)

where e is a binary random variable such that Pr(e = 1) = pyor.

The expression (a3 @ ... © ax) computes the faulty XOR sum of K binary digits (a1, ...,ax).
As the operation (a3 & ... @ ag) is realized from (K — 1) elementary faulty XOR operators, the
error probability

PX) (por) =Pr((a1 & ... & ax) # (a1 @+ D ax)) (5.6)
can be expressed as
1 1
Pe(K) (pxor) = 5 - 5(1 - 2pxor)(K71)‘ (57)
Indeed, the result of (a1 ® ... @ ag) is in error if and only if an odd number of errors are introduced

among the (K —1) involved elementary XOR operations. Equation (5.7) then comes from the Gallager’s
formula [49, Section 3.8]. Note that the error probability ) (pxor) depends on the number K of

elementary XOR operators and on the XOR error probability py... However, Pe(K) (pxor) does not
depend on the order the elementary XOR operations are performed.
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Figure 5.1: Error probability PE(K) (pxor) With respect to K for various values of pyor

Figure 5.1 represents the error probability Pe(K) (Pxor) (5.7) with respect to K for various values
of pyor. It shows that the error probability increases with K and converges to 0.5. For high values of
Pxor, We see that the error probability increase is very fast and that even for relatively small values of
K (e.g., K =1000), the error probability is high. This suggests that any encoding operation involving
the XOR sum of an important number of digits will lead to a high error probability. To confirm this,
we now describe the existing encoding solutions and evaluate their robustness to hardware noise with
respect to the XOR error model.

5.3 Existing Encoding Techniques

Here, we describe the existing encoding solutions and evaluate their robustness when the XOR op-
erations are faulty and follow the model of Section 5.2.2. Here, only encoding with codeword in a
systematic form will be considered. A codeword x in systematic form is denoted x = [u, p]T and is
composed by two parts. The first part is the information sequence u of length n — m, and the second
part is given by the parity vector p of length m. In this case, encoding consists of constructing the
codeword x by calculating the parity bits p from the information sequence u.

In this section, we first analyze the robustness of the general encoding solutions for which an en-
coder can be obtained from any parity check matrix H. We then present particular code constructions
which guarantee low encoding complexity.

5.3.1 General Encoding Solutions

In this section, we describe the solutions to construct an encoder from a given parity check matrix H.
We begin with systematic encoding which is the simplest solution to obtain the encoder.

Systematic Encoding
From Gaussian elimination, the parity check matrix H can be put in systematic form
H=[P I,]" (5.8)

where I, is the identity matrix of size m x m and P is a matrix of size m x (n —m). A systematic
generator matrix G is then be obtained from (5.8) and (5.3) as

G = [Ipm PT]". (5.9)
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Figure 5.2: Error probability with respect to m for systematic encoding different regular codes, with
(a) Pxor = 10_47 (b) Pxor = 10_3

The codeword x = [u, p]? in systematic form can then be directly computed from (5.1). Unfortu-
nately, the matrix P obtained from Gaussian elimination is not sparse which induces a high encoding
complexity in O(n?).

The error probability of the systematic encoding operation (5.1) can be calculated as follows. The
computation of the parity bit p;, j = 1,...,m, requires N; — 1 elementary XOR operations, where
Nj is the number of non-zero components in the j — th line of P. Thus from (5.7) the encoding error
probability for a given generator matrix G' can be expressed as

1 1 1
_ = 2 (N;—1)
P, g (2 2(1 2Dxor )\ ) . (5.10)

j=1

In order to evaluate the robustness of systematic encoding, we have constructed a collection of
parity check matrices. All the constructed parity check matrices have variable node degree d, = 3
but they have various check node degrees d. and information sequence length m. For each of the
considered parity check matrices H, we have constructed the corresponding generator matrix G and
calculated the encoding error probability P, from (5.10). Figure 5.2 represents the obtained encoding
error probabilities with respect to m for pyor = le — 3 and pyor = le — 4. The encoding error
probabilities are high because the matrices P are not sparse. Furthermore, we see that when the code
rates decrease, the error probabilities increase. This is expected because the error probability (5.10)
increases with the N; which themselves increase with m and n.

When pyor = 1074, we observe that the encoding error probability is not too dramatic, even when
m = 2000. As a consequence, a more robust solution would be to complete the encoding with a
robust decoder. The objective of the decoder would be to reconstruct the original codeword before
transmission on the channel. However, when pyo, = 1073, the encoding error probability becomes too
important, and even the additional decoder may not be able to recover the good codeword.

As a conclusion, systematic encoding not only induces high encoding complexity but also exhibits
poor robustness to hardware errors. An encoding solution called Approximate Lower Triangular
encoding has been proposed in [41] in order to reduce the encoding complexity. One of the building
blocks of Approximate Lower Triangular encoding is Lower Triangular encoding which is described in
the next paragraph.
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Lower Triangular encoding
From Gaussian elimination, the parity check matrix H can also be put in lower triangular form
H=[Q 1. (5.11)

In (5.11), T is a lower triangular matrix of size m x m with ones in the diagonal and non-zero
components in the lower part of the matrix only, and @ is a matrix of size m x (n — m). The parity
part p of the codeword x can be computed from (5.2) by back-substitution

n—m
p1 = E Hj puy,
k=1

n—m 7—1
k=1 k=1

As the matrices Q and T are not sparse, the encoding complexity is still in O(n?).

The error probability of Lower Triangular encoding can be evaluated as follows. Denote by N;
the number of non-zero components in the j-th line of @ and denote 7; the positions of the non-zero
components in the j-th line of T', excluding the term in the diagonal. The successive error probabilities
P, ; for the parity bits p; can be calculated recursively as

Poy =5 = 5 (1= 2oV
Vi=2,....,m, P.j :% - %(1 — 2pyor) T ] (1= 2P0 ). (5.13)
JET;
The encoding error probability is then given by
| m
P, =~ ; P.;. (5.14)

We now evaluate the error probability (5.14) for the same parity check matrices H considered in
the previous paragraph for systematic encoding. Figure 5.3 represents the encoding error probabilities
with respect to m for pyor = 10™%. We see that whatever the considered code, the error probability
is very high even for small values of m. This is due to the non-sparsity of G and 7', and also to error
propagation induced by the recursive computation of the parity bits (5.12). In addition, in all cases,
the error probability reaches a saturation level. In fact, for a codeword x = [u, p] in systematic form,
the encoding errors are only on the parity bits p, and not on the information bits u. The saturation
levels correspond to an error probability of 1/2 over the parity bits. It can indeed be verified that the
level of saturation is given by 1/2 x (1 — r) where r in the rate of the considered code.

There was no saturation effect in the systematic encoding described in the previous paragraph.
This suggests that the very high encoding error probability induced by Lower Triangular encoding is
mainly due to error propagation. As a consequence, any decoder involving recursive computation of
the parity bits may be non-robust to hardware errors.

Although having high complexity, Lower Triangular encoding is an building block of a lower com-
plexity encoding solution called Approximate Lower Triangular encoding [41], which we present in the
next paragraph.

Approximate Lower Triangular encoding

In [41], it is shown that from line and column permutations, the matrix H can be put in the following

form -
A B T
H = [C D E] (5.15)
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Figure 5.3: Lower triangular encoding, pxo; = le — 4

where A (of size (m — g) x (n—m)), B (m—g) x g), C (g x (n—m)), D (g x g), and E((m —g) x g)
are sparse matrices and T ((m — g) x (m — g)) is a lower triangular sparse matrix. The parameter g
is called the gap of the code. The block matrices A,..., E,T, are sparse because the form (5.15) is
obtained from line and column permutations only. Denote x = [u p; p2] where p; and p; are binary
vectors of length g and (m — g), respectively.

From [41], multiplying H in the form of (5.15) by the matrix

[_ . ?] (5.16)

makes the encoding problem equivalent to solving the system

Au + Bp1 + TPQ =0 (5.17)
(-ET'A+C)u+ (~ET'B+D)p1 =0 (5.18)

with respect to p1 and ps. The encoding can thus realized in two steps

1. Solve (5.18) by computing p; = —® }(—=ET'A + C)u where ® = —ET!B + D. The matrix
® is sparse, but the matrix ®~! is not sparse. As a consequence, calculating p; has complexity
in O(g?).

2. Solve (5.17) by computing p2 recursively by back-substitution as in (5.12). This time, the ma-
trices A, B, and T involved in (5.17) are sparse. As a consequence, the complexity of calculating
p2 is in O(n).

Operations 1 and 2 induce a total encoding complexity in O(n+g¢?). We thus want to obtain form (5.15)
with gap ¢ as small as possible, in order to lower the encoding complexity. In [41] several algorithms
were proposed for the construction of (5.15). As a result, the authors of [41] got an encoding complexity
in 0.017%n2 4+ O(n) for (3,6)-codes. The encoding complexity is still in O(n?), but with a very small
constant, which makes the encoding feasible even for large values of n.

Figure 5.4 gives the error probability with respect to m for codes with variable node degree d,, = 3
and various check node degrees. Here again, the error probabilities are high. The encoding of p; is
realized from non-sparse operations, which results in high error probability as for systematic encoding.
The encoding of po, although sparse, is constructed from p; that has important error probability.
Furthermore, because of back-substitution, the encoding of ps results in a high error propagation,
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Figure 5.4: Error probability with respect to m for for Approximate Lower Triangular encoding for
different regular codes, with (a) pyor = 1074, (b) pyor = 1073

as in Lower Triangular encoding. As a consequence, Approximate Lower Triangular encoding is not
robust to hardware errors.

To conclude, the general encoding solutions not only have important encoding complexity, but
they are also non-robust to hardware errors. To overcome the complexity issue, several particular
code constructions have been proposed [42-45]. The next section described these particular code
constructions and evaluate their robustness to faulty hardware.

5.3.2 Particular code constructions

In this section, we consider four particular code constructions that are Zig-Zag codes [42], IRA
codes [45],QC codes [44], and LDGM codes [43]. We evaluate the encoder robustness of Zig-Zag
and LDGM codes, and discuss the cases of IRA and QC codes.

Zig-Zag codes

The encoding structure of Zig-Zag codes [42] is described in Figure 5.5. For Zig-Zag codes, we denote
the information bits as u; ; with i € {1,...,1}, j € {1,...,J}, m =1 and n = I x J. The parity bits
are denoted p;, ¢ € {1,..., I}, and they are calculated from an accumulator as

J
D1 = Z U1,j
J=1

J
Pi = Ppi-1+ Z Ui, 5. (5.19)
j=1

A Zig-Zag code has rate r = J/(J — 1) and encoding complexity in O(n).
The successive error probabilities P, ; of the parity bits p; can be calculated recursively as

P., = % - %(1 — 2psor) 7Y
Pei= 5 — 50— 2)? (1~ 2P.) (5.20)
and the encoding error probability is given by
1 I
Fe= 1D ; Pe. (5.21)
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Figure 5.5: Example of Zig-Zag code
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Figure 5.6: Zig-Zag codes, (a) Overall error probability with respect to m = I x J for J = 3, (b)
Error probability over the parity bits with respect to m = I x J for J = 3, (c) Probability of a burst
of length b for pyo, = 1073

Figure 5.6 (a) represents the encoder error probabilities with respect to m for J = 3 and for several
values of pyor. The error probability is high, although not too dramatic. However, it concerns codes
with high rates r = J/(J—1). The error probability is computed in average over all the I x (J+1) bits
of the codeword, while the I x J information bits are error-free. As the code rate is high, the codeword
contains only a few number of parity bits, which lowers the overall error probability. However, the
error probability calculated over the parity bits only is very high, as represented in Figure 5.6 (b).
This is mainly due to high error propagation induced by the encoding technique. For instance, if bit
p; is in error, the probability that bit p;y is in error will be very high. To emphasize that, Figure 5.6
(c) represents the probability P(b) of a burst of errors of length b, that is the probability that if one
parity bit is in error, then the b successive parity bits are also in error. We see that P(b) decreases
very slowly with b, which confirms the high error propagation.

To conclude, although the Zig-Zag encoder has low complexity in O(n), it is not robust to hardware
errors because of the accumulator. Zig-Zag codes are a building block for the construction of IRA
codes, as described in the following paragraph.

IR A codes

An TRA code [45] is the concatenation of an outer irregular repetition code and of an inner Zig-Zag
code. With the concatenated structures, on can construct codes of any rates. Due to the error model
we consider, The hardware noise does not affect the repetition part, but only the Zig-Zag encoding.
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Figure 5.7: Error probability for Zig-Zag encoding

However, as shown previously, the error probability of Zig-Zag encoding is high, and in particular, the
error probability in the parity bits is very high because of error propagation. As a consequence, the
IRA encoder may not be robust to hardware errors.

QC codes
The parity check matrix H of a QC code is composed by ¢ x t circulant matrices A4;; (i = 1,...,¢,
j=1,...,t) of size b x b. It can be expressed as
Al,l Ce Al,t
H=1|... ... ...|. (5.22)
Aci ... Acy

Three encoding solutions were proposed in [44] for QC codes. They were evaluated in terms of
circuit complexity, that is the number of components (XOR and NAND gates, cyclic-shift registers,
etc.) required by the encoder. The circuit complexity is different from the computational complexity
that is the number of operations that are actually performed to realize the encoding. The first two
encoding solutions are systematic encoding technique adapted to QC-codes. The third one is a two
stages encoding technique.

The authors in [44] show that, with the use of cyclic-shift registers, the circuit complexity of the
encoding solutions they propose is either linear with the number of information bits (serial systematic
encoding), with the number of parity bits (parallel systematic encoding), or with the codeword length
(two stages encoding). However, the low circuit complexity is due to the fact that each component is
used several times, which induces a high computational complexity. Indeed, as the circulant matrices
used in the encoding operation are not sparse, this computational complexity is in O(n?). As a
consequence, the encoder error probabilities may be in the same order to magnitude of systematic
encoding presented in Section 5.3.1. Thus, encoding for QC-codes may not be robust to hardware
errors.

LDGM codes

Consider the generator matrix G = [I(n_m) PT]T and the parity check matrix H = [P Im]T in
systematic forms. With LDGM codes [43], instead of constructing the systematic forms from an
already defined parity check matrix, we directly construct a sparse matrix P. As a result, with LDGM

codes, both matrices H and G are sparse. The encoding can then be realized from (5.1), which gives a
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Figure 5.8: Error probability with respect to pxor for LDGM codes

complexity in O(n). The encoding error probability is given by (5.10). Figure 5.8 represents the error
probabilities with respect to pxor for various codes with column degrees d for the matrix P. As P is
sparse, the encoding error probabilities are very small. In addition, the encoding error probabilities
do not vary with m as the column degrees d are fixed.

LDGM codes are thus naturally robust to noise introduced by the hardware, as illustrated in
Figure 5.8. However, the decoder performance of LDGM codes is not as good as the performance of
LDPC codes, as illustrated from Monte-Carlo simulations in the following section.

5.4 Evaluation of Robust Encoding Solution

In this section, we discard all the encoding solutions with error propagation (Lower Triangular, Ap-
proximate Lower Triangular, Zig-Zag codes) and evaluate the performance of the three following
encoding solutions.

1. Systematic encoding, encoder alone (see Figure 5.9). It corresponds to the standard transmission
scheme in which both the encoder and the decoder are faulty.

X u
Ll—» E >| channel y‘ D ——

Figure 5.9: Encoder alone

2. Systematic encoding, encoder + decoder. In this case, we add a decoder D at the encoder part.
The objective of D; is to reconstruct the good codeword before transmission on the channel.

. .
LI D P DS

Figure 5.10: Encoder and decoder

3. LDGM codes, encoder alone. It also corresponds to the transmission scheme of Figure 5.9, but
the encoding and decoding are realized with an LDGM code instead of an LDPC code.
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In the following, all the decoders are faulty offset min-sum decoders with FD error models as in
Chapter 1 and p. = p, = ps = 1073. We first compare Solutions 1 and 2. We choose a code of rate
1/2, with 100 iterations and m = 500. The channel parameter is set to o = 0.03. Figure 5.11 (a)
represents the Bit Error Rate (BER) with respect to pyor for Solutions 1 and 2. As expected, we
observe an important loss in performance when D; is absent.

We now discard Solution 1 and compare Solutions 2 and 3. We consider codes of rate 1/4 with
m = 400. For LDPC codes, we consider a (3,4) regular codes. For LDGM codes, the matrix P is
constructed as a (4, 6) regular codes. The BER of both solutions are represented in Figure 5.11 (b).
For LDGM codes, we see that the BER does not vary much with pyo,. We also see that despite their
robustness to hardware errors, LDGM codes give poor BER performance, and in particular high error
floor. On the opposite, we see that for LDPC codes, a small variation of pyxo; can induce an important
loss in BER performance. For pyor = 1072 and pyor = 8 x 1074, Dy is not able to recover completely
the original codeword. As a consequence, the encoder noise combines with the channel noise, which
lowers the BER performance. For pyor = 5 x 1074, D; can correct almost all the noise that was
introduced by the faulty encoder and we get better BER performance.

As a conclusion, on one hand, LDGM codes are robust to hardware errors at the price of a high error
floor. On the other hand, Solution 2 is less robust to hardware errors but shows better performance
when the hardware noise is small enough.
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Figure 5.11: (a) BER with respect to pxor for solutions 1 and 2, (b) BER with respect to « for solutions
2 and 3.

5.5 Conclusion

In this chapter, we have evaluated the robustness of several encoding solutions to noise introduced by
the hardware. We have seen that most of them are not robust to noise introduced by the hardware,
especially when the codeword length increases. When the hardware is faulty, we have identified two
possible encoding solutions. In the first one, the encoder is composed by noisy systematic encoding
followed by a faulty decoder that has to recover the original codeword before transmission on the
channel. However, this solution induces high encoding complexity and is not robust when the hardware
noise is too high. The second solutions consists of the use of LDGM codes. However, it shows poor
decoder performance and in particular low error floor.
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General Conclusion and Next Steps

In the period M13-M21 covered by Deliverable 3.2, we have made considerable progress beyond the
state of the art on the analysis and design of faulty iterative decoders, with a special focus on FAID
decoders, stochastic decoders, and bit-flipping decoders. In parallel, we have also analyzed LDPC en-
coders on faulty hardware. The main contributions during this period for this WP can be summarized
as follows:

— We have introduced the functional threshold definition to characterize the asympotic behavior of
noisy decoders. We have shown that under restricted noise conditions, the functional threshold
predicts the asymptotic behavior of noisy decoders. Based on the functional threshold analysis,
we have proposed a method for the design of robust FAIDs. Monte-Carlo simulations have
validated the proposed design methodology.

— We proposed error models for different processing units of the stochastic decoder, and investi-
gated two noisy versions: stochastic decoder with noisy edge memories and full-noisy stochastic
decoders. We have shown by Monte-Carlo simulations that the stochastic decoder is naturally
robust to hardware errors. In addition, the performance of the noisy Stochastic decoder has been
also assessed against that of the noisy MS decoder, and we showed that the Stochastic decoder
presents an increased robustness to hardware errors.

— We have proposed a new bit-flipping algorithm called PGDBF, which introduces randomness in
the bit-flipping decision. We have seen that the PGDBF algorithm has better performance in the
noiseless case than other existing bit-flipping algorithms. We have also observed that PGDBF
is robust to hardware errors and, more surprisingly, that hardware errors can even improve
the decoder’s performance. We have proposed two implementations of the PGDBF algorithm
and have shown that both implementations improve greatly the error correction performance
compared to the non-probabilistic version.

— We have reviewed several encoding solutions and analyzed their robustness to hardware errors.
We have observed that most of them are not robust to hardware errors. We have further proposed
and analyzed the performance of two possible encoding solutions on faulty hardware.

New challenges for the rest of the project in WP3 include:

— In the period M13-M21 we initiated the investigation of a class of low-complexity and possibly
more robust bit-flipping decoders. In this context we proposed a new PGDBF decoder, which
has been shown to have the ability of utilizing hardware failures in order to improve the decoding
performance. The investigation of the PGDBF decoder we will continue during the last year
of the project. The goal is twofold: (1) to incorporate more realistic error models, and (2) to
further develop the theoretical analysis, such as to allow understanding in which conditions the
hardware noise can improve the decoding performance.

— Until now, in WP3 we only considered memoryless, data independent, symmetric error models,
which have permitted to develop theoretical tools for the analysis of faulty decoders. They have
also given us some insights on the design of robust decoders. However, such models are far
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from realistic. Therefore, during the last year of the project, one of the main goals will be to
incorporate more realistic noise models, at least for some of the decoders investigated in WP3,
e.g., the PGDBF decoder mentioned above, or the stochastic decoder.

— While the solutions we proposed for faulty encoding allow increasing the robustness to hardware
errors, they are not completely satisfactory, because of either high encoding complexity or low
decoding performance. However, this study allowed us to identify new avenues for future research
that will be explored in the last year of the project.

If necessary, the WP3 work plan could be slightly modified for the last year, in order to address the
main challenges that have been identified during the first two years of the project (e.g., the duration
of some tasks may be extended, so as to continue working on some specific decoding or encoding
solutions).
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