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Abstract—In this paper we investigate the problem of informa-
tion storage in inherently unreliable memory cells. In order to
increase the memory reliability, information is stored in memory
cells as a codeword of a low-density parity-check (LDPC) code,
while the memory content is updated periodically by an error
correction scheme. We first present an overview on the state-of-
the memory architectures based on LDPC codes, and then asses
the benefits of using the coded architectures expressed through
the increased reliability. In addition, we provide upper bounds
on the complexity of such memories.

I. INTRODUCTION

Due to huge density integration increase, lower supply
voltages, and variations in technological process, comple-
mentary metal-oxide-semiconductor (CMOS) and emerging
nanoelectronic devices are inherently unreliable. Moreover,
the demands for energy efficiency require reduction of energy
consumption by several orders of magnitude, which can be
done only by aggressive supply voltage scaling. Consequently,
the signal levels are much lower and closer to the noise level,
which reduces the component noise immunity and leads to
unreliable behavior. It is widely accepted that future genera-
tions of circuits and systems must be designed to deal with
unreliable components [1]. Recently, there has been a surge in
interest in error control schemes that can ensure fault-tolerance
in unreliable hardware.

Von Neumann [2] proposed the first error control scheme
which increases the reliability of faulty logic gates. In his
approach logic units operating under unreliable hardware are
multiplexed, and the majority vote of multiplexed values is
propagated to the rest of the circuit. Von Neumann’s results
are not in the spirit of Shannon’s work, since rely on repetition
codes, which require high redundancy to achieve low error
probability. However, Dobrushin and Ortyukov [3] and Elias
[4] showed that for the majority of 2-input Boolean functions
there is no error coding technique that can provide higher
reliability than the von Neumann multiplexing. On the other
hand, results are much more promising if a coding technique
is used to protect information stored in inherently unreliable
storage devices.

The theoretical fundamentals in this area are given by Taylor
in his pioneering work [5]. In Taylor’s memory architecture
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information are stored in unreliable memory cells as a code-
word of a low-density parity-check (LDPC) code. The memory
cells are updated periodically by an correcting circuit built also
from unreliable logic gates. The significance of Taylor’s work
lies in the fact what he showed that a such memory is able to
preserve all stored information in the asymptotic case, i.e., for
such memory is said to be stable. His work was improved
by Kuznetsov [6] who investigated the same architecture,
and usually their memory is called Taylor-Kuznetsov (TK)
memory.

An update cycle in the TK memory is functionally equiva-
lent to one iteration of Gallager-B decoder, as was observed
by Vasic and Chilappagari [7], who rediscover the original
Taylor’s work and connected it with state-of-the-art research
on codes on graphs. The same authors proposed the memory
architecture based on the bit-flipping decoder [8], [9] and used
expander arguments to show that a such memory is stable.
In addition, Ivkovic et al. [10] showed that the TK memory
can be improved if the reliable syndrome checker is added
into architecture. Recently, Varshney [11] used the density
evolution technique to investigate decoders of LDPC codes
in the presence of hardware failures. He has also proved the
stability of the memory architecture based on the Gallager-A
decoder. The density evolution technique was popular over the
years and it was used to analyzed faulty Gallager-B [12], min-
sum [13], [14] and FAID [15] decoders. However, due to high
complexities of above decoders, novel memory architectures
were not proposed.

In this paper we present an overview on state-of-the-art
research in memory architectures that employ decoders of
LDPC codes, as well as approaches used for modeling failures
in memory cells and logic gates. We consider three stable
memory architectures that are based on Gallager-A, Gallager-
B and bit-flipping decoders. We compare these memories
in terms of complexity, providing new expression for the
complexity of majority logic gates. We then investigate the
performance of the architecture based on the bit-flipping
decoder in terms of the number of component failures that
can be tolerated by the memory. The theoretical derivations
are illustrated by the numerical examples. The similar results
for other types of memories are not known.

The rest of the paper is organized as follows. In Section
I the preliminaries on codes and decoding algorithms on
graphs are discussed. In Section III we give a description
of state-of-the-art approaches to modeling memory cell and
gate failures. Section IV is dedicated to the description of
memory architectures, which includes the conditions needed to
achieve memory stability. The complexity analysis is presented



Fig. 1: Illustration of Tanner graph of an LDPC code.

in Section V, together with the reliability analysis of the bit-
flipping-based memory. Finally, some concluding remarks and
open questions are given in Section VI.

II. PRELIMINARIES
A. LDPC codes and Decoding on Graphs

Consider a (v, p)-regular binary LDPC code, denoted by
(N, K), with code rate R = K/N > 1 — «/p and parity
check matrix H. The parity check matrix is the bi-adjacency
matrix of a bipartite (Tanner) graph G = (VUC, E), where V
represents the set of N variable nodes, C' is the set of Nv/p
check nodes, and E is the set of N+ edges. The length of
shortest cycle in G is called girth and denoted by g. Bipartite
Tanner graph of an LDPC code is illustrated in Fig. 1. Each
matrix element H., = 1 indicates that there is an edge e =
(v, c¢) between nodes ¢ € C and v € V, which are referred
as neighbors. Let N, (N.) be the set of neighbors of the
variable node v (check node c). Then, |N,| =, Vv € V and
IN.| = p, Ve € C, where | - | denotes cardinality. Similarly, a
set of neighbours of a set S is denoted as Ng.

We define the iterative decoder by an 5-tuple D =
(B,Y, QR OR <I>(a)). A set B defines the alphabet of mes-
sages passed over edges of Tanner graph. In this paper
we focus on hard-decision decoders and thus B = {0,1}.
Similarly, a set of possible values received from the channel
is also binary, i.e., Y = {0, 1}. Let a sequence of bits received
from the channel be y = (y1,y2,...,yn), yi € B,1 <i < N.
In addition, let x = (x1,x2,...,xy) denote a codeword of an
LDPC code that appear at inputs of the channel whose output
isy.

The decoder works by sending binary messages over the
edges of the graph. The messages are calculated based on
the nodes update functions, ®*) and ®(©), where &)
{0,1}7*1 — {0,1} denotes an update function performed in
the variable node v, while ®(© : {0,1}? — {0,1} denotes
an update function that corresponds to the check node c. Let
ug) be a message passed on edges e = (v, ¢) from variable
node v to the check node ¢, during the iteration ¢, while u(l)
denote a vector of all messages received by the node c at
time ¢. Similarly, a message passed from check node c to the
variable node v, during the iteration ¢, we denote as Ve(;l), and

a vector of all received messages as v(¥). We next summarize
the operations performed in the variable node v € V' and the

check node ¢ € C' during the iteration £.
o The outgoing messages from the node v at £ = 0
are initialized by values received from the channel, i.e.,

,ugo) =1y, Ve € N,. At iteration £ > 0 we have

pl? =@ WO y,). (1)

o The outgoing message from check node c on an edge e
is calculated by

p{ =@ (pn). )

A mapping ®@ : {0,1}7** — {0,1} is used for the final
decision-making on transmitted bits.

In this paper we assume that hardware unreliability in the
decoder comes from failures of gates used for computation of
functions ®(©) and ®(*). The computation of ®(® is assumed
to be reliable, and logic gates used for the implementation are
called golden gates. If decision-making gates were faulty the
error probability of the decoding would be determined by the
error probabilities of these gate, not the iterative scheme. Thus,
it is reasonable to protect this part of the decoder, for example
making it from larger transistors, or by slowing the frequency
of operating clock if the timing-related errors are dominant.
The same assumption was used in the original Taylor’s work

[S].

B. Expander Codes and Bit-Flipping Decoding

Expander codes belong to a class of LDPC codes with
asymptotically good performance. Expander codes satisfy cer-
tain structural properties, which enable them to correct a
number of worst case errors by using iterative decoders. We
next formally define the expander codes in the same way they
were originally introduced by Sipser and Spielman in their
classical paper [16].

Definition 1. A Tanner graph G of a (v, p)-regular LDPC
code is a (v, p,«, ) expander if for every subset S of at most

an an variable nodes, at least §|S| check nodes are incident
to S.

Constructing a graph whose subsets of nodes have unusually
high number of neighbours, enables many check nodes to be
unshared between variable nodes that are corrupt. In that way
different iterative decoding algorithms can be chosen, which
reduce the number of erroneous bits during each decoding
iteration. It is known that such decoders are serial and parallel
bit-flipping decoders [16], Gallager-B and min-sum decoders
[17] and linear programming decoders [18]. In this paper we
mostly investigate parallel bit-flipping algorithm, which can
be summarized as follows [16]:

o In parallel, flip each variable that is in more unsatisfied

than satisfied parity checks.

« Repeat until no such variable remains.

It is known that random graphs are good expanders, and that
a desired expansion can be achieved with high probability [16].
The existence of random graphs with the arbitrary expansion
was also considered in [18]. The explicit construction of



expanders using the zig-zag graph product was investigated
by Capalbo et al. [19].

The above results describe the sufficient conditions that
guarantee the existence of expander graphs. Recently, Chilap-
pagari et al. [20] directly linked the expansion property with
construction parameters like column (row) weight of a code
or girth, which are usually inputs of LDPC codes construction
algorithms [21], [22]. Their work is presented in the following
theorem.

Theorem 1. Consider a (v, p)-regular LDPC code with Tan-
ner graph with v > 8 and girth g = 2go. Then, every set of
|V'| variable nodes such that |V| < 3no(v/4,g0)/4 has the
expansion higher then T~ /8 where

no(v/4,90) = no(7/4,2j +1) =1+ %Z( ) go odd,
1=0

3)

j—1
mo(v/4,90) = mo(v/4,2]) =23 (2) a0 even
Proof: See [20], [23]. |

\_/

We used the previous theorem to investigate the number
of component failures that can be tolerated by the memory
architecture based on the bit-flipping decoder in Section V.

III. FAILURE MODELING

There are two types of hardware failures considered in this
paper: memory cell failures and logic gate failures. We first
explain the most commonly used memory cell failure models
and then stat-of-the-art modeling approaches of logic gate
failures.

A. Failures of memory cells

Failures in the memory cells are model as so called soft
errors, that appear as a consequence of supply and threshold
voltage variations. These failures are transient and manifest
as random flips that corrupt the values stored in memory
cells without damaging the cells. This means that each value
stored in the memory is periodically passed through the Binary
Symmetric Channel (BSC) with the fixed crossover probability
Pm-

There are also other types of memory failures related to
process variations with permanent “stuck-at” defect that cause
hard errors [24], [25]. In [26], [27] the partitioned linear
block codes (PLBC), that efficiently incorporate the stuck-at
defect information in the encoding process, were proposed.
The encoding algorithm masks the defects by choosing a
codeword whose values at the locations of defects match the
stuck-at values at those locations. Another way of dealing with
permanent cell failures is by using error-correction pointers to
specify the addresses of failed cells, and to pair each pointer
with a replacement memory cell [25]. Similar replacement
algorithm was also proposed in [24]. Our memory architecture
is not applicable for the stuck-at defect correction since relies
on the fact that all errors corrected by the error correction
scheme can be correctly written into memory cells. For that
reason here we do not investigate these defects.

B. Modeling Logic Gate Failures

On the other hand, gate failures are dependent on gate input
patterns and can not be represented in the same manner as
memory failures [28]. Here we summarize the gate-state model
recently proposed in [29].

Let f {0,1} — {0,1}, m > 1, be an m-
argument Boolean function, which at time instant k& pro-
duces the result z(*) = f(y (k),yg )y, where y®) =
[yik), yék), .. ,yy(,]f )} is a vector of input arguments at time k.
This function is realized by a faulty logic gate which actual
output at time k is

5 k) (K
20 = Fi™ ") @ e, o
where an error at time k, &) € {0,1},
depends on M successive 1n§)ut arguments
§k7M+1)’ . ,yr(,lf*MH), ey y(k) ym ,  which form

a gate state at time k, denoted by s (r) = {y®) bielk—(M=1),k]-
The value £*) is particular realization of a random variable
=, and can be represented probabilistically as

X
Pr{§<k>:1}=/ wa

where w=(z,s™®)) is the probability density function (PDF)
of =, x denotes the technological parameter whose variations
cause failures of the logic gate, X is a parameter threshold
used in the implementation, while the effects of different
inputs are taken into account by PDF parameters, like mean
value, variance, shaping parameters.

The selection of the PDF function depends on the pa-
rameters x that cause failures, such as voltage supply, clock
delay, or transistor thresholds. In general, if the parameter
z is chosen, the PDF can be obtained by measurements
or simulation of the selected semiconductor technology. For
example, in [30], the mathematical model for delay estimation
in the clocked logic circuits is presented. The authors have
shown that, under reduced voltage supply, time (delay) needed
for the output of a logic gate to become stable is a random
variable. The distribution of this delay can be well estimated
using inverse Gaussian distribution given by

s dz, (5)

2(B) (g (R))2
2(u(F))24

: ()
wa (s M AW =\ e

S x>0,  (6)

where 11(F) represents the mean value, and A(*) is the shape
parameter associated to the time instant k. It can be observed
that timing errors depend on gate inputs from two successive
clock intervals, translated to our model M = 2. The values
p*) and \(¥) depend on the gate state s(*), and can be evalu-
ated empirically. In addition, these parameters typically differ
form a gate type to a gate type. In [30] circuits composed of
inverters and 2-input AND gates were considered, i.e., circuits
described by AIG (AND-Inverter Graph) representations. In
Table 1 we give the values of parameters for several gate
inputs transitions. These values are for illustration purpose
only and we do not give the technological parameters that
lead to their evaluation. Based on the PDFs the gate output
error probability can be easily obtained, for different gate
states. In Fig. 2 we numerically express the gate output error



TABLE I: The parameters of the PDFs for inverter and AND
gates [30].

Logic gate [ s(k) [ (k) [ ()
Inverter 1—0 0.65 x 10-10 [ 0.36 x 10~ 10
AND 10— 11 | 2.3x 10~ 10 3.4 x10~10
AND 11 —01 | 1.9x 1010 3.4 x 10~10
AND 00— 11 | 2.6 x10~10 3.8 x10~10
AND 11—00 | 1.5x 10~ 10 3.1x10"10

e —e— AND, 1011

3 H —w— AND, 11-.01
—4— AND, 0011
—%— AND, 1100 |. o
—— Inverter, 1.0

Gate output error probability, Pr{Z‘k):l}

1 2 3 4 5 6 7 8 9 10
Threshold Xx107° [s]

Fig. 2: Probability of error at output of different gates.

probability as a function of a threshold X, which represents
the time period assigned for the gate output decision-making.
The threshold value is fixed for the specific gate hardware
realization. If the time required that the output signal become
stabile is higher then X an error occurs. It is obvious that if we
prolong the decision-making time, the reliability of the logic
gate increases. From Fig. 2 also follows that the reliability
of different gates can be significantly different. For example,
when X = 100ns, the error rate for the Inverter gate is
approximately 10~1, while for an AND gate, made in the same
technology, the error probability do not exceed 2 x 1077, In
addition, note that the error probabilities for the same gate can
differ by an order of magnitude. In our example the transition
11 — 00 produces the erroneous AND gate output more
often then other three presented cases. However, analysis that
incorporates different gate states is usually to time consuming,
since the number of states grows exponentially with the length
of input arguments vector, i.e. O(2*™). In addition, mean
and the shaping parameter of the distribution need to be
estimated by Monte Carlo simulation for every component
gate in the circuit. Cases where the distribution parameters
increase linearly with the level of the circuit were presented
in [30], but this is not the general conclusion. Different circuit
topologies as well as logic masking effects make the search
for the universal solution difficult.

From the previous discussion follows that the gate failure
model needs to be simplified, in order to be used for the
analysis of faulty LDPC decoders. Note that timing-related
errors occur as consequence of inability of the gate output
to switch. This lead to the gate-output switching (GOS) error

model, proposed in [31]. According to the GOS model

Pr{f(k) _ 1|Z(k) 7,5 Z(k_l)} =g, >0, )

where € can be chosen as the highest error rate obtained
by simulations for the desired technology, or by some other
criterion. When the gate output remains stable during two
consecutive intervals there is no propagation delay and the
function is always correctly computed, i.e.,

Pr{c®) =120 = ;(k=Dy — (8)

Observe that timing faults can occur even when the ideal
output remains stable, but multiple inputs change during a
single bit interval. Such a situation is possible when the
difference between delay times of consecutive input signals
is larger than the propagation delay from the first signal to
the output. This case is related to the so-called functional
hazard which in the well known phenomenon in logic circuits.
The GOS model neglect these phenomenon and assumes that
functional hazard is resolved at implementation level. The
GOS model was recently used in the analysis of different hard-
decision decoders [23], [29], [32].

The previous modeling approach incorporates the data-
dependent and correlated nature of logic gate failures. It is
restricted to timing-related errors caused by reduced supply
voltage, which has been recently studied in the context of
energy-efficient VLSI designs. Traditionally logic gates fail-
ures are modeled as spatially and timely independent events,
the model originally proposed by von Neumann [2]. In the von
Neumann error model each component in a circuit fails with
the probability €. This failure probability is independent of the
gate inputs, as well as of errors in other components. Although
the von Neumann model does not adequately describe physical
processes that lead to gate failures, it simplicity makes it
popular in the literature. The original Taylor’s paper [5] is
based on the von Neumann error model, as well the most of
the recent relevant literature [7], [9], [11], [12], [14], [15], [33],
[34]. In addition, this error model is pessimistic since allows
that every use of a logic gate can be followed by the gate
failure. At the same time the von Neumann model is robust
and can be used if a more precise model is unknown.

There are also some important sources of failures that
are much more complicated to describe mathematically. For
example, new nano-scale CMOS circuits operating under alpha
particle bombardment can not be adequately described by the
previous modeling approaches. Alpha particles can affect the
neighbouring transistors creating spatially correlated errors.
This important failure sources have not been investigated in
the context of memory architectures based on LDPC codes.

IV. SYSTEM MODEL
A. The Memory Architectures

The general scheme of coded memory architecture is
presented in Fig. 3. A collection of N, > 1 codewords
x(M x@ . x(Ne) denoted as {x¥)},c1 v}, need to be
stored in unreliable memory cells, which are periodically
updated based on the error correction scheme. If the bit-
flipping correction scheme is used each bit is stored in one



memory cell, while if the message-passing scheme is used
~ copies of every bit are stored. We denote the number of
memory cells per a codeword as N’ € {N,yN}. This means
that in the memory cells values of outgoing massages from
variable nodes X(*) —= [ugk),ugk),...,ug\lf,)], k € [1,N]
are stored. The memory unreliability is modeled by an N’-
dimensional binary random variable Y defined over {0, 1}V
with independent entries Y; such that Pr{Y; = 1} = p,,,
1 < j < N’. The values read from the memory can be
described by a random variable vector R(%) = ¥ & X(*),
where its particular realizations are denoted as y(k), 1 <
k < N.. The memory cells are updated by the round-robin
scheduling principle, which means that k-th codeword cells
y*) are updated at (a — 1)N. + k, a € N, memory update
cycles. During an update cycle the sequence r(®) is decoded
by one iteration of iterative decoder and replaced by the
newly estimated sequence #(*). The cells update mechanism
is formally expressed in Algorithm 1.

Algorithm 1 L cycles of memory cells update

Input: {r®}, .1 v
j+1
while ;7 < L do
k <+ mod (j, N.)
for Vv do
Vee N, : vt = ¢ (rglf), L rgf)), e; € N,
n<+1
while n < N'/N + 1 do
7R = ) (k)
n+<n+1
end while
end for
j—J7+1
end while
Output: {f‘(k)}ke[l,Nc]

It was previously stated that the error correction scheme can
be chosen based on two basic approaches originally introduced
by Gallager [35]: bit-flipping (BF) and message passing (MP)
decoding. Recently, memories based on bit-flipping decoding
were analyzed in a number of papers [29], [36], [37]. The
check node c update function of the BF decoder can be
implemented as follows [29]

D

@%’}(T(k) T(k)) _ (k)
e’eN:\{e'}

e’

Vee Ne.  (9)

ep v o le,

Note that in each check node p update functions need to
be implemented. Each update function @S%(réf)w..,réﬁ))
can be implemented as (p — 1)-input XOR gate. In the
variable node v, messages received form neighbouring nodes

are compared by the majority voting principle, i.e.,

. k
oy = | & I €N v = s} > [v/2],
BE rl(;k), otherwise,

(10)

In each variable node y-input majority logic (MAJ) gate needs
to be implemented.

The check node operations of MP algorithms are the same
as in the BF decoder, i.e.,
BELY), 1) = 2l

(k)
er e Te, 617...,r6p).

Y

Differences exist in the variable node operations which can be
defined as follows

. s, if[{e’ € {N, \ ¢ R > plk),
@WM):{ LIRS ATS R

ry ’, otherwise,

(12)

We need v — 1 operations to be implemented in each variable
node. When b*) = [/2] our memory is based on Gallager-
B (GB) decoder, and the variable node operations can be
implemented as (y—1)-input MAJ gate. On the other hand, for
b(*) =~ —1 the decoder reduces to Gallager-A (GB) decoder,
and variable node operation is implemented as a (y— 1)-input
comparator gate.

Following the original Taylor’s work, Vasic and Chilap-
pagari [7] proposed the memory based on the Gallager-B
decoder, while the memory based on the Gallger-A decoder
was investigated by Varshney [11].

B. The Memory Stability

In this subsection we formally introduce the terms needed
for the theoretical evaluation of memory architectures, pro-
posed by Taylor [5]. Here we assume that only one coded
sequence is stored in the memory cells, i.e. N, = 1. A such
memory is denoted by My, where subscript K denotes the
number of information bits, i.e., information capacity. The
information capacity when an LDPC code is used satisfied
K > N(1—+/p). All information is preserved if at any time
no memory failure occurs.

Definition 2. The memory failure at time instant k is declared
if the memory content cannot be successfully decoded by a
noiseless correcting circuit.

Taylor proposed that for the final decoding, the same
correcting circuit is used, as for the memory cell updates, while
Varshney used the Maximum-likelihood decoder.

Definition 3. The complexity of the memory My is defined
as the total number of memory cells and 2-input logic gates
used in the memory.

Definition 4. The redundancy of the memory architecture R
is the ratio of the complexity of the memory to the complexity
of an irredundant memory built from perfectly reliable cells,
which has the same information capacity.

Definition 5. The memory My is stable if the following is
satisfied:
i) The complexity of My must be bounded by 0K, where
0 is a fixed parameter.
il) For every time instant k > 0, and 6 > 0, the probability
of memory failure at time k satisfies Py, < 0.

From the first condition follows that the redundancy of the
stable memory must be a constant. When decoders described
in the previous section are used, the first condition always
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Fig. 3: The block diagram of the memory architecture.

holds, since the node operation complexity do not depend on
the information storage capacity. The second condition assures
that the number of erroneous cells do not uncontrollable
increases over time. It was shown that this condition satisfy
Shannon’s capacity approaching LDPC codes. In the spirit of
the Shannon’s work Taylor also defined the storage capacity
as follows.

Definition 6. The storage capacity, C, of memory is a number
such that there exist the stable memory for all memory
redundancy values 6 greater than 1/C.

It is said that all memories that are stable have non-zero
storage capacity.

V. THE RELIABILITY OF MEMORIES
A. The Complexity Analysis

In this subsection we compare redundances of memories
that are based on BF, GA and GA decoders, under the same
information capacity. The check node operations are common
for all three architectures. It is known that a (p — 1)-input
XOR gate can be implemented as serial concatenation of p —
2 2-input XOR gates. As there are N+/p check nodes, the
total number of 2-input XOR gates needed for the decoder
implementation is equal to Nvy(p — 2).

The complexity of variable node operations is equal to
ND.,, where D, denotes the complexity of the y-input MAJ
gate. The following lemma bounds D.,.

Lemma 1. The complexity of ~y-input MAJ gates, v > 4,
satisfies

Dy <f/2> HH%Z(H/? ) (1

Proof: See Appendix A. |

Since the number of memory cells is equal to N, the
redundancy of the BF-based architecture satisfies

Rpr < N1+ D, +~(p—2))/(RN)
<A+ Dy +9(p=2))/(L=~/p). (14
On the other hand, v (v — 1)-input MAJ gates need

to be implemented in each variable node if the GB-based
architecture is used. In this case we have

Raop < (14 Dy +9(p=2))/(1=~/p).  (15)

v BF-based memory
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Fig. 4: Complexities of different memory architectures (y =
4).

In the GA-based architecture v (v — 1)-input comparator
gates are implemented in each variable node. It is known
that the (y — 1)-input comparator gate can be implemented as
(v — 2) 2-input comparator gates, which gives the following
redundancy [11]

Raa < (yp—1/((L=7/p)).

We illustrate the redundancies of different architectures in Fig.

4, for v = 4. It can be observed that the GA-based architecture
is slightly less complex then the BF-based architecture, while
the GB-based architecture requires much higher redundancy.
However, the GB-based memory enables the strongest pro-
tection against component failures. It can be noted that for
all architectures exist optimal code parameters that guarantee
minimal redundancy. The lowest redundancy is achieved when
the GA-based memory architecture with (3,6)-regular LDPC
code is used and it is upper bound to 34. From Taylor’s
definition follows that the storage capacity satisfies C > 1/34
[11].

(16)

B. Guaranteed Error Correction of the BF-Based Memory

All three architectures perform well in the asymptotic
case and are considered to be stable. In this subsection we
investigate the performance of memories that employ finite
length codes, in terms of the number of failures that can be
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BF-based architecture.

tolerated by the correcting circuit. We consider the BF-based
memories since similar results are not known for the other two
types of memory architectures.

Let o, be a fraction of memory cell failures between two
update cycles. Similarly, let ag and v, denote fractions of
2-input XOR gates and MAJ logic gates, respectively, that
can fall during and update cycle. Then, the following theorem
gives a fraction of component failures that can be tolerated if
a good expander code is used.

Theorem 2. Consider a (v, p, o, 7/87) expander. The BF-
based memory architecture can tolerate a constant fraction of
errors in all the components if

am +7(p — 2)ag + ay < 3a/8. (17)

Proof: See [9]. |

Let aiotal = am + Y(p — 2)ag + . Then, oot N
represents the total number component failures that can be
tolerated by the BF-based memory. The following theorem
bounds the total number of component failures when the finite-
length code is used.

Theorem 3. Consider a (v > 8, p > ~y)-regular LDPC code
whose Tanner graph has girth g = 2go. Then, the BF-based
memory architecture can tolerate ootq)IN component errors
in all the components if

totarN < Ino(v/4, g0) /32 (18)

Proof: Follows directly from Theorem 1 and Theorem 2. B

We next numerically express auotqi/N for different values
of v and ¢ in Fig. 5. It can be observed that if a code with
low girth value (for example g = 8) is chosen the number
of memory failures that can be tolerated is relatively small
even for large . On the other hand, increasing g leads to
polynomial increase of the number of tolerable errors. For
example, if v = 15 for g = 12 the memory architecture can
tolerate 12 errors, while for ¢ = 14 the number of tolerable
errors is equal to 20.

VI. DISCUSSION

This paper represents a survey on fault-tolerant memories
that are based on LDPC codes. We presented low complexity
memory architectures that show good asymptotic behaviour,
and provided finite-length analysis for the case of the BF-
based memory. The numerical results reveal the number of
component failures that can be tolerated in terms of structural
parameters such as column wight v and code girth g.

Low complexity, high code rate and guaranteed error cor-
rection are main reason for dominant use of short-length
Hamming codes in modern storage devices. However, the
complexity of LDPC-based memories grows only linearly
with the code length, which makes this memories competitive
when large number of bits need to be stored. In addition,
there is a high level of robustness in selection of code rates
of LDPC codes. Although, for low + and g the number
of component failures that can be tolerated is rather small,
the BF-based memory architecture outperforms architectures
based on single-error correction Hammnig codes in terms
of guaranteed error correction capability. Implementation of
LDPC-based architectures with higher g or « is even more
beneficial, if the memory complexity is not the issue. Note also
that decoding of Hammning codes is not resistent to failures
in logic gates, which can significantly degrade the memory
performance.

There is a number of open questions related to the coded
memories. There were little attempts to give closer bounds
on the storage capacity, which remains open research topic.
The more practical results which would incorporate specifics
of data-dependent failure model, presented in Section III-
B, are also welcome. Although, data-dependent failures were
investigated recently by Brkic et al. [23], [29], [32] the explicit
memory reliability analysis were not provided. Recently, it
was shown by Vasic er al. [38] that logic gate failures in
certain scenarios can improve the performance of the Gallager-
B decoder. Harvesting these surprising effects in memory
architectures seams challenging research direction.

APPENDIX A (PROOF OF LEMMA 1)

The Boolean function that performs majority voting over
v inputs can be decomposed into two parts: the first part
that examines every combinations of [+/2] inputs and the
second part that collects observations from the first part. For
the first part we require (fv721) [v/2]-input AND gates, while
(H?ﬂ)—input OR gate is used in the second part. We know
that n-input AND gate can be further decomposed into n — 1
2-input AND gates. However, if decompose AND gate in a
such way, some 2-input AND gates would appear more then
ones in the implementation. To avoid this situation and to
calculate what is the the minimal number of gates that is
actually needed, we decompose all AND gates in parallel. Let
Jry21(w1,22,. .., 2 27) denote [v/2]-input AND, where
input arguments 1, g, . . ., T, /2] are chosen from a set of
inputs. This function can be divided by

Sty (@1, @2, Ty 27)

= fry/21-1(T1, T2, - - s Ty 21-1)T [ /2] (19)



which produces (H}ﬂ) different 2-input AND gates. The
previous decomposition can be continued, and we have

Try21-1(21, 72, ..

<y T [~ /2]—2)T[~/2]—2, Where a set of possi-

ble inputs is reduced to v — 1. This gives additional (h%_]l_l)
different 2-input AND gates. Further iterative decomposition
of multi-input AND gates leads to Eq. (13).
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