
IEEE COMMUNICATIONS LETTERS, VOL. 18, NO. 9, SEPTEMBER 2014 1487
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Abstract—We propose a gradient descent type bit flipping algo-
rithm for decoding low density parity check codes on the binary
symmetric channel. Randomness introduced in the bit flipping
rule makes this class of decoders not only superior to other
decoding algorithms of this type, but also robust to logic-gate
failures. We report a surprising discovery that for a broad range of
gate failure probability our decoders actually benefit from faults
in logic gates which serve as an inherent source of randomness
and help the decoding algorithm to escape from local minima
associated with trapping sets.

Index Terms—Bit-flipping algorithm, low-density parity check
codes, decoding by unreliable hardware, fault-tolerance.

I. INTRODUCTION

I T is now widely accepted that design of low-energy con-
sumption very large scale integration (VLSI) systems must

incorporate the fact that due to lower supply voltages and
variations in the technological process, emerging nano-scale
devices are inherently unreliable [1]. The reliable storage of
data in a memory built of unreliable logic gates with transient
failures can be achieved by employing low density parity check
(LDPC) codes and simple bit-flipping (BF) decoding [2]. Den-
sity evolution of the sum-product algorithm (SPA) by Varshney
[3], min-sum algorithm [4], FAID algorithm by Huang et al.
[5] and Gallager B algorithm [6], [7] demonstrate robustness of
these more complex decoding algorithms.

However, when only bit hard decisions are available, the
decoder must rely on the BF or Gallager A/B algorithms. Since
the performance of the BF decoder is typically inferior when
compared to the Gallager-B algorithm it is of importance to try
to close this gap by using more powerful variants of the BF
decoder yet simpler than Gallager A/B algorithms. Although
the previous results suggest a possibility that these decoders
might be robust in the presence of gate failures, no analysis
exists in the literature to prove or disprove this belief.

In this letter we consider fault-tolerant BF on the binary
symmetric channel (BSC). The decoder we present is inspired
by two decoders: Wadayama’s Gradient Descent Bit Flipping
(GDBF) [8] and Miladinovic and Fossorier’s Probabilistic Bit
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Flipping (PBF) [9]. The GDBF was designed for the Additive
White Gaussian Noise (AWGN) channel and shown to provide
good balance between steady convergence and decoding speed.
Inserting noise in all variable nodes in every particular iteration,
as a means of improving the GDBF on the AWGN channel
was proposed by Sundararajan et al. [10], and termed the noisy
GDBF (NGDBF).

In PBF, code bits with a number of unsatisfied check sums
larger than a fixed threshold are flipped with some probability,
which is adapted throughout the iterations. By combining the
ideas of [8] and [9] with some critical improvements following
from our intuition on fault-tolerant decoders, we design a
hard decision decoder, which we call the Probabilistic GDBF
(PGDBF) decoder, resilient to logic gate failures.

II. PRELIMINARIES

Let G denote the Tanner graph of an (N,K) binary LDPC
code C of rate R = K/N , which consists of the set of N
variable nodes V and the set of M check nodes C. The parity
check matrix H is the bi-adjacency matrix of G. Two nodes in
G are neighbors if there is an edge between them. The degree
of a node v is the number of its neighbors and is denoted as γv .
Graph G is said to be γ-variable-regular if all variable nodes in
V have the same degree, γv = γ. The degree of a check node
c, ρc, and ρ-check-regular codes are defined analogously. The
sets of neighbors of nodes v and c are denoted as Nv and Nc,
respectively.

Let x = (x1, x2, . . . , xN ) denote a codeword of C that is
transmitted over a BSC with crossover probability α, where
xv denotes the value of the bit associated with variable node
v and let the vector received by a decoder from the BSC be
y = {y1, y2, . . . , yN}. e = (e1, e2, . . . , eN ) denotes the error
pattern introduced by the BSC such that y = x⊕ e, and ⊕ is
the component-wise modulo-two sum.

We consider iterative decoders which at the l-th iteration
(l ∈ [0, L], where L is the maximal number of iterations) pro-
duce the estimated codeword x̂(l) as an output. The GDBF
algorithm is based on the calculation of the inverse function,
defined as [8, Eqn. (6)]

Δ(l)
v (χ,η) = χ(l)

v ηv +
∑
c∈Nv

∏
u∈Nc

χ(l)
u , (1)

where η = (−1)y and χ(l) = (−1)x̂
(l)

denote the “bipolar”
versions of y and x̂(l). The estimate of a variable node v is
initialized as χ(0)

v = ηv , and in the l-th iteration, the values Δ(l)
v

are calculated for all variable nodes v, and (in single-bit flipping
mode of GDBF [8]) only the symbols with minimum value of
the inverse function are inverted to obtain χ

(l+1)
v .
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III. GDBF DECODING ALGORITHM FOR BSC

The original GDBF was designed for the additive white
Gaussian noise (AWGN) channel, where η are real valued
vectors. To adapt it to the BSC, we first rewrite the polar-
based inverse function in binary form. Since χ

(l)
v = 1− 2x̂

(l)
v

and ηv = 1− 2yv , by using modulo-2 arithmetic, the inverse
function can be simplified into

Δ(l)
v (x̂,y) = 2− 2

(
x̂(l)
v ⊕ yv

)
+ γv − 2

∑
c∈Nv

⊕
u∈Nc

x̂(l)
u . (2)

For γ-variable-regular codes, the above expression is min-
imized by maximization of the following modified inverse
function

Λ(l)
v (x̂,y) = x̂(l)

v ⊕ yv +
∑
c∈Nv

⊕
u∈Nc

x̂(l)
u . (3)

Let b(l) be the largest value of the modified inverse function
at the l-th iteration, i.e., b(l) = max

v
(Λ

(l)
v (x̂,y)). If the flipping

decision was wrong, the “flip messages” would propagate
through the short cycles in G. To minimize this effect, it is
reasonable to flip a small number of bits per iteration. In the
case of the AWGN channel, this typically results in flipping of
one bit per iteration (with minimum value of Δ

(l)
v (χ̂,η)). In

the BSC the range of the modified inverse function is restricted
to the set of integer values [0, γ + 1], and usually more than
one variable node satisfies the relation Λ

(l)
v (x̂,y) = b(l), which

has a negative impact on the algorithm convergence. On the
other hand, as we show in the next section, the restrictions of
the range of Λ(l)

v makes BSC version of GDBF decoder much
less sensitive to logic gate failures in the decoder.

IV. FAULT-TOLERANT PGDBF DECODER FOR BSC

In this section, we define formally the PGDBF decoder, and
suggest a possible implementation in faulty hardware. Accord-
ing to (3), for a (γ, ρ)-regular code it is necessary to calculate
the parities in the neighboring check nodes, by using ρ-input
exclusive or (XOR) gates. An additional two-input XOR gate
is required to check if the v-th bit of the current estimate is the
same as the bit initially estimated from the channel. The value
of Λ(l)

v (x̂,y) is equal to the number of non-zero outputs of the
XOR gates. Combinational logic at the variable nodes is based
on a set of majority logic (MAJ) gates, each having γ + 1 inputs
and adaptable threshold. The output of the v-th MAJ gate in the
l-th iteration is non-zero only if the modified inverse function
value is equal to the threshold value b(l). This threshold is the
same for every variable node.

The new decoder is given in Algorithm 1, and Fig. 1 shows
the hardware structure of a corresponding variable node proces-
sor. The main novelty we propose is the following. In the GDBF
decoder for BSC Λ

(l)
v = b(l) was a sufficient condition for flip-

ping, and the refreshed estimation is calculated as x̂(l+1)
v = 1⊕

x̂
(l)
v if Λ(l)

v (x̂,y) = b(l) and x̂
(l+1)
v = x̂

(l)
v if Λ(l)

v (x̂,y) < b(l).
It is stored in the register inside the decoder, and used for cal-
culation of Λ(l+1)

v (x̂,y). In our algorithm, even if Λ(l)
v = b(l),

Fig. 1. Illustration of the variable node processing unit, operations performed
in the lth iteration. The randomness in the vth variable node is modeled by
adding a Bernoulli random variable εMAJ,v , and flipping the output of the cth
XOR is modeled by adding Bernoulli random variable εc⊕R,v .

the observed bit x̂v will not be flipped automatically - instead it
will be flipped with a predefined probability p. In Algorithm
1 this is done by multiplying the flipping decision with the
Bernoulli B(1, p) random variable av . As we show in the next
section, this modification is critical for ensuring the resilience
to gate failures. In hardware, it can be realized by adding to
each variable node processor one AND gate and a generator of
Bernoulli random variables av with Pr(av = 1) = p.

Algorithm 1 Probabilistic GDBF Algorithm

Input: y
∀v ∈ V : x̂

(0)
v ← yv

s(0) ← x̂(0)HT (∀c ∈ C : s
(0)
c ←

⊕
u∈Nc

x̂
(0)
u )

l = 0
while s(l) �= 0 and l ≤ L do

∀v ∈ V : Compute Λ
(l)
v (x̂,y))

b(l) ← max
v

(Λ
(l)
v (x̂,y)))

v = 1
while v ≤ N do

if Λ(l)
v (x̂,y) = b(l) then
x̂
(l+1)
v ← av ⊕ x̂

(l)
v

else
x̂
(l+1)
v ← x̂

(l)
v

end if
v ← v + 1

end while
s(l+1) ← x̂(l+1)HT

l ← l + 1
end while
Output: x̂(l)
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The threshold b(l) may be initialized to the maximum value
(γ + 1), and decremented in those iterations when all MAJ gate
outputs are zero. When the output of at least one MAJ gate is
not equal to zero, the threshold is set to b(l) = max

v
(Λ

(l)
v (x̂,y)).

The PGDBF results in a low complexity decoder that can be
realized by using only XOR and MAJ logic gates, while the
NGDBF decoder requires real-valued operations both for the
inverse function calculation and for processing the AWGN sam-
ples inserted in variable nodes [10]. Moreover, in the NGDBF
the threshold is adapted separately for every node, while in the
PGDBF the threshold is the same for all variable nodes during
the iteration.

V. FRAME ERROR RATE PERFORMANCE ANALYSIS

IN THE PRESENCE OF HARDWARE FAILURES

To assess the performance of the proposed decoding algo-
rithm, we consider the canonical transient von-Neumann logic
gate failure mechanism in which the failures in different gates
and different time instants are independent and identically
distributed. The failures manifest themselves as random bit flips
at the gate outputs. All XOR gates have faulty probability P⊕,
failures in the MAJ gates occur with probability PMAJ , and the
probability that a bit written in a register inside the decoder
is incorrectly reconstructed is PR. Computation of all other
quantities is performed with perfect hardware.

The probability of flipping the output of a ρ-input XOR
depends on the reliability of the memory cells connected to
the gate inputs and the failure probability of the gate itself.
Therefore, their combined effect can be modeled by flipping
the output of the XOR gate with probability P c

⊕,R, which is
obtained by using [6, Eqn. (3)] and given by

P c
⊕,R=

1−(1−2PR)
qc

2
(1−P⊕)+

1+(1−2PR)
qc

2
P⊕. (4)

In the above expression, qc corresponds to the number of inputs
of the XOR gate connected with the register (q0 = 2 for the gate
that calculates x̂

(l)
v ⊕ yv, and qc = ρ for parity check gates).

The net result of this transformation is that P c
⊕,R defines the

probability of failure in the c-th check node, while PMAJ

corresponds to the variable nodes.
Now we present the numerical results of Monte Carlo sim-

ulations for a girth-8 regular codes with γ = 3. For a given
crossover probability of BSC, α, and the failure probabilities
P⊕,R, PMAJ , the frame error rate (FER) of the faulty PGDBF
decoder is estimated and compared with the existing decoders.

In Fig. 2, the FER performance of the (155,64) Tanner code
is presented for the maximum number of decoding iterations
L = 100. The results are presented for the BF, PBF and GDBF
algorithms. In the case of non-faulty hardware in the decoder,
GDBF algorithm results in lower FER values compared to the
BF and PBF algorithms. As expected, the performances of
faulty BF and PBF decoders are significantly degraded. For
the case when P⊕,R = 10−2, PMAJ = 10−3, the performance
of the two are approximately the same. On the other hand, for
the same failure rates, performance of the GDBF are improved
compared to the non-faulty decoder case! This surprising effect
is related to the finite set of possible values of Λ

(l)
v (x̂,y). In

Fig. 2. FER performance comparison for the (155,64) Tanner code, perfect:
PMAJ = 0, P⊕,R = 0, faulty: PMAJ = 10−3, P⊕,R = 10−2.

Fig. 3. Impact of the parameter p on PGDBF optimized for the BSC realized
in faulty hardware. The plot is for the (155,64) Tanner code, α = 4× 10−3,
α = 10−2 and L = 100.

such a case, the hardware failures can change its values in
different variable nodes and the decoder could escape from a
trapping set, as will be explained in Fig. 4. Therefore, the first
goal is to optimize the parameter p in PGDBF to reduce the
FER values for a wider range of the failure rates.

Fig. 3 shows the FER for the same code and fixed α, for var-
ious values of the parameter p. Numerical results are presented
for the non-faulty case as well as for the case when P⊕,R =
2× 10−2 and PMAJ = 0 or PMAJ = 2× 10−3. In the non-
faulty case it can be observed that the PGDBF decoder has the
best performance for p ≈ 0.7 while the best performances for
the faulty case are obtained for p ≈ 0.9. The optimal value of
parameter p does not depend significantly on the BSC crossover
probability, in contrast to NGDBF where the variance of the
noise inserted to the variable nodes has to be approximately
equal to the variance of the noise in the channel. For the case of
perfect (reliable) logic gates, the PGDBF significantly reduces
the FER compared to the GDBF (where p = 1). We have veri-
fied by simulation that the PGDBF decoder is almost insensitive
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Fig. 4. Error patterns: (a) l = 1, GDBF. (b) l = 2, non-faulty GDBF.
(c) l = 2, faulty GBDF/non-faulty PGBDF.

to the logic gate failures in the range P⊕,R < 3× 10−2 and
PMAJ ≤ 3× 10−3 for p = 0.7.

In Fig. 4 we present one motivating example based on an
error pattern for a girth-8 code with γ = 3, known to be uncor-
rectable by using the parallel BF algorithm, as it corresponds
to a trapping set [11]. Fig. 4(a) illustrates this error pattern,
where variable nodes are denoted by circles, the check nodes
with squares, where the full markers correspond to binary one
and empty to binary zero. The variable nodes marked with the
dashed circles have maximum value Λ

(1)
v = 2 and these nodes

are flipped in the GDBF algorithm. In the second iteration,
shown in Fig. 4(b), we obtain Λ

(2)
v = 4 for the same symbol

nodes as in the previous iteration, and further convergence is not
possible. However, if v1 is flipped before the second iteration
of the GDBF algorithm, due to a hardware failure, we obtain
the pattern in Fig. 4(c) and decoding is successful after one
additional iteration.

A similar effect can be observed even in the perfect decoder,
if we intentionally avoid the flipping of one bit that satisfies the
necessary condition. Although four variable nodes in Fig. 4(a)
satisfy it, due to the probabilistic nature of the algorithm, only
v2, v3 and v4 can be actually flipped and the second iteration of
non-faulty PGDBF is illustrated in Fig. 4(c). In such a case, the
probabilistic approach results in the same effect as the hardware
failure that inverts one of the variable bits inside the trapping
set. If p = 3/4 three out of four bits inside the length-8 cycle
from the above example should be flipped on average, and if
failures are present in the logic gates the value of the parameter
p can be increased. Although the exact analysis is nontrivial,
this seems to be a good explanation for the results shown in
Fig. 3. In contrast to the PBF [9], the value of p is constant
during the iterations and it is large enough so the decoding
process is not slowed down significantly.

In Fig. 5 we present the FER performances for a (732,551)
quasi-cyclic (QC) code [11]. In the presence of failures in
the decoder, the performance is degraded for the PBF and
Gallager-B decoders, but is improved for the GDBF (p = 1).
For the case of PGDBF with p = 0.8, the performances are
approximately the same for the faulty and non-faulty cases.
Further simulations indicate that PGDBF has approximately the
same performance if PMAJ ≤ 1/(2N) and P⊕,R ≤ 5/N .

VI. CONCLUSION AND DISCUSSION

By combining the ideas of GDBF and PBF, we have designed
a hard decision decoder resilient to logic gate failures. In
our approach, the probabilistic flipping is applied only to the

Fig. 5. FER for PGDBF algorithm, BSC, QC(732,551), L = 100, perfect:
PMAJ = 0, P⊕,R = 0, faulty: PMAJ = 2× 10−4, P⊕,R = 2× 10−3.

variable nodes that satisfy a necessary condition for flipping.
The corresponding flipping probability is fixed during itera-
tions, the tuning of the parameters is simpler compared to
previously proposed algorithms, and results in a minor increase
of the decoding latency. Furthermore, we have shown that the
proposed decoder not only has large immunity to gate failures
but, surprisingly, can utilize the hardware failures to improve
the decoding performance. We have considered some example
QC LDPC codes and shown that the proposed algorithm is
insensitive to hardware unreliability for a wide range of failure
rates in combinational logic and memory cells in the decoder.
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