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Introduction 

 Shrinking CMOS technology. 

 Lower power supplies. 

 Voltage scaling and process variation degrades reliability. 

 Promising post silicon devices like CNFET’s are inherently unreliable due to statistical 
variations. 
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Reliability Publications 

Ref : Bashir M. Al-Hashimi, “Hardware Reliability of Embedded Systems: Are We There Yet?”, Designing with Uncertainty - 

Opportunities & Challenges workshop York, UK, 17-19th March 2014. 



Second i-RISC Workshop, Cork, September 2015   | 5 

Introduction -- Errors and Propagation 

 3 masking effects in combinational logic to see if soft errors are propagated or not. 
 Logical Masking : Off path gate inputs prevent logical transition on output node {Major focus of my research}. 

 Temporal Masking : An erroneous pulse is masked if it does not occur close enough to latch trigger point {Trying to add this 
to the tool}. 

 Electrical Masking : If signal is attenuated by electrical properties of the gate. {Not studied}  
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o eXOR performs the stochastic operations of 
Errors 
 

o SPZ* = P[Z* = 1] -- Static Probability 
o EPZ* = P[Z* output is incorrect] 

 
o Pf(y) = P[gate y is faulty] = SPE 
o EP(y) = EPZ = f(EPZ*, Pf(y)) 

y 

y 
 Where,  

o Z* --- Ideal Output 

o Z --- Error-prone Output 

o E --- Error Injection Input 

Probabilistic Gate Model 

 E = 1 -- Gate is faulty 

 E = 0 -- Gate is correct 
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 Error-prone Version of Truth Table 

 SPZ*: SPZ* = P[A1, B1] 

 Joint Probs: 

o CPZ*0 = P[Z*0, Z*c] = P[Z*0] – (t1+t2+t3) 

o CPZ*1 = P[Z*0, Z*ε] = t1+t2+t3 

o CPZ*2 = P[Z*1, Z*c] = P[A1, Ac, B1, Bc] 

o CPZ*3 = P[Z*1, Z*ε] = t4+t5+t6 

 Therefore, 

o EPZ* = P[Z*0, Z*ε] + P[Z*1, Z*ε] 

            = CPZ1 + CPZ3 

            = t1+t2+t3+t4+t5+t6 

AND 

Z* 

A B 

Probabilistic Gate Model 

State/ Correct State/ Correct State/ Correct

c 0 c 0 c 0

c 0 ε 1 c 0

ε 1 c 0 c 0

ε 1 ε 1 ε 1 P[A0, Aε, B0, Bε]

c 0 c 1 c 0

c 0 ε 0 c 0

ε 1 c 1 ε 1 P[A0, Aε, B1, Bc]

ε 1 ε 0 c 0

c 1 c 0 c 0

c 1 ε 1 ε 1 P[A1, Ac, B0, Bε]

ε 0 c 0 c 0

ε 0 ε 1 c 0

c 1 c 1 c 1

c 1 ε 0 ε 0 P[A1, Ac, B1, Bε]

ε 0 c 1 ε 0 P[A1, Aε, B1, Bc]

ε 0 ε 0 ε 0 P[A1, Aε, B1, Bε]

0

1

Error Terms
Value of B

Actual 

Value of Z* Value of Z*

0

0

0

1

0

1

Value of A

Actual 

Value of A

Actual 

Value of B

0

1
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 Error-prone Version of Truth Table 
 SPz = P[Z*1, Ec] + P[Z*0, Eε] 

 Joint Probs: 

o CPZ0 = P[Z0, Zc] = P[Z*0, Z*c, Ec] +  

                                        P[Z*1, Z*e, Eε] 

o CPZ1 = P[Z0, Zε] = P[Z*0, Z*e, Ec] + 

                                        P[Z*1, Z*c, Eε] 

o CPZ2 = P[Z1, Zc] = P[Z*0, Z*e, Eε] + 

                                        P[Z*1, Z*c, Ec] 

o CPZ3 = P[Z1, Zε] = P[Z*0, Z*c, Eε] + 

                                        P[Z*1, Z*e, Ec] 

 Therefore, 

o EPZ = P[Z0, Zε] + P[Z1, Zε] 

              = CPZ1 + CPZ3 XOR 

Z 

Z* E 

 Ec -- E1 -- Gate is faulty 

 Eε -- E0 -- Gate is correct 

Probabilistic Gate Model 
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 All PI List (List Disjunction) 

o ALL_PI(y) = ALL_PI(A) ∨ ALL_PI(B) 

 

 Common PI List (List Conjunction) 

o COM_PI(y) = All_PI(A) ∧ ALL_PI(B) 

 

 Order PI List () 

o COM_COM(y) = COM_PI(A) ∧ COM_PI(B) 

o OTHER = COM_PI(AB) – COM_COM(AB) 

o ORD_PI = COM_COM(AB) + OTHER 

Lists 

A B 

A B 
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 Based on Total Probability Law 

𝑷(𝒀) = 𝑷 𝒀 𝑿 = 𝟎 × 𝑷 𝑿 = 𝟎 + 𝑷(𝒀|𝑿 = 𝟏) × 𝑷(𝑿 = 𝟏) 

Where Y is the event to be worked out, X is PI being Conditioned 

Basic Principle 
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Core Algorithm 

Is PI N

Is INV N
Order PI is 

empty

Return

Calculate using Model 
Formulas

Y

Compute(Z)

Y

Compute(LX)

Compute(LX)

Y

Compute(RX)

Compute(Cond_tree0)

Compute(Cond_tree1)

Cond_tree0=Condition(Z, cond_PI, 0)

Cond_tree1=Condition(Z, cond_PI, 1)

Total Probability Law

cond_PI = ord_PI.first()

update_lists(Z)

N
 Recursive Depth-first 

Graph Traversal  
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History of Logic Synthesis 

 

 Algorithmic Based 
 Refactoring 

 Rewiring 

 Probably many other techniques as well 

 

 

 Local Transformation Based 
 Rule Based Rewriting 

 Cut Based Rewriting 
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Logic Optimization – Rule Based Rewriting 

Rule1 

Rule2 

Rule3 



27th IEEE System-on-Chip Conference, Sep 2014 | 15 

Reliability Assessment 

Rule4 Rule5 
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Logic Optimization – Cut Based Rewriting 

 Rewriting is a common approach to logic optimization based on local transformations.  

 The best circuits are pre-computed for a subset of NPN classes of ‘n’-variable functions. 

 Cut enumeration and Boolean matching are used to identify replacement candidates. 
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Rule1 : Move PI’s closer to PO’s 

Errorg = 0.0717 Errrwrel1 = 0.068 
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Rule2 : Adding Redundant Nodes  

Errrwrel2 = 0.0676 
Erropt = 0.0633 
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The Complete CAD Flow 
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MCNC Benchmark Evaluation 
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Results : Node Count 
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Results : Improvement in Reliability 
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Results : Power Consumption 
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Conclusion 

 Gate Error model and reliability estimation for logical errors. 

 

 Proposed a set of AIG based rewriting techniques {rule based & cut based} that improves 
circuit reliability.  

 

 A EDA framework which employs both these into single framework. 

 

 Its application on the MCNC benchmark circuits improved overall circuit reliability by  

 up to 7.5% {rule based} 

 up to 14% {cut based} 
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